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MX OPC Server Introduction to MX OPC Server

1.1 Introduction to MX OPC Server

The MX OPC Server 5.0 is a Mitsubishi I/O driver OPC Data Access (DA) and
Alarm/Events (AE) server that provides the interface and communications
protocol between a wide range of Mitsubishi hardware and your process control
software. Mitsubishi drivers incorporate the following attributes to provide
flexibility and ease-of-use:

OLE for Process Control (OPC) compliance.

The MX OPC Server consists of the following components:
MX OPC Configurator
MX Runtime

The MX OPC Server complies with version 3.00 of the OLE for Process Control
(OPC) Data Access standard, version 1.01 of the OPC XML Data Access
standard, and version 1.01 of the OPC Alarm and Events standard. Any OPC
client application can access process hardware data through the 1/O Server.
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1.1.1 Compatibility with Former Versions

The MX OPC Server 5.00 is fully backward compatible with previous versions
(4.20, etc.). The configuration databases from all previous versions can be used.
The MX OPC Server 5.00 Configurator provides an automated conversion from
the older configuration database into the current structure. All the database
content will be preserved and converted into the new structure if needed.

The MX OPC Server 5.00 configuration database cannot be used in the previous
versions.

The MX OPC Server does not support importing of CSV configurations
generated by a different version. Although this process is partially successful in
some versions, the 5.00 version will not import a CSV file created before version
5.00 due to major changes in the database structure.

To preserve the configuration, the user can import the CSV file to a MDB
database using the original configurator, upgrade the MDB database using the
MX OPC Server 5.00 configurator and then export to CSV.
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1.1.2 What Is OLE for Process Control

OLE™ for Process Control (OPC) is a standards-based approach for connecting
data sources (e.g., PLCs, controllers, /O devices, databases, etc.) with HMI
client applications (graphics, trending, alarming, etc.). It enhances the interface
between client and server applications by providing a universally supported and
well-documented mechanism to communicate data from a data source to any
client application. Included are not only a detailed guide on how to pass the data,
but also specific information on other attributes to supplement those data, such
as range information, data type, quality flags, and date and time information. The
figure below shows the OPC Architecture, which was introduced by the OPC
Foundation. By following the OPC Architecture, a device needs only one
standard driver, which is an OPC-compliant server. All OPC-compliant client
applications can then be connected to that device, either locally or over a
network. Furthermore, connections can be made to more than one OPC server at
the same time.

. [H Trending Reporting
OFC Client | @FESSI T Application Application
Applications | t |

aPcC
Sorvers

Hardware
Devices

OPC-Based Client-Server Architecture

Any OPC client application can connect to any OPC server. In other words, OPC
offers true Plug-and-Play capability in the fields of HMI and industrial automation.
OPC server types include OPC Data Access (DA), OPC Alarm and Events (AE),
and OPC Historical Data Access (HDA).
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1.1.3 MX OPC Runtime

The MX OPC Runtime maintains the driver's communication channels, devices,
data blocks, and data tags, performs all required functions for communicating
with the process hardware, and exposes the methods and properties to other
applications.

In addition to performance improvements, the MX OPC Runtime provides the
following functionality:

e  Supports OLE for Process Control (OPC).

e  Automatically creates data blocks.

. Provides local configuration and control.

. Supports telephone modem communication.

. Provides phasing.

. Enables or disables Individual devices, data blocks and tags.
e  Provides QuickFail Logic.

e  Provides latched data.

. Provides a time/date stamp for data and alarms.
. Supports array element and individual bit reads
. Provides advanced diagnostics.

. MX Component
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1.1.4 MX OPC Configurator

The I/O Driver Configurator is a client application to the 1/0 Server with a
graphical user interface. The MX OPC Configurator accesses the I/O Server and
lets you view and modify properties of communication channels, devices, data
blocks and data tags.

The MX OPC Configurator provides the following:

e  The server connection - only local I/O Server.
e  The tree control for an overall view of your system configuration.

e A Statistics View for displaying the statistics of your I/O driver while it
is running. Statistics are provided for devices and data blocks.

e A Configuration View for displaying and modifying device, data block
and tag properties.

e A Monitor View for displaying real-time data tag values during runtime
mode.

e  An interface to the MXComponent Communication Setting Wizard for
importing or creating new configurations.

e  The feature to cut, copy and paste data blocks for fast configuration.
. Support for telephone modem communication.
e  Templates for configuring default alarm settings.

e  Simulation for tags and alarms using a built-in function pattern.
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1.2 Installing MX OPC Server

This section describes the steps for installing the MX OPC Server. Be sure to
close any other applications before installing MX OPC Server.

There are two separate parts to the software:

. The MX OPC runtime module, which reads data from the device

e The MX OPC configurator, which defines the data to be read
The MX OPC Server runtime module can optionally be installed as an NT
service. NT services run automatically in the background whenever the computer

is started; they do not rely on a user logging in to the computer to start the
program manually.
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1.2.1 System Requirements

To use MX OPC Server 5.0, you must have the following minimum system
requirements:

. 233 MHz processor

e 64 MBRAM

. 100 MB disk space

. 8X speed CD-ROM drive

e  VGA video card (256 or more colors for best results)

. Microsoft® Windows® 2000 with Service Pack 3, Windows XP with
Service Pack 2, Windows NT® 4.0 with Service Pack 6a, or Windows
Embedded NT and XP.

Performance will improve with higher specification hardware (faster data
updates).

Note: Only versions of Microsoft Windows that accommodate Unicode character
sets are supported.
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1.2.2 Installation Procedure

The following steps detail the MX OPC Server installation:

Note: If your operating system (e.g., Windows NT) requires a login name, you
must log in with administrator capability before installing MX OPC Server.

1. Before installing the software, be sure that all other applications are
closed and/or disabled.

2. Insert the product CD into your CD-ROM drive. If the option to start CDs
automatically is enabled in your operating system, the CD introduction
starts automatically. Otherwise, browse to your CD-ROM drive and run
the program "Setup.exe”.

3. The Setup screen briefly appears, followed by the Welcome screen, as
shown in the figure below. Click the Next button to continue.

1% MX OPC Server 5.0 - lustallShiell Wicand X
Walcome to the InstaliShield Wizard for MX

OPC Server 5.0

The InstallShidd(F) Weard wil install Mx OPC Sarver 5.0 on
yaur computer, Toconkbinue, dick West,

WARNING: This program is protected by copeyriaht law and
international kraaties,

Maxt = | [ Cancal l

Welcome Screen

4. The Software License Agreement dialog box appears, as shown in
the figure below. Read the License Agreement. Click Next if you accept
the terms of the agreement.
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12 1A% OPC Senver 5.0 - lnstallShield Wizand

License Agreement

Please read the Follwing license agresrment carefully,

The software package contains software under copyright. Use of the
software without prior conclusion of this licensing agreement is illegal
and suhject to prosecution by MITSUBISHI ELECTRIC EUROPE BYW. This
llcensing agreement Is concluded upon the user slgning the enclosed
ENDUSER SOFTWARE SERVYICE CARD. This agreement is concluded
between MITSUBISHI ELECTRIC EUROPE B.Y. and the enduser,
herainafter refarred to as "Licensee™.

1 Fu roans Af thic anroormmant RAIT=HRISHI FILFCTRIE FILIRMDPFE B A V

(37 accept khe barmns i the license agresment;

{41 dao not accept the berms in the license agreement

[ < Back " Mexk = ] [ Cancsl ]

Software License Agreement

5. The Customer Information dialog box appears, as shown in the figure
below. Enter your name, your company's name, and your product serial
number. Click Next to continue, and confirm your registration information.

7 W% OPT Server 3.0 - lnstallshield Wizard

Customer InFormakion

Please enker wour infFormabon,

Lser Marne;

Qrganizakian:

|
Setal Murnber:
i /I I

Please type In "DEMO" Into the Flrst Fledd of the Serlal Nurber to
install @ Functional irited Dema Yersion,

[ « Back. " Mexk = ] [ Zancal ]

Entering Contact Information
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6. The Choose Destination Location dialog box appears, as shown in the
figure below. Choose the destination location for the software installation.
If you wish to keep the default location, click the Next button to continue.
If you prefer to select a different directory location for the installation, click
the Change button to select a different drive or directory. Click Next to
continue.

(% X OPE Serven 5.0 - listalShield Wizand

Destination Folder

Click Mext bo inskall to this falder, ar click Thange bo install ko a different Folder,

Q Inskdl ME OPC Server 5.0 Eo;
E:\MELSEC My OPC Server 5,001

[ < Back ][ Maxck i I Canceal

Choosing the Destination Location

7. The Setup Type dialog box appears, as shown in the figure below, giving
you the option to install MX OPC Server as a Windows NT service. Select
Yes or No, and then click the Next button to continue.

i 143 OPC Serwen 5.0 - histaliSTield Wizand
NT-Seryice

Do o wank M OPC Server 5.0 ko be installed 25 8 MT-Service?

(=)¥es, - Feass install MR OPE Server 5,0 a5 a NT-Serviced

Cino

[ « Back " et = l I Cancal

Option to Run MX OPC Server as an NT Service
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8. Click Install, as shown in the figure below, to begin installing the files. MX
Component and EasySocket will also be installed.
Note: You can click Cancel to stop the installation procedure at any time.

15 1% OPC Server 5.0 - listallShield Wizand

Ready to Install the Frogram

The wizardis ready bo begin instalkation,

Clidk. Inskall to begin the Installation,

If vou want to review or change any of your inskdlation setkings, click Back, Click Cancel to
exit the wizard.

[ < Bark [l Instal i [ Cancal ]

Starting File Installation

9. After all files and components have been installed, click the Finish button
to complete the installation, as shown in the figure below. You may be
prompted to restart your computer before using the product. Choose
whether to configure the NT Service now or later, and then click the
Finish button.

i@ W% OPC Server 5.0 - listallShield Wizanl ]

InstallShield Wizard Completed

The Installshidd Wizard has successfully instdlad M OPC
Server 5.0, Clck Anlsh to exik the wizard,

Let me configure the NT-Service now,

Installation Complete
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1.3 MX OPC Server Quick Start

The objectives of this Quick Start section are to:

1.

Start the MX OPC Configurator.

Set up the driver.

Set up a communication channel.
Create and configure a new device.
Create and configure a new data tag.
Start the 1/O Server driver.

Connect to the server using OPC DataSpy

Mitsubishi Electric
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1.3.1 Starting the MX OPC Configurator

Once you have installed MX OPC Server, start the MX OPC Configurator:

1. From the Windows Start menu, select Programs > Melsoft Application >
MX OPC Server 5.0 > MX OPC Configurator.

Note: The name of the program folder may vary depending on your local
settings (e.g. language settings).

2. This opens the Configurator for the MX OPC Server, as shown in the figure
below. The screen consists of a split window with a tree control view in the
left-hand pane and a configuration view in the right-hand pane. The
Configurator provides a default standard configuration database called
MXConfigurator.mdb, which contains a sample configuration project.

I"1 MR Lonfigurator.mdb, - Mx OFC Configunaton

File Edit

View Go Tools
Achve Corflguratian:
==

Help

CAMELSECIMy OPC Server 5.000MxConfgurator. mdo

& o

(@]

Alarmn Deflnitions
Simulation Definitions
Zonwvetsion Definitions
Pall Mathad Definitions

¥

Right click to add a Dewvice.

A dewice iz a hadware device o station that
i ugng /0 driver to communicate with PC.
Thea desice tam contaire the propeties that
govern the behaviour of a device.

Aeady

0 Chjeckis)

Configurator Screen

The MX OPC Configurator is a client of the MX OPC Runtime that accesses the
I/O Server and lets you view and modify properties for devices, data blocks, and

data tags.

The Address Space tree control in the Configurator sets the

properties and connection parameters for the following hierarchy of server

objects:

. Devices: A device is a hardware device or station that uses the I/O
driver to communicate with a client PC. The device item contains the
properties and methods that govern the behavior of a device. A device
is visible to the OPC client.

. Data blocks: A data block is an addressable portion of a device. The
data block contains the properties and methods that manage the
behavior of a data block. Data blocks in the server's local memory
correspond to data areas in the MX Runtime. When you add new data
blocks to the server’s local memory, you also add new data areas to
the MX Runtime. Data blocks are not visible to the OPC client.

Note: Data block configuration is optional (for advanced users).

. Data tags: A data tag is an object that makes device data accessible
to OPC clients. Data tags can be logically organized into groups

(folders).

Mitsubishi Electric
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1.3.2 Setting Up the Driver

The table below provides a general overview of the steps necessary for setting
up your /O driver.

1 Know your process hardware:

What device does the driver communicate
with?

What type of cable are you using?
What is the station number for each device?

What addresses do you want to access and
what data do you want to retrieve?

2 Know the hardware parameters:
Example for serial communication
COM Port
Baud Rate
Stop Bits
Data Bits
Parity

3 Choose the method of configuration:
Use the MX OPC Configurator

4 Configure the I/O Driver:
Configuring Communication Channels
Configuring devices
Configuring data blocks

Setting default values for driver, channels,
devices, data blocks and tags

Configuring tags

5 Check the I/O Driver Status:
Using monitoring mode
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1.3.3 Creating Communication Channels

In the following examples, we will create and configure new channels for both the
Serial and Ethernet communication paths.

Serial Communication Channel

To create a new Serial communication path:

1. Right-click the Address Space tree control of the Configurator screen and
select New MX Device from the pop-up menu, as shown in the figure
below.

E MECnntignratnromdh - X R Contignratar
Fil= Edit Yiew Go Tools Halp

| Active Configuration:  CHMELSEC\My OPC Server 5, 00\M=Configurator. mdb

0|4 = B || s 1 (9] @
palied 0 Jress =

& alarm o

=R & device iz o hardware device or stetion that
Caonvers iz uging |70 driver bo communicate with PC.
Pol Matk Tha devica itern containz the propertias thal
govern lhe behaviour of a device.

Right click to add a Device.

Mew Modbus Devica, .,

Inserk Mews M De 1 Objeck=)

Adding a New Device

2. This opens the Communication Setting Wizard, as shown in the figure
below. Specify the communication type to use on the PC side, as shown in
the figure below. In the PC Side I/F field, select the Serial connection type
from the drop-down list. Click Next to continue.
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i Selling ! il - PC s5ile

Please sdlectthe PC side [iF

PCsideF |
Communicaion zeting

Cornect port | SOk -
TIime oLk 10000 | s

e e

Setting up the Connection for the PC Side

3. Now you must specify the communication type to use on the PLC (device) side,
as shown in the figure below. In the PLC Side I/F field, select a communication
type from the drop-down list as the connection type to use for the selected
channel. Click Next to continue.

manicalion Sellinge Wicand - PLE side

Pleaze zelect the PLC zide IF

PLC side IF 'Z_ZI—'I_I moculz

Communication seting

EPUtype 2GS ~|
Transmission speed |E'E'JD v| bps
Cortrol DR o RTS Control ~|

() (o=

Setting up the Connection for the PLC Side
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4. Select the network Station Type and CPU Type (if applicable) from the
respective drop-down lists, as shown in the figure below. Click Next to
continue.

Station type I -

[ Zancel ] [ = Bk ] [ et = Finizh

Configuring Network Settings

5. Click the Finish button to complete the communication channel setup, as
shown in the figure below.

Communication Setting Wizard -

The Communication wizard has finizhed collecting
imformatian.

Press Finish' to store the modified settings and to close
the wwizard.

Comment

Pageword

L

[ = Back ] | Finsn | Online Test ..

Mitsubishi Electric

Completing Channel Setup
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6. The Device Layout dialog box appears, as shown in the figure below. The
left-hand side of the dialog lists the configuration properties for the PC side.
You can double-click the image of the PC (or double-click the configuration
properties list) to edit the PC side configuration properties. The right-hand
side of the dialog lists the configuration properties for the PLC device side.
You can double-click the image of the PLC device (or double-click the
configuration properties list) to edit the PLC device side configuration
properties. You can also click the Configuration button to return to the
Communication Setting Wizard. Click the Close button to configure the
device properties.

[Tevice laynnt

_I Double-click ko open configqurakion wizard |

| Serial |
Hare Value N ame: Walue
FPCIIF Serial PLCI/F CPU module
Port COmA CPUTypa  A2U[51]
Tirmeowt 10000 e Baud Rae  900bps
Contiol OTH or ATS
[ Configuration.. | [ Close ]

Device Layout

Note: For complete information about channel configuration properties and the
Communication Setting Wizard, see Chapter 3.

Ethernet Communication Channel
To create a new Ethernet communication path:

1. Right-click the Address Space tree control of the Configurator screen and
select New MX Device from the pop-up menu, as shown in the figure
below.
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File Edit

E MECnntignratnr.mdh - &5 P Contignratar

| Active Configuration:

alam De

| Simulati o ) .
o A device iz o hardwars devics or stetion that
Coneests i¢ Lging |70 driver bo commmuanicate with PC.

Pol Mekh

Inserk Mew B De

Vieww Go Tools Halp
CAMELSEC\ M- OPC Server 5, 00\MEConfigurator.mdb

iE g 1 [9] @

Right click to add a Device.

Mew Modbus Devica, ..

The device itarn containz the properties thal
gavern lhe behaviour of a device.

1 Objecks)

Adding a New Device

This opens the Communication Setting Wizard, as shown in the figure
below. Specify the communication type to use on the PC side, as shown in
the figure below. In the PC Side I/F field, select the Ethernet board
connection type from the drop-down list. Select a module number from the
Connect module drop-down list. Click Next to continue.

Note: For a list of supported devices, please see Chapter 3.

alivn Selline A

Pleaze sdectthe PC side IF

P side IF tﬂ'IErTIEET boar:
Comtnunication zeting

Cornect maciule AJTTET

I

Profocd LDp b

Packet iypa Binary

Port Mo a0m

I

Tirme out EDO00 | =

Setting up the Connection for the PC Side

Now you must specify the communication type to use on the PLC (device)
side, as shown in the figure below. In the PLC Side I/F field, select
Ethernet module from the drop-down list as the connection type to use for
the selected channel. Specify a Host name and a Port number. Click Next
to continue.
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4. Select the network Station Type and CPU Type (if applicable) from the
respective drop-down lists, as shown in the figure below. Click Next to
continue.

- Melwurk

Plaszs selact the Metawork
Station type

CPU type

(=) (oo

Configuring Network Settings

5. Click the Finish button to complete the communication channel setup, as
shown in the figure below.

Communication Seiting Wizard - Finished ['5__(|

The Communication wizard has finished collecting
information

Press ‘Finish to store the modified settings andto cloge
the wizard

Comment

Password

Cancel ] [ = Back ] [ Fnsn | IOnnneTest...

Completing Channel Setup

6. The Device Layout dialog box appears, as shown in the figure below. The
left-hand side of the dialog lists the configuration properties for the PC side.
You can double-click the image of the PC (or double-click the configuration
properties list) to edit the PC side configuration properties. The right-hand
side of the dialog lists the configuration properties for the PLC device side.
You can double-click the image of the PLC device (or double-click the
configuration properties list) to edit the PLC device side configuration
properties. You can also click the Configuration button to return to the
Communication Setting Wizard. Click the Close button to configure the
device properties.
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Mitsubishi Electric

Device layout

[ | E thernet |
MName W alue Name alue
PCIF Etheinet PLC 1A Ethemel module
Pratocal TCP Madule Type QJTET
Metwork. Mo, 1 CPU Tupe Q0zH)
Station Mo, 2 Heost 1224567
Timeout 1000 me Metwork, Mo 1
Station No. 1
hultiple CPU Mo, Maone
S5 |x
[ Configuration.... ] [ Lloze ]

Note: For complete

information about channel
properties and the Communication Setting Wizard, see Chapter 3.

Device Layout

configuration
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1.3.4 Configuring a New Device

In the previous section, we used the Communication Setting Wizard to set up
Serial and Ethernet communication channels between the PC and PLC. Once
you have completed the wizard:

1. The Basic tab of the Device Properties dialog box appears, as shown in
the figure below. The communication type (e.g. Serial, Ethernet, etc.) is
shown in the PC Side I/F field, as shown in the figure below.

Device ProperLics

Hame: | D] |

Dezc.:

Prirnary Device

Confguration... |

FCSde IF: | Scrinl |

Comment | |

[ Save ] [ Save & Mew ] [ Cancel ]

Configuring Device Properties

2. In the Name field, type a name for the new device, and type a description
for the device (optional). To specify which connection type and which
physical connection (COM) port to use for the selected device, click the
Configuration button to launch the Communication Setting Wizard for the
Primary device.

Mitsubishi Electric
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3.

Mitsubishi Electric

Click on the Advanced tab to set the advanced parameters for the Primary
and Backup devices, as shown in the figure below.

Devive Pruperlivs

Basic | Advanced

Prirnary Device

Enable Device [ Sirnulate

L ofms

Aackup Device ———————————————

Liela time:

Reply timeout me :‘éﬁ!‘;‘;_ﬂ af

Configurotion...

FC Side /F:  [<rone>

Comment |

Dielap tirne:

-

Reply timeout ms ?;&D;E:H af

[ Save ] [ .Saw:&Hcﬂ ] [ Cancel ]

Device Properties: Advanced Tab

the Enable Device check box to activate the device.

Imi fAConfiguratur 20061206
Fle Edt Yiew Go Tocls Help

Actve Configuration:  CHAMELSECIM:
0= + b G
=-@E hddress Spae

- £

Rlarm Definitons

Simuiation Definidons

Corversion Defirtions

Foll Methad Definitions

New Device Created for the Channel

Note: For complete information about device configuration properties, see
Chapter 3.

When you have finished configuring the device properties, click the Save
button. The new device appears under the Address Space tree control, as
shown in the figure below.

Note: For complete device configuration properties info, see Chapter 3.
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1.3.5 Creating Data Tags

Now you can create a new data tag that the OPC clients can request from the
server.

Note: Data tags can be logically organized into groups (folders). You can
configure as many folders as required. You can even create subfolders for each
group to create a hierarchical organization of tags. See Chapter 3 for details.

To create a new tag:

1. Right-click on the Dev0l device on the tree control of the Configurator
screen and select New Data Tag from the pop-up menu, as shown in the
figure below.

E AXConhipurator.mib - B3 OPC Contigaraton

Fil= Edit ¥i=w Go Tools Help
Achive Canfiguration:  CAMELSECYMY OPC Server 5.00Y%Ca
O=F =
o =g 2 iaddress Space | Cevica Marma
e et
- E
T iGroup. Ctrl+F
i Alarm De o -
) i M= TakATan. .. Frl+1
q Simulatio
7 Conwersi  Rename
Pall Meth
ﬂ @I Lelete

Adding a New Data Tag

2. The Basic tab of the Data Tag Properties dialog box appears, as shown in

the figure below.

Basic | Advanced || Alaime | Multiply|

(@ home

Deszc.: | |

Gerneral Setup
Access Righis:

D ata Polling
Pall. Method 1000rme b

[ Sare | [ Save &Mew I [ Cancel ]

Configuring Data Tag Properties

3. In the Name field, type a name for the new tag, and type a description for
the tag (optional).

4.  Set the parameters for the I/O Address and data Access Rights.

Mitsubishi Electric
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5.

Click on the Advanced tab. Check the Enable Tag check box to activate
the tag.

Tay Piopenlies

General Setup

g

[ ata Corveerzion

[] 5wap ward/byte order
[ corwert to word [32 bitz <--+ 16 bits)
[ Use Conversion

Data Type
[ Uze tdvanced Tupez

Sirnulation
[ sirmulate

[ Ve ManualValie

Sare | [ Save & Mew ] [ Cancel

Data Tag Properties: Advanced Tab

Set the Data Conversion and Data Type parameters for the tag.

In the Alarms tab of the Tag Properties dialog box, you can check the
Generate Alarms check box to make the server generate a limit alarm
and/or a digital alarm based on the data item value.

When you have finished configuring the tag properties, click the Save
button. The new tag appears under the Device tree control.

Note: For complete information about data tag configuration properties, see
Chapter 3.

Note: By default, the Configurator will automatically arrange your data tags
into blocks so that they can be read from the device in the most efficient
way. If you would prefer to define the data blocks manually, you can do this
by selecting Options from the Tools menu and checking the Advanced
Mode (Show Data Blocks) check box on the General tab of the Options
dialog box.

Mitsubishi Electric
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1.3.6 Starting the MX OPC Runtime Driver

Once you are finished with your device and data tag configuration, you can start
the MX OPC Runtime driver by clicking the Start button (green triangle icon) on
the Standard toolbar of the MX OPC Configurator. This enables client/server
communication. To stop the driver, click the Stop button (red square icon) on the
Standard toolbar, as shown in the figure below.
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1.3.7 Connecting to the Server Using OPC DataSpy

Introduction to OPC DataSpy

With the introduction of the OPC Foundation Plug and Play communications standard
called OPC Data Access, and recently the OPC Alarm and Events Specifications, a
universal diagnostics and analysis utility was needed by industry. This need is filled with
OPC DataSpy.

Features of OPC DataSpy

OPC DataSpy includes the following key standard features:

o Internet OPC over TCP/IP tag browsing.

e GenBroker Monitor.

e Simple-to-use OPC test client inspection and diagnostics utility.
o Determination of whether server is OPC compliant.
¢ Available as a stand-alone OPC test client.

e OPC Data Access (DA) test client.

e OPC Alarm and Events (AE) test client.

e OPC Data Access troubleshooting tool.

e OPC Alarm and Events troubleshooting tool.

e OPC-compliance testing of third-party servers.

¢ Determination of OPC standards for OPC servers.
e OPC loading and OPC ftraffic analysis.

The main concept behind the OPC DataSpy is to provide an easy-to-use OPC Test Client
to test, diagnose, and troubleshoot industrial applications using the OPC Foundations, OPC
Data Access, and Alarm and Events specifications.

The OPC DataSpy tree control capability consists of three main parts:

1. OPC Item Browsing
2. OPC Data and Alarm Monitors
3. GenBroker Monitor

The OPC item browser mode allows you to browse for OPC-compliant Data Access and
OPC Alarm and Event servers, as well as OPC Historical Data Access servers, and to
provide basic information allowing users to view, test, and troubleshoot any OPC third-party
servers. The OPC monitors provide real-time monitoring of OPC server data.

The OPC DataSpy user interface consists of the following elements:
. OPC Item browser
. OPC Data and Alarm Monitors

. Diagnostics and statistics and logging module (output window)

Once the MX OPC Runtime driver is running, you can connect to the MX OPC Server via
OPC DataSpy. For this Quick Start, you will use OPC DataSpy provided with the MX OPC
Server installation:

Mitsubishi Electric 1-28



MX OPC Server

Introduction to MX OPC Server

1.

Open OPC DataSpy from the Windows Start menu by selecting Programs > Melsoft
Application > MX OPC Server 5.00 > OPC Data Spy > DataSpy.exe. This opens
OPC DataSpy, as shown in the figure below.

Note: The name of the program folder may vary depending on your local settings (e.g.
language settings).

E ¢ Untitled - ICONICS OPC DataSpy for, Mitsubishi Electric

File Edit Wiew Go Action Tools Help

Ready

D=l B 7
i Mame |
%] Data Monitor B Intsrnst (with GenBiroker)
7] alarm Moriter B3y computer

Metwork Neighborhood

OPC DataSpy Screen

From the left navigation pane, expand the “OPC Items” item by clicking on the “[+]”
symbol to the left of the icon. Expand the “My Computer” section then the “OPC Data
Access” section then the “Mitsubishi.MXOPC.5” section.

Users will then see all configured devices listed underneath “Mitsubishi.MXOPC.5”
and can browse groups and data tags accordingly.

Right click on any selected tag listed beneath “Mitsubishi.MXOPC.5” and click on
“Monitor”. Next, click on “Data Monitor” that is listed underneath OPC Items when
that section is fully collapsed. In the right navigation pane, users will be able to see the
values associated with selected tags.

If your client application does not support reading single array elements or reading a
single bit within a word, you may still be able to use these features by changing the
name of the item that you add.

A client can address a bit within a word tag using the item syntax "tagname.bitNr" (e.g.
tagname.0 for bit 0).

A client can address a single element of an array tag using the item syntax
‘arraytag[elemNr]’ (e.g. arraytag[2] for element 2).
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To Write to Tags, right-click on the tag name in the right navigation pane. The “Enter a
Value” dialog pops up. Users can then enter values in the text entry box.

5.
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Note: If you are writing a floating point value, the period (.) character is always used

as the radix character (e.g. “123.4’ not ‘123,4’). If you are writing to an array item, the
values should be separated by commas (,).
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21 Starting the Configurator
To start the MX OPC Configurator:

1. From the Windows Start menu, select Programs > Melsoft Application >
MX OPC Server 5.00 > MX OPC Configurator.

Note: The name of the program folder may vary depending on your local settings
(e.g. language settings).

2. This opens the Configurator, as shown in the figure below. The screen
consists of a split window with a tree control view in the left-hand pane and a
configuration view in the right-hand pane. The Configurator provides a standard
format for the configuration database, as well as a sample (default) configuration
project. The Configurator also includes a toolbar and menus with many command
functions.

Note: When the Display Hints check box on the General tab of the Options
dialog box (see the Tools menu) is checked, helpful tips are displayed in the
configuration view, as shown in the figure below.
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2.2 Creating Configuration Databases

The Configurator uses Microsoft Access configuration databases. To create a
new configuration database in the Configurator:

Select New from the File menu, as shown in the figure below.
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Creating a Configuration Database

1. In the Save New Database dialog box, select the database type from the
Save As Type drop-down list, as shown in the figure below. For a Microsoft
Access database, the Configurator uses a single .mdb file. Browse for the
target directory, give the file a name, and then click the Save button.

Save Hew M3 Avcess Ddlabigse 2|B|

Save jn: | 3 M OPL Server 5.00 Tl i = e

ZH s Configuratar. mdb

Filename:  [MxConfigurator mdb | T

Save ae bype: | Microsoft Accsss Databasss [.mdb) e | [ Cancel ]

Saving the New Configuration Database
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2.2.1 Configuration Modes

You can use the configurator in either basic mode or advanced mode. By default,
the configurator runs in basic configuration mode. In basic mode, data blocks
are hidden in the Address Space configuration. To switch to advanced
configuration mode, go to the Tools menu and select Options. Go to the
General tab and check the Advanced Mode (show Data Blocks) check box, as
shown in the figure below. When this check box is checked, data blocks will be
visible and editable throughout the configuration.

Note: Data block configuration is optional (for advanced users).
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2.3 Toolbars

The Configurator contains two toolbars: a Standard toolbar and a Data
Manipulation toolbar.

Standard Toolbar

To show or hide the Standard toolbar, select Toolbars > Standard Buttons
from the View menu. The Standard toolbar, shown below, contains the following
command buttons.

[

G S

e

Mitsubishi Electric

New: Creates a new configuration database.

Open: Opens an existing configuration database.

Back: Moves the cursor back to the previously selected item.

Next: Moves the cursor to the next item in the tree control.

Up One Level: Moves up one level in the tree control.

Cut: Deletes current selection, sending it to the clipboard.

Copy: Copies the current selection to the clipboard.

Paste: Pastes the current contents of the clipboard.

Large Icons: Displays items as large icons.

Small Icons: Displays items as small icons.

List: Displays items as a list.

Details: Displays items as a list with details.

Properties: Shows the properties for the selected item.

Sta(tjistics Mode: Switches the current dialog view to data statistics
mode.

Monitor View: Displays OPC server data in a separate pane.

Start: Starts the MX 1/O server.

Stop: Stops the MX I/O server.

Make Active: Activates the current configuration for use by the runtime
server.

Help Topics: Launches online Help for the application.



Data Manipulation Toolbar

To show or hide the Data Manipulation toolbar, select Toolbars > Data
Manipulation Buttons from the View menu. The Data Manipulation toolbar,
shown below, contains the following command buttons.

J New Simulation Definition: Creates a new simulation signal.

i
ﬂ New Limit Alarm Definition: Creates a new limit alarm definition.

1
J New Digital Alarm Definition: Creates a new digital alarm definition.

New Conversion Definition: Creates a new conversion definition.
New Poll Method Definition: Creates a new poll method definition.

L"] New Device: Inserts a new device under the Address Space tree
control.

New Modbus Device: Inserts a new Modbus device under Address
Space.

New Group: Inserts a new group for the selected device.

@ New Data Tag: Inserts a new data tag for the selected device.

Mitsubishi Electric
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2.4

24.1

2411

24.1.2

24.13

24.1.4

2415

2.4.1.6

24.1.7

Menus
The menu bar of the Configurator contains the following menus:
. File
. Edit
e View
. Go
e Tools
. Help
Note: You can also access many of the menu commands by right-clicking items
in the tree control of the Configurator and selecting command functions from the
pop-up menus.
File Menu
The File menu commands are listed as follows.
New
New - Creates a new configuration database.
Open
Open - Opens an existing configuration database Microsoft Access (.mdb) file.
Save As

Save As - Saves the current database under a different name as a Microsoft
Access (.mdb) or Microsoft Data Link (.udl) file.

MXChange Actions
MXChange Actions - Establishes a connection with the MXChange Server,

allowing you to login to or log out of the server and change your security
password.

Backup to File

Backup to File - Saves the present configuration to a new or existing Microsoft
Access Database (.mdb).

Restore from Backup

Restore from Backup - Loads prior configuration from Microsoft Access
Database (.mdb).

CSV Export

CSV Export - Exports configuration data from your database to a text file (.txt) or
a Microsoft Excel file (.csv). You can specify the delimiters and what to export.

Mitsubishi Electric
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2.4.1.8 CSV Import

2.4.1.9 Exit

CSV Import - Imports data into your configuration database from a text file (.txt) or a
Microsoft Excel file (.csv). You can then specify the delimiters and choose from the import
settings.

Exit - Closes the application. The current configuration database is automatically saved.

2.4.2 MXChange Actions

2421 Login

The MXChange Actions command on the File menu allows you to establish a
connection to the MXChange Server. NOTE: Modbus devices are not imported or
exported within MXChange.

Login
Logout

Change Password

3
o

m
<
']
=

Hg
o
=4
©

Logging Into the MXChange Server
To connect to the MXChange Server:
Select MXChange Actions > Login from the File menu.

This opens the MXChange Connection dialog box, as shown in the figure
below, which is used to connect to the MXChange Server. You can browse for
the MXChange Server or type in the Server Name:

Server Name: Name of a computer you want to connect to using MXChange
API. You can use click the ... button to browse the MXChange Servers on the
Local Area Network (LAN). It will take a few seconds to get the information.

Password: Enter the administrator password to access the MXChange Server.
Note: The user is always the administrator (admin).

Online Changes: Allows you to see MXChange Server database changes as
soon as they happen. If you check the check box then you will see notification
dialogs when something is changed in the MXChange database on the
MXChange Server.

A Chidnee CunnecLion

SeverMame: | SERVERFC I
Emsvord | |
Orline Changes
{0k ) cancei ]

Logging Into the MXChange Server
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1. If you click the ... button, the Select MXChange Server dialog will appear
after a few seconds, as shown below. This allows you to browse the
network for a server node. All MXChange servers on the network will be
displayed with the name of the active database and the IP address of the
server. These items are ready to select and then connect with the previous

dialog. Click OK.
select MXLhange Server x|
Machne | Databese | Address |
SERVERT DATABASEN 192168112
SERVERZ TEST 1921681 .43
{1k Cancel

Selecting an MXChange Server

2. On the MXChange Connection dialog box, click OK. The configurator tries
to connect to the MXChange Server and login as administrator with the
provided password. If the login fails, you will be informed by an error dialog.

2.4.2.2 Change Password

Changing the Password for the MXChange Server

To change the administrator connection password for the connected MXChange
Server:

1. Select MXChange Actions > Change Password from the File menu.
(Note: You must be logged in to the server before you can change the
password.)

2. This opens the Change MXChange Password dialog box, as shown in the
figure below. Enter the Old Password, and then type the New Password
twice to confirm. Click OK.

rhange MY hange Pacswoed

Changing the Password for the MXChange Server
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2.4.2.3 Logout

2.4.2.4 Export

Logging out of the MXChange Server

To disconnect from the MXChange Server, select MXChange Actions > Logout
from the File menu. (Note: This menu command is available only if you are
currently logged in to the MXChange Server.)

Exporting Configuration Data to the MXChange
Server

You can export configuration data from your configuration database to the
MXChange Server. If you are not connected to the MXChange Server before you
use the export command, then you will be asked to log in to the server. You can
export data only if you have a device created. The export function exports all
devices as separate PLC projects in the MXChange Server. To export data to the
server:

1. Select MXChange Actions > Export from the File menu.

2. The export function will either reuse an existing OPC project node or create
a new OPC project node in the MXChange database (if one does not
already exist). The name of the OPC project node is derived from the name
of the MX OPC Configurator's currently edited database.

Note: OPC project nodes and device nodes that already exist in the
MXChange database will be reused.

3.  The OPC Project Node dialog box appears, as shown in the figure below.
(Note: This dialog will also appear if there is no OPC project node in the
MXChange Server with the same name as the currently edited configurator
database.) Specify the following properties for the node, and then click OK:

OPC Name: Same as the MX OPC Configurator database name (with no .mdb
file name extension).

Computer Name: Name of the computer where the project is stored. You can
select a node from the drop-down list.

Project Path: Folder where the project is stored. Click the ... button to browse for
a folder.

Online Changes: Allows you to see MXChange Server database changes using
the MXChange callback function. If you check the check box then you will see a
notification dialog when something is changed in the MXChange database on the
MXChange Server (i.e. when someone changes, deletes, or adds a node in the
MXChange database).

S TestProjecth

I~ Online Changes

OPC Project Node Properties
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4. The PLC Project Node dialog box appears, as shown in the figure below.
Specify the following properties for the node, and then click OK:
Note: If the project does not already exist, you will be prompted to create it,
as shown in the figure below.

PLC Node: Name of the project node in the MXChange database.

Computer Name: Name of the computer where the project is stored. You
can select a node from the drop-down list.

Project Path: Folder where the project is stored. Click the ... button to
browse for a folder.

Online Changes: Allows you to see MXChange Server database changes
using the MXChange callback function. If you check the check box then you
will see a notification dialog when something is changed in the MXChange
database on the MXChange Server (i.e. when someone changes, deletes,
or adds a node in the MXChange database).

Project Type: Specifies what type of PLC project will be used. There are
two developer systems normally used for creating PLC Project nodes: GX
Developer and GX IEC Developer.

PLC Project Node
PLE Node |60 _pro 2

Computer N anme: |m "'I

Fiojeci Pate  [C:WMELSEC\MX OPC Serve L

¥ Drine Changes

Frojec) Type; " GX Developer Froject
(¥ GRIEC Daveloper Propct

[_—T_I Cancel I

PLC Project Node Properties

5. When you click OK on the previous dialog, then the export will begin. If
everything goes well, the following message box will appear. The MX OPC
Server tags will be automatically created in the MXChange Server
database.

M Conhiguratar E3

(i Eupoal to M-hm sucoesdad.

Export to MXChange Server Successful
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6. If the export is unsuccessful, then you will see a list of problems
encountered during export similar to the one shown in the figure below. To
save the results, click the Save button and specify a name for the file.

[Export to MXChange
-hessage
Can't Modify Tag: MEWESPORT', ID: 2052, SVR 1063 : Node '125H /Global vanables

| | i3
Save.. | Close I

Export Unsuccessful

Note: In the MX OPC Configurator, data tags can be logically organized into
groups (folders). When exporting configuration data from your configuration
database to the MXChange Server, the MX OPC Configurator can also export
tags that are included in groups. The group name is encoded into the description
field during the tag export. The  syntax of  groups is
"$_GroupName_$Description". The group name is delimited by special
characters: "$_" at the beginning of the group name, and "_$" at the end of the
group name. Only one level of groups is supported in the export. If a tag is
nested under more than one level of groups, it is exported with the uppermost
(top-level) group only, and a warning message is generated, as shown in the
figure below.

Mezzage
| Tag: 'TagOOsF, [D: 2433, waz exported with one level of graups anly.

[ Save... H Llpze ]
MXChange Export Warning
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2.4.2.5 Import

Importing Configuration Data from the MXChange Server

Once a connection to the MXChange Server has been established, you can also
import configuration data into your configuration database from the MXChange
Server. When you import data from MXChange, each PLC project on the
MXChange Server becomes a new device in the MX OPC Server. You are asked
whether or not to create the devices, as shown in the figure below. The device
type and communication method should be same as those used for the device in
the MXChange database. To import data from the server:

1. Select MXChange Actions > Import from the File menu.

2. You will see a message box for each PLC node in the MXChange database,
as shown in the figure below, asking you whether to create the PLC device
in the MX OPC Configurator. Click Yes to create the device, or click No to
skip to the next device.

M Conhigurator

Creating a PLC Node in the MX OPC Server Configurator

3. Each time you import a device, a new Communication Setting Wizard
opens. Select the link to the PLC. After the devices are created, the tags are
imported into the MX OPC configuration database.

4. If the import is unsuccessful, then you will see a list of problems (e.g.
unsupported register types for the specified device, tag address out of valid
range, etc.) encountered during import similar to the one shown in the figure
below. To save the results, click the Save button and specify a name for the
file.

Can'tinsert Datalag “M\address SpacehiiD_prol T eatD1_5' 1D ata Tag ia using an
Can'tingert DataTag “waddress SpacetsGx0_prol 2L ONGHNAME 1234567 330123456
Can't ingert DataTag "\Address 5pacesO 25H oo e b o bl G e b,
Can't inzert DataTag "\ Addrezs Space\J2EH A 234RE7EI01 22456723900 2245672407 ;

Import Unsuccessful
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Note: In the MX OPC Configurator, data tags can be logically organized into
groups (folders). When importing configuration data into your configuration
database from the MXChange Server, the MX OPC Configurator can also import
tags that are included in groups. A tag configured in MXChange must have the
group name defined in its description field using the following syntax:
"$_GroupName_$Description". The group name is delimited by special
characters: "$_" at the beginning of the group name, and "_$" at the end of the
group name.

In the GX IEC Developer, the groups can be specified in the Comment field in
the Global Variable List of tags. There are two simple rules for encoding the
group name into the comment: 1) Group name is encapsulated by the $_ and _$
delimiter characters (e.g. $_Group01_$). 2) Description/comment cannot begin
with $_ characters and end with _$ characters; otherwise it could be recognized
as a group during the import from MXChange.

Examples

Let's suppose the configurator has the following MX OPC Server address space:
Device01 -

|- Tag001

|- Tag002

|- GroupO1 -

| |- Tag003
| |- Tag004

| |- Group02-
| |- Tag005
I

I

- Group03 -
|- Tag006

All six tags will be exported into the MXChange database in the following way:

Tag001: comment " -> device level
Tag002: comment " -> device level
Tag003: comment "$_Group01_$" -> Group01 under device level
Tag004: comment "$_Group01_$" -> Group01 under device level

Tag005: comment "$_Group01_$" -> Group01 under device level -> warning
message will be displayed about the unsupported level of groups

Tag006: comment "$_Group03_$" -> Group03 under device level

In case the description is used in the tag definition in MX OPC Server, or you
want to mix the group definition and tag comment in GID, the following encoding

is used:
Group Name Comment/Description Encoded Comment in GX IEC
Developer
- "hello" "hello"
- "hello_$" "hello_$"
- "$_hello" "$_hello"
Group01 "$_GroupOl $"
Group01 "hello_$" "$ GroupOl_$hello_$"
Group01 "$_hello" "$_GroupOl1_$$_hello"
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Notification of Changed Tags in MXChange Server

Whenever a tag is modified in the MXChange Server, a notification will appear as
shown in the figure below. Click the OK button.

M Configurator

e
\l) Some T age ware changed in MXChange Sarver.

Notification of Changed Tags in MXChange Server

2.4.2.6 Update

Updating the MXChange Server Database

Selecting MXChange Actions > Update from the File menu synchronizes the
data between the MX OPC Configurator and the MXChange Server.

2.4.2.7 MXChange Select Node

If you click the ... button, the Select MXChange Server dialog will appear after a few seconds.This
allows you to browse the network for a server node. All MXChange servers on the network will be
displayed with the name of the active database and the IP address of the server. These items are
ready to select and then connect with the previous dialog. Click OK.

2.4.2.8 MXChange OPC Project Node

The OPC Project Node dialog box will appear after logging in to MXChange and selecting
Import/Export/Update if there is not already a node with the same name. Specify the following
properties for the node, and then click OK:

. OPC Name: Same as the MX OPC Configurator database name (with no .mdb file
name extension).

. Computer Name: Name of the computer where the project is stored. You can select a
node from the drop-down list.

. Project Path: Folder where the project is stored. Click the ... button to browse for a
folder.

. Online Changes: Allows you to see MXChange Server database changes using the
MXChange callback function. If you check the check box then you will see a notification
dialog when something is changed in the MXChange database on the MXChange
Server (i.e. when someone changes, deletes, or adds a node in the MXChange
database).
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2.4.2.9 MXChange PLC Project Node

When the PLC Project Node dialog box appears, you will be able to specify the
following properties for the node, and then click OK. Note: If the project does not
already exist, you will be prompted to create it.

. PLC Node: Name of the project node in the MXChange database.

. Computer Name: Name of the computer where the project is stored.
You can select a node from the drop-down list.

. Project Path: Folder where the project is stored. Click the ... button to
browse for a folder.

e Online Changes: Allows you to see MXChange Server database
changes using the MXChange callback function. If you check the
check box then you will see a notification dialog when something is
changed in the MXChange database on the MXChange Server (i.e.
when someone changes, deletes, or adds a node in the MXChange
database).

. Project Type: Specifies what type of PLC object will be used. There
are two developer systems normally used for creating PLC Project
nodes: GX Developer and GX IEC Developer.

2.4.3 Exporting Configuration Data to a CSV File

The Configurator offers the flexibility of exporting data from your configuration
database to a text (.txt) file or a Microsoft Excel (.csv) file. To export data, select
CSV Export from the File menu. You can export all data, or you can choose to
export only alarms and simulation signal data. This opens the Export
Configuration into CSV File dialog box, as shown in the figure below. By
default All Items are selected for export, but you can also select to export
Definitions Only (Conversions, Alarms, Simulation Signals, or Polling Methods).

You can then specify the delimiters for exporting the data. Unless you specify
delimiters in the Export Configuration Data to File dialog box, the file uses
Commas as delimiters by default. Each group contains headings and columns
that provide information about each item, such as descriptions and associated
translations and expressions. It also provides the "tree" pathway for each item.
Choose the directory to which you want to export the data from your database. In
the Save As Type field, choose the file type (.txt or .csv) that you would like to
save.
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Exporting Configuration Data

2.4.4 Importing Configuration Data from a CSV File

The Configurator offers the flexibility of importing data from a text (.txt) file or a
Microsoft Excel (.csv) file to your configuration database. To import data, select
CSV Import from the File menu. This opens the Import Configuration From
CSV File dialog box, shown below. You can then specify the delimiters and
choose from the following import settings:

Create new items: When the import file contains items that are not yet in the
configuration database, then it creates them. Otherwise it skips these items.

Update existing items: When the import file contains items that are in the
configuration database, then it updates them using data from the import file.
Otherwise it skips these items.

Note: Either Create new items or Update existing items must be selected.
Otherwise there is nothing to import.

Display errors. When this item is checked, the Configurator shows a dialog box
if an error occurs, and then asks you if you want to proceed with the import.
When it is not checked, it skips all items where an error occurred.

Insert Missing Parent Items: When the import file contains parent items that are
not yet in the configuration database, then it creates them with the tree control
structure of the database. This item is checked by default.
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Importing Configuration Data

When you have selected a file to import, click Open. When the import is
completed, the File Import Results dialog box opens, as shown below. This
shows the import settings, including the input file name. It also provides a
summary of the import, including how many items were inserted, updated, or
rejected, and shows how many errors occurred.

File Import results

-'_|._|¢e.:|ln-..|:-5:u_t ratthgs —

o Ipput file: 1
g % "'::-_It:'\Dncl_,rnants and &ettngsBrandantMy Docunen
[ Create new items

File Import Results Dialog Box
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245

Click the ... button to the right of each field to get the details view of the import
results, as shown in the figure below. This view shows the specific items that
were inserted, updated, or rejected, as well as a description of any errors that
occurred.

File Tmpnrt resulls - detail view By x|

Line Ho. | Item Locaston [ Item Mame | Action -

HL mite.larmleindtisns

Header tring

#DighalalamDefinitions:
Header sting

HSimulationSignaly;

Header sting

WSimulation Delmitiorae FeadCount Fajactad - It
“WSimudation Defintions WritaCount Rajsctad - It

WhSinud stion Defrtione Fandom Rajscted - It X
L

L e T s I AN —

®

®
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-
i

=]
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File Import Results Details

Activating the Database

Once your configuration is complete, you need to make sure that it is the active
database. The database that is currently active is the one that the server uses.
To make the current database active, click the Make Active button (light bulb
icon) on the Standard Toolbar.

Note: If the button is depressed and the light bulb is yellow, then the current
database is already the active database.

A dialog box appears showing both the current active database and database
that is currently being edited, as shown in the figure below. To set the edited
database as the active database, click the Yes button. Next time the server goes
into runtime, it will use this active database for all of its operations.

Mitsubishi Electric
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MXConfigurator

£

Current active databace <!

'‘CAMELSECIMK OPC Server 5.00\MXConfigurator.mdb'.

Active database is the database that the server will load when started,

Currently edited dat abase is:
'CAMELSEC| MXConfigur atar.mdb’,

Do vou wark to set edited database as active dakabase?
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2.4.6 Edit Menu

The Edit menu commands are listed in the table below.

Edit Menu Commands

Command Shortcut Keys Function

New MX CTRL+E Creates a new MX item.

Device

New Modbus Creates a new Modbus item.

Device

Cut CTRL+X Cuts the selected object from the view and
places it on the clipboard.

Copy CTRL+C Copies the selected object to the clipboard.

Paste CTRL+V Pastes the last object placed on the
clipboard.

Select All CTRL+A Selects all objects in a list. The selection is
shown in the upper-right-hand section of the
viewer.

Invert Unselects all selected items and selects all

Selection unselected items.

Delete DEL Deletes the selected object.

Properties Enter Shows the properties for the selected item.

2.4.6.8 Rename

Name: Specifies the name of the selected device. Any application requesting data from the 1/O

driver uses this name to access points on the device. Each device that the driver communicates
with should have a unique device name regardless of the device’s channel. The name can be up
to 12 alphanumeric characters, including underscores ( _) and hyphens ( -).

Mitsubishi Electric
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2.4.7 View Menu

The View menu commands are listed in the table below.

View Menu Commands

Command Shortcut Function
Keys

Standard Buttons Display buttons for standard use of application.

Data Manipulation Display buttons related to using data within the
application.

Toolbars Shows/hides the Configurator toolbar buttons.

Active Configuration Shows/hides the database bar, which shows the file

Bar name and directory path for the active configuration
database.

Status Bar Shows/hides the status bar at the bottom of the
Configurator window.

Large Icons F7 Displays items as large icons.

Small Icons F8 Displays items as small icons.

List F9 Displays items as a list.

Details F10 Displays items as a list along with detailed information
about the configuration of each item.

Statistics Mode F11 Switches the current dialog view to data statistics
mode.

Monitor View F12 Displays OPC server data in a separate pane.

Diagnostics Displays Start time, Up time, Last update time, Group
count, Server status, Client count, Version and Vendor
info.

Sort By Displays a list of options for sorting the columns in the
right-hand pane of the screen. The options listed
depend on the level within the view.

Show/Hide Columns Displays a list of columns that you can choose to show
or hide in the view.

Refresh F5 Refreshes the data for the entire Configurator screen.

Mitsubishi Electric
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The Go menu commands are listed in the table below.

Go Menu Commands

Command Shortcut Keys Function

Back CTRL+ALT+ Moves the cursor back to the previously
Left Arrow selected item in the tree control.

Forward CTRL+ALT+ Moves the cursor to the next item in the tree
Right Arrow control.

Up One Level Moves the cursor up one level in the tree

control.
Next Iltem ALT+Down Arrow Moves the cursor to the next visible item in

the tree control.

Previous Item ALT+Up Arrow Moves the cursor to the previous visible item
in the tree control.

Expand Item ALT+Right Arrow Expands an item that contains a submenu.

Collapse ltem ALT+Left Arrow Collapses an item that contains a submenu.

Page Up ALT+PgUp Moves the cursor up to the first item in the
tree.

Page Down ALT+PgDown Moves the cursor down to the last visible item
in the tree.

Home ALT+Home Moves the cursor up to the first item in the
tree.

End ALT+End Moves the cursor down to the last visible item
in the tree.

Address Space F2 Moves the cursor to the Address Space tree
control.

Alarm F3 Moves the cursor to the Alarm Definitions

Definitions tree control.

Simulation F4 Moves the cursor to the Simulation

Definitions Definitions tree control.

Conversion SHIFT+F3 Moves the cursor to the Conversion

Definitions Definitions tree control.

Poll Method SHIFT+F4 Moves the cursor to the Poll Method

Definitions Definitions tree control.

Next Pane F6 Moves the cursor to the next pane in the
window.

Previous Pane SHIFT+F6 Moves the cursor to the last pane used.
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2.4.9 Tools Menu
The Tools menu commands are listed in the table below.

Tools Menu Commands

Command Function
Options Launches the Options dialog box.

m Repair M Opens the Compact/Repair MS Access Database dialog
Access Database box.
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2.4.9.2 Compact/Repair MS Access Database
Compacting and Repairing Microsoft Access Databases

You can compact Microsoft Access databases, which can be either configuration
databases or historical databases, using the Compact/Repair MS Access
Database dialog box, shown in the figure below. To open this dialog box, select
Compact/Repair MS Access Database from the Tools menu. Microsoft
Access—based databases are subject to database fragmentation over time, and
the support for the database will compact the target database, reclaim unused
space, and drastically improve database performance.

Note: It is critical that no users or client applications are connected to the
database at the time of compacting and that, if the Backup Original Database
option is selected, there is plenty of available hard disk space. Particularly, it is
not possible to compact a database if it is active at the same time. For this
reason, the "Connected Configuration Database" option is grayed out when the
database is active

By default, the currently Connected Configuration Database is selected. If you

want to compact/repair a Microsoft Access database other than the currently
connected database, select the Other Database option. Then click the ... button
and browse for a .mdb file. If the database you select is protected by Microsoft
Access security, you will need to enter the User Name and Password required
to gain access to the database. Unchecking the Use Blank Password check box
makes the Password field available for editing.

Compact/Repair M5 Access Database

CompactsRepai
() Connected Configuiation Database
) (ther Dalabase

User pame: |h|:|rrm

|

Use blank password

Backup onginal database before compacting staits
[recommerded)

(1) Make sure that all users are disconnected from the database
before the compacting/repaiting procedue starts.

| 0K || Cancel |

Compact/Repair MS Access Database Dialog Box
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2.4.10 Help Menu

The Help menu commands are listed in the table below.

Help Menu Commands

Command

Shortcut Keys

Function

Help Topics

F1

Launches the online Help for the
Configurator.

About
Application

Launches the About Box, which contains
information about the product version
number and copyright.
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25 Options

Selecting Options from the Tools menu opens the Options dialog box, which
contains the following tabs:

General

Advanced

Logging
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General Tab

The General tab of the Options dialog box, shown in the figure below, sets the

startup and workspace parameters for the Configurator.

Oplivns

(%]

| Benewl [Advarced| Loggng|

Starbup zattingz

(¥ Open the active file [a file, which b3 OPC ssreer
iz curerfy uring as a configuraton file]

2 Open the most recently uzed file

" Open a speofic fle

() Brawee a zpecific path

“Warkspace setings
Statistics Aefresh Aate: 1000 ms
EEE::MD”ItD"nD Refizsh 2
Enable hover zekection:
ms

Hover Tme:
[Fiestart MeConfigurator to goply new haver time)

Cizplay Hints
[] Shiow Reqizter Rarpes for b devices
[Flitdvanced bode [zhow [rata BlacksE

| Ok, | l Cancel J

Options Dialog Box: General Tab

Startup Settings

Under the Startup Settings section, select one of the following:

Open the active file: Launches the currently active configuration database upon

startup.

Open the most recently used file: Launches the recently opened configuration
database upon startup.

Open a specific file: Specifies a configuration database to launch upon startup.
To select a database, click the ... button next to the text box and browse for the
file. When this option is selected, the "active" database is overridden by the

specified database.

Browse a specific

path: Specifies a file path to launch upon startup. To select a

path, click the ... button next to the text box and browse for the path.
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Workspace Settings

The following Workspace Settings are available:

Statistics Refresh Rate: Specifies the update frequency (in milliseconds) of the
items in the Statistics View.

OPC Monitoring Refresh Rate: Specifies the update frequency (in milliseconds)
of the items in the Monitor View. The monitor scans the server and displays the
tag values at the bottom of the Configurator screen.

Enable hover selection: Checking this option allows you to highlight an item by
moving the mouse pointer over that item and keeping it there for a specified
Hover Time (in milliseconds). If you change the hover time, the new hover time
will be applied when the MX OPC Configurator is restarted.

Display Hints: When this check box is checked, helpful tips are displayed in the
configuration view.

Show Register Ranges for MX devices: The new server runtime will be able to
provide the list of possible register ranges of each MX device. This list will be
provided to the OPC clients as a special group called “Hints” in the address
space of the device containing tags. The names of these tags will be in the form
<register><starting address>-<ending address>, where all three items are in the
same form as seen in the Supported Devices dialog (clicking Browse from Tag
Properties Basic tab). D0.0-7999.15 is a valid example for the FX3U(C) CPU
type.This function can be enabled or disabled through the Options dialog.

Advanced Mode (Show Data Blocks): By default, data blocks are hidden in the
Address Space configuration. When this check box is checked, data blocks will
be visible throughout the configuration. Only user configured data blocks are
visible in the configurator even with this switch on.

Note: Data block configuration is optional (for advanced users).
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2.5.2 Advanced Tab

The Advanced tab of the Options dialog box, shown in the figure below,
configures the advanced parameters for your driver.

NOTE: Advanced settings are for fine-tuning your driver and should not be

changed unless you have an intimate knowledge of how the driver operates
and know that you need to make some adjustments.

Oplivns ﬁ_d

Genaral Advarced | Loggng

L5V datsbase lpad
®i
) Load CSV:

M Data block merging

Max gap for menging _1

[ ok || Cancel

Options Dialog Box: Advanced Tab
Configure the following settings:

CSV database load

Load MDB: This selection will load the configuration from the active MS
Access database.

Load CSV: If selected, the runtime will load the specified CSV file.
MX Data block merging

Max gap for merging: The maximum gap where data blocks can merge
together. For example if this value is 1, it means that a block made of
consecutive addresses D20-D50 can be in joined with a block D52-D80.
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2.5.3 Logging Tab

The new version of the MX OPC Configurator allows the logging of various
diagnostic information to the disk.

The logger is a simple logging tools build in to the runtime and the configurator.
All changes that are made to the settings on the following option page will affect
only diagnostic messages that are generated from this point on. For example if
logging is disabled and the user enables it at 12:00, no messages will be stored
to the log files that occurred before 12:00, even if they are shown in the Statistics
dialog among the Last Transaction Statuses.

The log files are created on demand, that is only when the first message is being
logged, the file is created on the disc.

To enable the logging, the Logging option page allows the selection of the log
file for each of the logger categories, as seen on the next screenshot.

Options r5_<|

General | Advanced| Logging

Choosze alagger to configurs:

Logging

Laagitg lervel 1000 B!

ak. l [ Cancel

The sole purpose of the “Choose a logger to configure” combo box is to specify,
which of the three loggers are configured by the rest of the controls. Its behavior
is similar to the behavior of a tab control. At any given time, any combination of
loggers can be active, each logging to a different file.

There are three logger categories; each of them is set up separately:
. General Runtime Diagnostics — Logs runtime events

. Protocol & Wire — Logs communication with the hardware.

. User Changes Logging — Logs configuration changes made to the
database, like adding, deleting and modifying items.
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The General runtime diagnostics logging is enabled by setting the Logging
level lower than 1000 (Off). The other two loggers have a simple instead of the
Logging level definition, checking the checkbox starts the logger, unselecting
stops it. All the logging categories support specifying a logging file.

The meaning of the individual controls is as follows:

. Choose alogger to configure - This setting specifies, which logger
category is configured by the remaining controls.

. Logging level - Specifies the logging verbosity. Setting to 1000
disables all logging. Visible only for General runtime diagnostics.

Other logging levels are: 800 — Error, 700 — Warning and 600 —
Normal.

Beneath Logging Level, users are able to enter the XML file the
logger will log into. This is enabled only when the Logging Level is set
to less than 1000 or the Enable logging checkbox is checked.

. ... - Opens the standard save dialog for specifying the log file. The
result from this dialog is inserted into the open text field. Enabled only
when the Logging Level is set to less than 1000 or the Enable
logging checkbox is checked.

. Enable logging - Enables / disables logging. Visible only for User
changes logging.

Note: for all categories, the file setting specifies only the file template, not the
actual file the logger will use. The logger will add the date in the form yyyymmdd
to the file name in the place where the two characters %d are placed. For
example, when the user enters the name “Log%d.xml“, the date will be added
right before the extension. If %d is used in the file name, the logger will log its
messages to a different file each day. The output file is in XML format.

Options lg|
General || Advanced | Logging

Choose alagger to configure:

Lagging

Enable logging

#ML fle name template. Usze %d in the name where vou
wart the logger to insert the curent date (e g. Lagid. «ml):

i

[0thonfigwaoshUserideml

1[4 1 [ Cancel
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3.1

Configuring the Address Space

The MX 1/O Server is the I/O driver core. The 1/0O Server contains objects and
interfaces that:

. Maintain the I/O driver configuration.

. Read and write process hardware data.

The MX OPC Configurator is a client of the MX OPC Runtime that accesses the
1/0 Server and lets you view and modify properties for devices, data blocks, and
data tags. The Address Space tree control in the Configurator sets the
properties and connection parameters for the following hierarchy of server
objects:

. Devices: A device is a hardware device or station that uses the 1/0
driver to communicate with a client PC. The device item contains the
properties and methods that govern the behavior of a device. A device
is visible to the OPC client.

. Data blocks: A data block is an addressable portion of a device. The
data block contains the properties and methods that manage the
behavior of a data block. Data blocks in the server’s local memory
correspond to data areas in the MX Runtime. When you add new data
blocks to the server's local memory, you also add new data areas to
the MX Runtime. Data blocks are not visible to the OPC client.

Note: Data block configuration is optional (for advanced users).

. Data tags: A data tag is an object that makes device data accessible
to OPC clients. Data tags can be logically organized into groups
(folders).
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3.1.1 Tree View
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m @ Right click to add a DataTaqg or Group.
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Conversion Definitions
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Address Space Tree Control

3.1.2 List View

The List View shows elements (devices, groups, tags, etc.) in either the left or right
navigation pane based on name of the element — rather than a large icon, small icon or full
detail view.

3.2 Devices

Every device is connected to a particular port. The device is represented by its
symbolic name, and it is uniquely identified by the address value. It is impossible
to have two devices with the same address connected to one port.

As of version 5.00, MX OPC Server supports Modbus Serial and Modbus
Ethernet devices. To support the configuration of these devices, the address
space is enhanced so the user can create Modbus devices in addition to the MX
devices known from previous versions
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3.2.1 Basic Device Properties

In the Basic tab of the Device Properties dialog box, shown below, configure the following
settings:

Device Poopenlivs

Basic | Advanced|
Hame: | Dewd |
Dezc.:
Primary D evice
Conhguration. .. |
FC Side IF:  |Serinl |
Comment | |
Save ] [ Save k Mew ] [ Carcel

Device Properties: Basic Tab

When the MX Device's PC Side I/F is configured as Ethernet board, the Basic
page of the Device Properties sheet shows additional information: Module
Type and Host IP address with port number, as shown on the left screenshot.

These two controls are grayed out and do appear only when I/F is configured as
Ethernet board.
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Device Properlies

MHame: | B0 |

Dezc.:

Prirnary Device

Configuration... |

FC Side IF: | Ethernel board |

Comment | |

Maoduls Type: ||:|J?'| EF |
i 192162 1. 2055001 |

Save ] [ Save & Mew ] [ Carcel

Configure the following basic properties for the device:

Mitsubishi Electric

Name: Specifies the name of the selected device. Any application
requesting data from the I/O driver uses this name to access points on
the device. Each device that the driver communicates with should
have a unique device name regardless of the device's channel. The
name can be up to 12 alphanumeric characters, including underscores
(_) and hyphens ( -).

Description: Allows you to enter text about the selected device.
Entries in this field can be very helpful when you go back to look at old
configuration or report files, or when you need to modify an existing
configuration. The more detailed and specific the information you
enter in this field, the easier it is to identify the device. The description
can be up to 50 alphanumeric characters and symbols.

PC Side I/F: Specifies which connection type and which physical
connection (COM) port to use for the selected device. The connection
parameters (listed in the tables below) are selected in the
Communication Setting Wizard. Click the Configuration button to
launch the Communication Setting Wizard.

Comment: Displays any comments entered in the Communication
Setting Wizard.

Module Type: Shows the connected module, for Ethernet boards only.

Host: Shows the IP address and port number, for Ethernet boards
only.
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Communication
Path

Serial

MELSECNET/10

MELSECNET/H

CC-Link board
Ethernet board

CPU board
Q Series Bus
GX Simulator

Modem

USB

SX Controller

COML1 to COM2 (if
available)

COM3 to COM63

Description

Communication over a serial link can be either direct
CPU or to a serial communications card, e.g.
AJ71C24.

Communication over MELSECNET/10 is via a special
function module.
Communication over MELSECNET/H is via a special
function module.
Communication is to an Ethernet card, e.g. AJ71E71.

Communications via Ethernet using TCP/IP or UDP/IP
protocols.

Communications via a slot PLC
Communication over Q Series bus is via a back plane.

Communication over GX Simulator is via GX
Developer.

Communication over MODEM is via special function
module.

Communication over a serial link can be direct to CPU
USB port.

Not supported.

Computer Ports

Expansion Ports

IMPORTANT: Verify that the COM port you select is not used by another
channel or application. Assigning two channels to the same port results in a
communication failure on one of the channels. Assigning a channel to a COM
port used by another application (such as an alarm printer) can produce
problems with driver communication.

. Save: Saves all changes specified in the properties dialog box. The
device appears under the Address Space tree control of the
configurator.

. Save & New: Saves all changes specified in the properties dialog box
and immediately starts configuration of a new device.

. Cancel: Closes the properties dialog box.
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3.2.2 Advanced Device Properties

In the Advanced tab of the Device Properties dialog box, shown below,
configure the following settings:

Deewice Propwes Lies

Basic | Advanced |
Prirnaty Davics
Enable Device [ Samuiate
Pascward: i-“."';';
it FTrrral Humber of | —
Reph | ._1E: o rethies: | - 3!
Dielay time: _ 0 ms
Backiun Dewice
[7] Enabie Device [ codgetim. |
FC Side I/F: i odem:
Ht —_ .
Fasswond [
_ e Nunbe of =
Fieply timeout L ":ﬂ:l:l ms roties: 35
Debay time: 0] ms
[_Sove [ SevetNew |[ Cancel |

Device Properties: Advanced Tab

Primary Device

Mitsubishi Electric

Enable Device: Enables the driver to poll the channel when the check
box is checked. If you clear the check box, the driver does not poll the
selected device or any of its data blocks. You may want to disable one
or more devices in the following situations:

o] You are swapping hardware for repair or maintenance and
do not want to display errors.

o] You do not need to collect data from all your devices and
you want to reduce the communications load.

o] You want to isolate a device for debugging.

Simulate: Simulates polling of the channel by the driver when the
check box is checked.

The previous screenshot shows the Advanced page of the MX Device
Device Properties sheet configured for a serial PC Side I/F.
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As the screenshot above shows, when the device is configured as a
Modem device, the user can also specify a password on the Advanced

page.
Backup Device

. Enable Device: Enables the backup device.

. Comment: Displays any comments entered in the Communication
Setting Wizard.

. PC Side I/F: Specifies which connection type and which physical
connection (COM) port to use for the selected device. The connection
parameters (listed in the tables below) are selected in the
Communication Setting Wizard. Click the Configuration button to
launch the Communication Setting Wizard.

Communication Description
Path

Serial Communication over a serial link can be
either direct CPU or to a serial
communications card, e.g. AJ71C24.

MELSECNET/10 Communication over MELSECNET/10 is
via a special function module.

MELSECNET/H Communication over MELSECNET/H is via
a special function module.

CC-Link board Communication is to an Ethernet card, e.g.
AJ71E71.

Ethernet board Communications via Ethernet using TCP/IP
or UDP/IP protocols.

CPU board Communications via a slot PLC

Q Series Bus Communication over Q Series bus is via a
back plane.

GX Simulator Communication over GX Simulator is via

GX Developer.

Modem Communication over MODEM is via a
special function module.

usB Communication over a serial link can be
direct to the CPU USB port.

COML1 to COM2 (if Computer Ports

available)

COM3 to COM63 Expansion Ports

IMPORTANT: Verify that the COM port you select is not used by another
channel or application. Assigning two channels to the same port results in a
communication failure on one of the channels. Assigning a channel to a COM
port used by another application (such as an alarm printer) can produce
problems with driver communication.
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Setting Device Timing Properties

Reply Timeout, Number of Retries, and Delay Time are the timing properties
of the driver and are set for each device.

The timing sequence is as follows:

1. The 1/O driver sends a message to the process hardware and waits the
length of time specified in the Reply Timeout field for the device to
respond.

2. If the device does not respond, the driver resends the message for the

number of times specified in the Number of Retries field.

3. The driver marks the data block as failed after all retries have been sent
and the device has not responded.

a. If a back-up device is specified, the driver immediately switches
devices, waits the length of time specified in the Delay Time field, and
sends the message to the data block on the back-up device. The
timeout and reply process repeats and, if the back-up device fails, the
driver switches back to the primary device and starts the messaging
cycle again.

b. If a back-up device is not specified, the driver waits for the specified
Delay Time and re-initiates the polling process with the selected device.

4. The device may have multiple data blocks. In this situation, the driver
uses its Quick Fail logic and only performs one cycle through the Timeout,
Retries, and Delay process for the messages currently in the Write queue.
It then marks the data block and all subsequent data blocks on that device
as failed and moves on to the next device. The next time the driver
attempts to send the message to the failed device, it ignores the Retries
and only makes one attempt. If the attempt is successful, the driver
recovers all data blocks on the device and marks them ready for
messages.

5. By using Quick Fail, the driver saves time and bypasses the problem
device, thereby increasing its efficiency.

Example

Reply Timeout = 5000 milliseconds (5 seconds)
Retries =5

Delay Time = 300,000 milliseconds (5 minutes)
Backup Device = none

The driver attempts to send a message to the process hardware. After 5
seconds, the device still has not responded, so the driver resends the message.

The driver tries to send the message 6 times (the first time and then the 5 retries)
with 5-second intervals between each attempt.

Each attempt fails; consequently, the driver marks the data block as failed. If the
driver has messages for other data blocks on the same device, it adds the
messages to a queue for the failed device and sends them only once without
retries.

The driver waits 5 minutes and starts the message send cycle again unless there
are other data blocks defined for the device. If there are other data blocks, the
driver fails all data blocks and goes on to the next device.

Reply Timeout: Specifies how long (in milliseconds) the 1/O driver waits for a
response from the selected device.
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Example

To specify a timeout of ... Enter...

1 second 1000

1 minute 60000

1 hour and 30 minutes 324000000

Number of Retries: Specifies how many times the driver resends a failed
message to the device before marking a data block as failed and initiating the
Delay Time.

Delay Time: Specifies how long (in milliseconds) the I/0O driver waits after all
retries, specified in the Retries field, have failed.

Example
To specify a delay of... Enter...
1 second 1000
1 minute 60000
1 hour and 30 minutes 324000000
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3.2.3 Adding a New MX Device
To add a new device:
1. Right-click the Address Space tree control of the Configurator screen and

select New MX Device from the pop-up menu, as shown in the figure
below.

Flle Edt  ¥ew @o  Tods Hep
| fctive Canfiguration:  C:MELSEC|MY OPC Server 500

Adding a New MX Device

2. This opens the Communication Setting Wizard, as shown in the figure
below. Specify the communication type to use on the PC side, as shown in
the figure below. In the PC Side I/F field, select a connection type to use for
the selected channel from the drop-down list. Click Next to continue.

Note: For more information, see the "Communication Setting Wizard"
section.

il - PC side

Pleaze sdlectthe PC side |F

PC side IF

Communicaion zeting

cornect port  |COM1 B
TIme oLt 10000 | g

Setting up the Connection for the PC Side

3. Now you must specify the communication type to use on the PLC (device)
side, as shown in the figure below. In the PLC Side I/F field, select a
communication type from the drop-down list as the connection type to use
for the selected channel. Click Next to continue.
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- PLC side

Please selectthe PLC side F

PLC sicle IF _HL mocul

Communication seting

cPUType

Tranzsmizslon speey | 9600 | bp=
Cortrol |DTR or RTS Contral -]
Cancel ] [ = Biachk ] [ Plecd = | Finizh

Setting up the Connection for the PLC Side

4. Select the network Station Type and CPU Type (if applicable) from the
respective drop-down lists, as shown in the figure below. Click Next to

continue.

Plasss selact the Mabaark

Station type I ~ |

Crncel ] [ = Bach ] [ Mest = Finizh

Configuring Network Settings

5. Click the Finish button to complete the communication channel setup, as
shown in the figure below.
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Communication Setting Wizard - Finished

The Communication wizard has finished collecting
information.

Press Finizh' to store the modified settings and to cloze
the wizard.

Comment

Pazswored

Cancel ] ’ = Back ] [ Finisn | ’omineTest...]

Completing Channel Setup

6. The Device Layout dialog box appears, as shown in the figure below. The
left-hand side of the dialog lists the configuration properties for the PC side.
You can double-click the image of the PC (or double-click the configuration
properties list) to edit the PC side configuration properties. The right-hand
side of the dialog lists the configuration properties for the PLC device side.
You can double-click the image of the PLC device (or double-click the
configuration properties list) to edit the PLC device side configuration
properties. You can also click the Configuration button to return to the
Communication Setting Wizard. Click the Close button when you are
finished.

Device lazuul

S erial |
Harme Value Name Value
PCI/F Serid PLC I¥F CFPU module
Port COmA CPU Teps  A2U151)
Timeout 10000 mz BaudRae 3600 bps
Contml DTA or ATS

Cenfiquratian. .. ] [ Clasz= ]

Device Layout
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7. The Basic tab of the Device Properties dialog box appears, as shown in
the figure below.

Device ProperLies

Hame: | Dend| |

Dezc.:

Primary Dewvice

Conhguratian... |

FCSde I/F:  |Serinl |

Comment | |

[ Save ] [ Save & Mew ] [ Cancel ]

Configuring Device Properties

8. In the Name field, type a name for the new device, and type a description
for the device (optional). To specify which connection type and which
physical connection (COM) port to use for the selected device, click the
Configuration button to launch the Communication Setting Wizard for the
Primary device.

9. Click on the Advanced tab to set the advanced parameters for the Primary
and Backup devices, as shown in the figure below.
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Device PropenLlics

Frirnary Device

Enable Device [ Sirnulate

w e
Delay tirne: EI s

Eachup DE“CE B P P P P PP P S P oY M

FC Side /F: | <nones |

Comment | |

Reply birmeout B _["'IE"EJH!EE:ET of

[ Sawve ] [ Save & Mew ] [ Cancel ]

Device Properties: Advanced Tab

10. Check the Enable Device check box to activate the device.

11. When you have finished configuring the device properties, click the Save
button. The new device appears under the Address Space tree control.
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324 Basic Modbus Properties

Device Parameters

The Modbus Device Parameters dialog lets the user specify custom device
parameters. The meaning of numbers in the device parameters dialog, shown
below, is the maximum amount of data that can be transferred in one message.
Setting the value equal to zero forces the server to use single read/write
messages only.

Device paramelers E|
The nurnbers below are magimum amounts of data
tha can be transfemed in one message. Specifying
0 [zera] inskucts the zeiver to uee sngle
readAvaites only.

Fiead
Cole: K
Inputs: 1]
Holding registers: 1]
|nput regizters: 1]
hadiite
LCoile: 1]
Halding registers: 1]
ok | | Carcel

Modbus Device Parameters Dialog
READ
1. Coils: Enter the maximum number of coil bits sent in one message.
2. Input: Enter the maximum number of input bits sent in one message.

3. Holding registers: Enter the maximum number of holding registers sent in
one message.

4. Input registers: Enter the maximum number of input registers sent in one
message.

WRITE

5. Coils: Enter the maximum number of coil bits sent in one message for write
operations.

6. Holding registers: Enter the maximum number of holding registers sent in
one message for write operations.
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Serial Port Details

The Serial Ports Details dialog allows the user to configure the serial port for the
current device. The following screenshot shows this dialog. When the Parity
checking enabled check box is not checked, it will force the server to ignore the

parity bits in the message.

Serial Porl Delails

Transmizgon mads

File name:  COM ) AECH

LOF
Baud rate; | 3600 w
Stop bits
o1
[] Manilar CTS far outpot 015
flowe control oz

RTE flow contra
() Dizshle

() Enahble

Farity zcheme
(=1 No

(3 Even

O 0dd

) Handzhake
() Toaggle

D

l [ Cancel

1. Enter the port name in the File name entry field.

2. Select the Baud rate from the pulldown menu.

3. The Monitor CTS for output flow control checkbox allows users to select
whether or not the CTS signal for output flow control should be monitored.

4. Select either ASCIl or RTU under Transmission mode.

5. Under RTS flow control, select either Disable, Enable, Handshake or

Toggle.

6. Choose the number of Stop bits (1, 1.5 or 2)

7. Check which Parity scheme is to be used (No, Even, or Odd).

8. The Parity checking enabled checkbox allows users to decide whether or
not the parity bits should be ignored. This section is enabled when Parity

scheme is set to “No”.
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325 Advanced Modbus Device Properties

1. Enter the Polling Rate (in milliseconds), as shown in the image below.

Device propenlies

| Adwanced [

Palling rate =)
Palling rate:
Tirmacuts [re]
Beplw tirneout:
Murnber of reties:
Doelay time:

O ptimization:

The numbers below indicate how much wuzed data can be
tranzsferred in one message o rmeige logether addreszes that
are cloge buk nat adjacent.

Bis:
wards .

Save ] [ Save & Meaw | [ Carcel

2. Enter the Reply Timeout.

3. Enter the Number of retries to set the number of consecutive read/write
attempts that time out before the OPC server will suspend communication
with the device.

4. Enter the Delay time to set the amount of time that the OPC server will wait
before attempting to reconnect to the suspended device.

When the server tries to optimize communication with devices by requesting as
much data in one message as possible, consecutive registers are merged
together into one request for efficiency. The server can end up reading registers
that are not really requested, when allowed to join two blocks of requested
register. The numbers entered under Optimizations specify the block length of
adjacent unused data. Enter Bits to set how many unused bits can be in one
message to merge together addresses that are close but not adjacent. Enter
Words to set how many unused words can be in one message to merge together
addresses that are close but not adjacent.
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3.2.6 Adding a New Modbus Device

To add a new device:

1. Right-click the Address Space tree control of the Configurator screen and
select New Modbus Device from the pop-up menu, as shown in the figure

below.

Eile Edi  Yew Go  Tools  Help
acklve Conflguration: — CHAMELIECMA OPC Server 5,000

0=

Pall Matl ——

] Alarmn Df g1
ﬂ Simulakic

j Cormeers

|

4]

Ea_.._-_.. s ree

ew Mi Device, .,

Adding a New Modbus Device

2. This opens the Device properties dialog box, as shown in the figure below.
In the Name field, type a name for the new device.

Device properLlies

Bazic | Advanced |

I‘@ Mame:

Urit Iderrifier a:::r:a
Connechon
{#) Ethemet Derice
IPéddiess: | BB . 5 . 256 . 0
ICP Port
7 Sarial Device
Serid poit:
Device bpe
Type: |E!uantl.,m b
Parameters:
Save ] [ Save & Mew | [ Cancel

3. Enter the Unit Identifier which provides a unique ID for this device.

4. Select the Simulate (in order to simulate all Data Items on this device)
and/or Enable (activate device) check boxes if required.

5.  The radio button within the Connection section helps signify if the device is
an Ethernet Device or a Serial Device. Default is “Ethernet Device”.
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6. Enter the IP Address for the Ethernet device. (This section is enabled only
if the Ethernet Device radio button has been selected). The default IP
address is set at 255.255.255.0.

7. Enter the TCP Port for the Ethernet device. (This section is enabled only if
the Ethernet Device radio button has been selected). The default TCP Port
is set at 502.

8. Configure the Serial Port for the Serial device. (This section is enabled only
if the Serial Device radio button has been selected).

9. Choose a Device Type from a range including “Custom, 184, 384, 484, 584,
584L, 884, 984, Micro 84, Quantum, ModCell, Other (any)”. A device with
the most limited parameters and the lowest performance would be
considered “Other (any)”. If you select “Custom” as the device type, use the
button “Configure” to configure the parameters of your device. The default
Device type is set at Quantum.

10. Parameters: Opens a dialog for configuring the parameters of this modbus
device.

Serial Port Details

The Serial Ports Details dialog allows the user to configure the serial port for the
current device. The following screenshot shows this dialog. When the Parity
checking enabled check box is not checked, it will force the server to ignore the
parity bits in the message.

Serial Porl Delails

Transmission rmods RTE flow zontral

Fils narme:  COM[1 ) ABCH (&) Dizable C) Handzhake

() Enable () Toagle
Baud rate; | 9500 bt

Stop bitz Farity scheme
O (=) Ho
[ 1 Marilar CTS far autpot Q015 ) Ewen
flows control Ok 3 0dd
Qs [ Cancel

1. Enter the port name in the File name entry field.
2. Select the Baud rate from the pulldown menu.

3. The Monitor CTS for output flow control checkbox allows users to select
whether or not the CTS signal for output flow control should be monitored.

4. Select either ASCIl or RTU under Transmission mode.

5. Under RTS flow control, select either Disable, Enable, Handshake or
Toggle.

6. Choose the number of Stop bits (1, 1.5 or 2)
7. Check which Parity scheme is to be used (No, Even, or Odd).

8. The Parity checking enabled checkbox allows users to decide whether or
not the parity bits should be ignored. This section is enabled when Parity
scheme is set to “No”.
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3.2.7 Communication Setting Wizard

A channel is equivalent to a physical port in the computer. To correctly configure
a channel means to set up the specific communication parameters for the port
like serial channel speed (Baud rate) and protocol characteristics: Transmission
mode (ASCIl or RTU), RTS flow control, Stop bits and Parity scheme. When
configuring a device, the channel communication properties are configured in the
Communication Setting Wizard to set up the communication between the PC and
the PLC device.

Communication Settings on the PC Side

First you will specify the communication type to use on the PC side, as shown in
the figure below.

i SeLLin

Please salectthe PC side 1F

PCsidelF |

Communication seting

Cornect port | SOk i
Time ot 10000 | ns

Crncel = Black Finizh

Setting up the Connection for the PC Side

PC Side I/F: Specifies which connection type and which physical connection
(COM) port to use for the selected device. The connection parameters (listed in
the following tables) are selected in the Communication Setting Wizard. Click
the Configuration button to launch the Communication Setting Wizard.

Note: The configuration parameters vary depending on which connection type is
selected in the PC Side I/F field.
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Communication
Path

Serial

MELSECNET/10

MELSECNET/H

CC-Link board

Ethernet board

CPU board

Q Series Bus

GX Simulator

Modem

USB

Description

Communication over a serial link can be either
direct CPU or to a serial communications card, e.g.
AJ71C24.

Communication over MELSECNET/10 is via a
special function module.

Communication over MELSECNET/H is via a
special function module.

Communication is to an Ethernet card, e.g.
AJ71E71.

Communications via Ethernet using TCP/IP or
UDP/IP protocols.

Communications via a slot PLC

Communication over Q Series bus is via a back
plane.

Communication over GX Simulator is via GX
Developer.

Communication over MODEM is via a special
function module.

Communication over a serial link can be direct to

the CPU USB port.
SX Controller Not supported.

Connect Port: Specifies which physical COM port to use for the selected
channel. You can specify as many channels as needed for communication with
your hardware.

COML1 to COM2 (if available)
COM3 to COM63

Computer Ports

Expansion Ports

IMPORTANT: Verify that the COM port you select is not used by another
channel or application. Assigning two channels to the same port results in a
communication failure on one of the channels. Assigning a channel to a COM
port used by another application (such as an alarm printer) can produce
problems with driver communication.

Board Number: Specifies the module (1-4) of the selected board. See the
"Supported Devices and Device Ranges" section for more information.

Connect Module: Select a unit type from the drop-down list. See the "Supported
Devices and Device Ranges" section for more information.

Protocol: Specifies the primary device’'s communication protocol as the
Transmission Control Protocol (TCP) or the User Datagram Protocol (UDP). This
selection must match the protocol used by your process hardware.

Packet Type: Select Binary or ASCII from the drop-down list.
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Port Number: This is the port address to be used when connecting to a Melsec
Ethernet module. Valid range is 256-65535. The Ethernet module must be
configured to accept connections through this port.

Time out: Specify a connection time out (in milliseconds):

Network Number: The Network Number (1-255) only applies to MelsecNet/10,
and is the number given to a MelsecNet/10 network using the network module’s
rotary switches.

Station Number: Specifies the station number (0-64 and 255) for the selected
device. The station number is the number given to a PLC connected to a second
tier network. This is a PLC station number on a Mitsubishi Melsec Network, such
as NetB, Netll or Net10.

For A and Q PLCs, the setting range is 0-64 and 255. The range 0-64 can be set
on the appropriate Network modules rotary switches.

For MelsecNet/B the setting range is 0-31 where Zero is the master.
For MelsecNet/ll the setting range is 0-64 where Zero is the master.
For MelsecNet/10 the setting range is 1-64 (master-less network).
Notes:

i) A setting of 255 (FF Hex) is the default for a PLC when no network is
connected.

ii) Station number has no meaning for FX range of PLC's.

iii) This setting is often referred to as PC number in other documentation and
drivers.

Communication Settings on the PLC Side

Now you must specify the communication type to use on the PLC (device) side,
as shown in the figure below.

PLC Side I/F: In the PLC Side I/F field, select a communication module from the

drop-down list. (The module types listed depend on the communication type you
specified for the PC side.)

1 Selling Wicard - PC side

Please sdlect the PC side F

PC zide IF

[oes ] [ o | [ ]

Setting up the Connection for the PLC Side

Note: The configuration parameters vary depending on which connection type is
selected in the PLC Side I/F field.
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CPU type: Specifies the CPU type of the selected device. Select a CPU type
from the drop-down list. See the "Supported Devices and Device Ranges"
section for more information about CPUs.

Process hardware, such as programmable controllers and interface modules, has
specific values for the baud rate, data bits, stop bits, and parity. These
properties are the language of the devices — how they communicate with each
other. In order for the I/O driver to communicate with these devices, it must
speak the same language.

Consequently, when configuring a driver, enter and verify that the driver uses the
same baud rate, data bits, stop bits, and parity that your process hardware
devices use. If you specify incorrect values, you can never establish
communication between driver and hardware. Refer to your hardware vendor for
correct values.

Transmission Speed: Specifies the baud rate for the selected channel. Baud
rate is a characteristic of serial communication. It indicates the number of
electrical impulses (data bits) transferred to the communications line per second.
For example, transmitting a raw 8-bit code at the rate of 1200 characters-per-
second is expressed as 9600 baud.

The baud rate you enter in this field must match the baud rate of the device that
the driver is communicating with. The device cannot respond to requests or
communicate if you enter an incorrect baud rate. Refer to your hardware
documentation for the correct baud rate setting.

The Transmission Speed field lets you select from a set of applicable baud

rates:
e 300
e 600
e 1200
. 2400
e 4800
e 9600
e 19200
e 38400
e 57600
e 115200

Control: Request to Send (RTS) and Data Terminal Ready (DTR) are signals
that control the flow of process data for serial communications. Your process
hardware may not require these signals, but all devices on a channel must use
the same RTS and DTR signal settings. The driver uses the flow control signal as
follows:

. RTS: Raises the RTS line high when the driver starts. The signal
remains high while the driver runs.

. DTR: Raises the DTR line high when the driver starts. The signal
remains high while the driver runs.

Station Number: Specifies the station number (0-64 and 255) for the selected
device. The station number is the number given to a PLC connected to a second
tier network. This is a PLC station number on a Mitsubishi Melsec Network, such
as NetB, Netll or Net10.
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For A and Q PLCs, the setting range is 0-64 and 255. The range 0-64 can be set
on the appropriate Network module’s rotary switches.

For MelsecNet/B the setting range is 0-31 where Zero is the master.
For MelsecNet/ll the setting range is 0-64 where Zero is the master.
For MelsecNet/10 the setting range is 1-64 (master-less network).

Notes:

i) A setting of 255 (FF Hex) is the default for a PLC when no network is
connected.

ii) Station number has no meaning for FX range of PLC's.

iii) This setting is often referred to as PC number in other documentation and
drivers.

Network Number: The Network Number (1-255) only applies to MelsecNet/10,
and is the number given to a MelsecNet/10 network using the network module’s
rotary switches.

Data Bits: Specifies the number of data bits for the selected channel. Data bits
are a characteristic of serial communications. The unit of data that is passed
along a serial data line consists of data bits, parity, and stop bits. The data bits
comprise the actual message being communicated.

The number of data bits used for communication can differ between devices.
Devices may use 7-bit, or 8-bit code. The number specified in this field must
match the number of data bits used by the device that the driver communicates
with or communication cannot be established. Refer to your hardware
documentation for the correct data bits value. Valid entries are 7 or 8.

Stop Bits: Specifies the number of stop bits for the selected channel. Stop bits
are a characteristic of serial communications. The unit of data that is passed
along a serial data line consists of data bits, parity, and stop bits. The stop bits
indicate the end of a unit of data.

The number of stop bits varies between devices. Some devices require two stop
bits while others only require one. The number specified in this field must match
the number of stop bits for the device that the channel is communicating with.
Refer to your hardware documentation for the correct stop bits setting. A
defective stop bit generates a framing error. Valid entries are 1 or 2.

Parity: Specifies the selected channel’s parity. Parity is a characteristic of serial
communications. The unit of data that is passed along a serial data line consists
of data bits, parity, and stop bits. Parity is an error-checking method for a unit of
data on a serial data line. A parity bit is added to a unit of data to ensure that the
unit of data conforms to the particular parity rule.

The type of parity specified for the channel must match the parity of the device it
communicates with. Refer to your hardware documentation for the correct parity

setting.
None The parity bit is not used and no parity is specified.
Odd If odd parity is in effect and an even number of 1s is
received, an error is detected.
Even If even parity is in effect and an odd number of 1s is

received, an error is detected.

Sum Check: Does the message type require a checksum?

. None: The check sum is not used.

. Existence: The check sum is used.
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Module Type: Select a unit type from the drop-down list. See the "Supported
Devices and Device Ranges" section for more information.

Port Number: This is the port address to be used when connecting to a Melsec
Ethernet module. Valid range is 256-65535. The Ethernet must be configured to
accept connections through this port.

Transmission wait time: Specify a connection time out (in milliseconds).

Mode: Specify a mode for the selected communication module.

Specifying the Network Station Type

Select the network Station Type (host or other) and CPU Type (if applicable)
from the respective drop-down lists, as shown in the figure below. See
"Supported PLC Devices and Communication Paths to Station Type 'Other
for more information.

Station

il - Melveunk

Flesze gelact the Metwork

Station type st el i3

Cancel ] [ = Back ] [ et = |

Configuring Network Settings

Click the Finish button to complete the communication channel setup, as shown
in the figure below.

Communication Setting Wizard - Finished

The Communication wizard has finished collecting
infarmation.

Press 'Finish' to store the modified settings and to close
the wizard.

Comment

Pazzword

[ = Back ] [ Fnen | ’0nline Test ...

Completing Channel Setup
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The Device Layout dialog box appears, as shown in the figure below. The left-
hand side of the dialog lists the configuration properties for the PC side. You can
double-click the image of the PC (or double-click the configuration properties list)
to edit the PC side configuration properties. The right-hand side of the dialog lists
the configuration properties for the PLC device side. You can double-click the
image of the PLC device (or double-click the configuration properties list) to edit
the PLC device side configuration properties. You can also click the
Configuration button to return to the Communication Setting Wizard. Click the
Close button when you are finished.

X

Device layuul

i D

| S erial |
Hame Value Mame Value
PC I/F Serid PLC IF CPU module
Part Com CPU Typa  A2U[51]
Tireowt 10000 e BaudRae 3600 bps
Contml DTH or ATS
[ Configuration... [ Cloze

Device Layout
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Properties for Station Type "Other Station™

If you select Other Station under network Station Type in the Communication
Setting Wizard, the Other Station properties dialog appears, as shown in the
figure below. Select a CPU Type from the respective drop-down list, and specify
a Network Number (if applicable) and a Station Number. Click the Next button
when you are finished. Then click the Finish button to complete the
communication channel setup.

Pleaze sdlectthe Cther station

Crther station s=tting

Metwork Mo 1

Station ko

(o) Cw

Properties for "Other" Station

The Device Layout dialog box appears, as shown in the figure below. The left-
hand side of the dialog lists the configuration properties for the PC side. You can
double-click the image of the PC (or double-click the configuration properties list)
to edit the PC side configuration properties. The middle of the dialog lists the
configuration properties for the PLC device side. You can double-click the image
of the PLC device (or double-click the configuration properties list) to edit the
PLC device side configuration properties. The right-hand side of the dialog lists
the configuration properties for the selected network station (“other station") type.
You can double-click the image of the station device (or double-click the
configuration properties list) to edit the station configuration properties. You can
also click the Configuration button to return to the Communication Setting
Wizard. Click the Close button when you are finished.

Device layuul [5(|

Sesial 1 MNET/10 |
Narre alue M arne Walue Narme Walus
PCIF Serid FLC I/F CPU module CPU Type B2U(51]
Part COM1 Conrect CPU tppe  A2U[S1) Mebwork Mo, 1
Timeout 10000 e Baud Rate 3600 bps Station Mo, 1
Contml DTA or ATS
[ Configuration. . ] [ Cloze

Device Layout With Other Station
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3.2.8 Supported Devices and Device Ranges

MX OPC server 5.0 supports the following CPUs, arranged in a PLC-family hierarchy.

Note: See the MX Component Operating Manual for more detailed information.

Communication Paths for PLC

Communication Board Communication Module CPU Supported
(PC side) (PC side) (PLC side) (PLC side)
1. Serial COM1 to CPU Module - Q00J, Q00, Q01, QO2(H),
COM63 QO6H, Q12H, Q25H, Q12PH,
(RS-232C) Q25PH, Q02(H)-A, QO6H-A

Q2A, Q2AS(H), Q2AS1,
Q2AS(H)S1, Q3A, Q4A, Q4AR

AOJ2H, ALFX, A1S(S1), A1SJ,
A1SH, ALSJH, ALN, A2C,
A2CJ, A2N(S1), A2S(S1),
A2SH(S1),

A3N, A2A(S1), A3A, A2U(S1),
A2US(S1), A2AS(S1),
A2AS(S1), A2AS-S30, A2AS-
S60, A2USH-S1, A3U, AdU,
A171SH, A172SH,
A173UH(S1),

A273UH(S3)

FXO0(S), FXON, FX1, FX1S,
FXIN(C),

FXU/FX2C, FX2N(C)

Computer Link AJ71C24 QO02(H)-A, QO6H-A

AJ71UC24
C24 module Q2A, Q2AS(H), Q2AS1,

Q2AS(H)S1, Q3A, Q4A, Q4AR

AOJ2H, ALFX, A1S(S1), A1SJ,
ALSH, A1SJH, ALN, A2C,
A2CJ, A2N(S1), A2S(S1),
A2SH(S1),

A3N, A2A(S1), A3A,
A2US(S1), A2AS(S1),
A2AS(S1), A2AS-S30, A2AS-
S60, A2USH-S1, A3U, AdU,
A171SH, A172SH,
A173UH(S1),

A273UH(S3)

AJ71QC24 Q2A, Q2AS(H), Q2AS1,
Q2AS(H)S1, Q3A, Q4A, Q4AR

QJ71C24 Q00J, Q00, Q01, QO2(H),
QO6H, Q12H, Q25H, Q12PH,
Q25PH

G4 Module Mode A QO02(H)-A, QO6H-A

AOJ2H, AIFX, A1S(S1), A1SJ,
A1SH, A1SJH, A1N, A2C,
A2CJ, A2N(S1), A2S(S1),
A2SH(S1),

A3N, A2A(S1), A3A,

Mitsubishi Electric 3-29



Communication Paths for PLC

Communication Board Communication Module CPU Supported
(PC side) (PC side) (PLC side) (PLC side)
A2US(S1), A2AS(S1),
A2AS(S1), A2AS-S30, A2AS-
S60, A2USH-S1, A3U, A4U,
Al71SH, A172SH,
A173UH(S1),
A273UH(S3)
Mode QnA Q2A, Q2AS(H), Q2AS1,
Q2AS(H)S1, Q3A, Q4A, Q4AR
Mode Q Q00J, Q00, Q01, QO2(H),
QO06H, Q12H, Q25H, Q12PH,
Q25PH,
2.UsSB - CPU Module - QO02(H), Q06H, Q12H, Q25H,
Q12PH, Q25PH,
3. MELSECNET MELSECNET/10 MELSECNET/10 Modules 1-4 -
/10 board
4. MELSECNET /H MELSECNET /H MELSECNET /H Modules 1-4 -
board
5. CC-Link CC-Link board CC-Link Modules 1-4 -
6. ETHERNET ETHERNET ETHERNET module AJ71E71 QO02(H)-A, QO6H-A
board Q2A, Q2AS(H), Q2AS1,
Protocol: Q2AS(H)S1, Q3A, Q4A, Q4AR
AO0J2H, A1FX, A1S(S1), A1SJ,
A1SH, A1SJH, A1N, A2C,
UDP/TCP A2CJ, A2N(S1), A25(S1),
- Binary A2SH(S1),
- ASClI A3N, A2A(S1), A3A,
A2US(S1), A2AS(S1),
A2AS(S1), A2AS-S30, A2AS-
S60, A2USH-S1, A3U, A4U,
A171SH, A172SH,
A173UH(S1),
A273UH(S3)
AJ71QE71 Q2A, Q2AS(H), Q2AS1,
Q2AS(H)S1, Q3A, Q4A, Q4AR
Protocol:
UDP/TCP
- Binary
- ASCII
QJ71QE71 Q00J, Q00, Q01, QO2(H),
QO06H, Q12H, Q25H, Q12PH,
Q25PH
Protocol:
UDP/TCP
- Binary
- ASCII
GOT -
7. CPU Board CPU Board - - AB0BDE-A2USH-S1
8. Q Series Bus Q Back Plane - Multiple CPU Q00J, Q00, Q01, QO2(H),
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

CPU Supported

No.1..No. 3

QO6H, Q12H, Q25H, Q12PH,
Q25PH

9. GX Simulator

GX Developer

(offline
debugging)

Q00J, Q00, Q01, QO2(H),
QO6H, Q12H, Q25H, Q12PH,
Q25PH, Q02(H)-A, QO6H-A

Q2A, Q2AS(H), Q2AS1,
Q2AS(H)S1, Q3A, Q4A, Q4AR
AOJ2H, ALFX, A1S(S1), A1SJ,
A1SH, A1SJH, ALN, A2C,
A2CJ, A2N(S1), A2S(S1),
A2SH(S1),

A3N, A2A(S1), A3A,
A2US(S1), A2AS(S1), A2AS-
S30, A2AS-S60, A2USH-S1,
A3U, AdU, A171SH, A172SH,
A173UH(S1),

A273UH(S3)

FXO(S), FXON, FX1, FX1S,
FXIN(C),

FXUIFX2C, FX2N(C)

10. MODEM

CPU board

Serial communication
Q6TEL

Q2A, Q2AS(H), Q2AS1,
Q2AS(H)S1, Q3A, Q4A, Q4AR

Serial communication
A6TEL

AOJ2H, ALFX, A1S(S1), A1SJ,
A1SH, A1SJH, ALN, A2C,
A2CJ, A2N(S1), A2S(S1),
A2SH(S1),

A3N, A2A(S1), A3A,
A2US(S1), A2AS(S1), A2AS-
S30, A2AS-S60, A2USH-S1,
A3U, AdU, A171SH, A172SH,
A173UH(S1),

A273UH(S3)

Serial communication
FXCPU

FXCPU

FX1S, FXIN(C), FX2N(C)

Serial communication

AJ71QC24N

Q2A, Q2AS(H), Q2AS1,
Q2AS(H)S1, Q3A, Q4A, Q4AR

Serial communication

QJ71C24

Q00J, Q00, Q01, QO2(H),
QO6H, Q12H, Q25H, Q12PH,
Q25PH
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3.2.9 Supported PLC Devices and Communication Paths to Station Type "Other Station"

The Other Station is used to access the PLC through the following networks:

e MELSECNET/10(H)
. MELSECNET Il

. ETHERNET

° C24

Communication Paths for PLC

Communication Board Communication Module Other station
(PC side) (PC side) (PLC side) (PLC side)

CPU
Supported

1. Serial COML1 to 1.1 CPU module - 1.1.1 MELSECNET/10(H)

COM63
(RS-232C) 1.1.2 MELSECNET(Il)

1.2 C24 module 121 1.2.1.1 MELSECNET/10(H)
AJ71C24
122

AJ71UC24 1.2.1.2 MELSECNET(ll)

1.2.1.3C24

QO2(H)-A,
QOBH-A

AO0J2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A25(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, AdU,
A171SH,
A172SH,
A173UH(S1),
A273UH(S3)

1.2.3 1.2.3.1 MELSECNET/10(H)
AJ71QC24
1.2.3.2 MELSECNET(Il)

1.2.33C24
1.2.3.4 ETHERNET

1.2.3.5 CC-Link

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

1.2.4
QJ71C24

1.2.3.1 MELSECNET/10(H)

Q00J, QOO,
QoO1,
QO2(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AOJ2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A25(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,
A171SH,
A172SH,
A173UH(S1),

A273UH(S3)

1.23.2C24

1.2.3.3 ETHERNET

Q00J, QOO,
QO1,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

Mitsubishi Electric
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

1.2.3.4 CC-Link

Q00J, QOO,
Qo1,
QO2(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AOJ2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A25(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,
A171SH,
A172SH,
A173UH(S1),

A273UH(S3)

1.3 G4 Module

1.3.1 Mode

1.3.2 Mode
QnA

1.3.2.1 MELSECNET/10(H)
1.3.2.2 MELSECNET(ll)
1.3.2.3C24
1.3.2.4 ETHERNET

1.3.1.5 CC-Link

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

Mitsubishi Electric
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

Q00J, QO0,

1.3.3 Mode
Q

1.3.3.1 MELSECNET/10(H)

QoO1,
QO2(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AOJ2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A25(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, AdU,
A171SH,
A172SH,
A173UH(S3)

A273UH(S3)

1.3.3.4 ETHERNET

Q00J, QOO,
QO1,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

1.3.3.3C24

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

Mitsubishi Electric
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

2.UsB

2.1 CPU Module

2.1.1 MELSECNET/10(H)

Q00J, QOO,
QoO1,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AOJ2H,
AILFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, ALN,
A2C, A2CJ,
A2N(S1),
A25(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, AdU,
A171SH,
A172SH,
A173UH(S3),

A273UH(S3),
A173UH(S1),
A273UH(S3)

2.1.2 ETHERNET

Q00J, QOO,
QO1,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A
Q2A,
Q2AS(H),
Q2ASL1,
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

Q2AS(H)S1,

Q3A, Q4A,
Q4AR

2.1.3C24

Q00J, Q0O,
Qo1,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

2.1.4 CC-Link

Q00J, Q0O,
QO1,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AO0J2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A2S(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, AdU,
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication Module
(PLC side) (PLC side)

Other station

CPU
Supported

A171SH,
A172SH,
A173UH(S1)

A273UH(S3)

3.
MELSECNET/10

(H)

3.1
MELSECNE
T/10 (H)
board

MELSECNET/10 3.1.1 Other
H station(Sing
le)

Modules 1-4

Q00J, QOO,
QoO1,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AOJ2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A2S(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,
A171SH,
A172SH,
A173UH(S1),

A273UH(S3)
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

3.2.1 MELSECNET/10(H)

Q00J, QOO,
Qo1,
QO2(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AOJ2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A25(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,
A171SH,
A172SH,
A173UH(S1),

A273UH(S3)

2.2.2 ETHERNET

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

2.2.3C24

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

4. CC-Link

4.1 CC-Link
board

MELSECNET/10
(H)

4.1.1 Other
station(Sing
le)

Modules 1-4

Q00J, QOO,
Qo1,
QO2(H),
QOBH,
Q12H,
Q25H,
Q12PH,
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AOJ2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A2S(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,
A171SH,
A172SH,
A173UH(S1),

A273UH(S3)

4.2.1 MELSECNET/10(H)

4.2.2 ETHERNET

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

5. ETHERNET

5.1
ETHERNET
board

ETHERNET
module

5.2 AJ71E71

Protocol:

UDP/TCP
- Binary
- ASCII

5.2.1 MELSECNET/10(H)
5.2.2 MELSECNET(II)

QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

A0J2H,
A1FX,
A1S(S1),
A1SJ, A1SH,
A1SJH, AIN,
A2C, A2CJ,
A2N(S1),
A2S(S1),
A2SH(S1),

A3N,
A2A(S1),
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,

A171SH,
A172SH,
A173UH(S1),

A273UH(S3)

5.3
AJ71QE71

Protocol:

UDP/TCP
- Binary
- ASCI

5.3.1 MELSECNET/10(H)
5.3.2 MELSECNET(II)
5.3.3C24

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

5.4
QJ71QE71

Protocol:

UDP/TCP
- Binary
- ASCII

5.4.1 MELSECNET/10(H)

Q00J, Q0O,
Qo1,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AO0J2H,
A1FX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A25(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,

Mitsubishi Electric
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

A171SH,
A172SH,
A173UH(S1),

A273UH(S3)

5.4.2 ETHERNET

Q00J, QOO,
Q01,
Q02(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

5.4.3C24
5.4.4 CC-Link

Q00J, QO0,
QO1,
QO2(H),
QO6H,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AO0J2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A2S(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,
A171SH,
A172SH,
A173UH(S1),

Mitsubishi Electric
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Communication Paths for PLC

Communication Board Communication Module Other station CPU
(PC side) (PC side) (PLC side) (PLC side) Supported

A273UH(S3)

GOT - -

6. CPU Board 6.1 CPU Serial - 6.2.1 MELSECNET/10(H) QO2(H)-A,

board communication 6.2.2 MELSECNET(ll) QO6H-A
Q2A,

Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

AOJ2H,
AIFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A2S(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, AdU,
A171SH,
A172SH,
A173UH(S1),

A273UH(S3)

. 7.1.1 MELSECNET/10(H) Q2A,
7. MODEM 7.1 Serial Q2AS(H),

communication 7.1.2. MELSECNET(Il) Q2ASI,
QBTEL Q2AS(H)SL,
Q3A, Q4A,

7.1.3C24 Q4AR

7.1.4 ETHERNET

- 7.2.1 MELSECNET/10(H) QO2(H)-A,
7.2 Serial QO8H-A

communication 7.2.2. MELSECNET(Il) Q2A,
ABTEL Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR

A0J2H,
AL1FX,
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Communication Paths for PLC

Communication Board Communication Module Other station CPU

(PC side) (PC side) (PLC side) (PLC side) Supported

A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,

A2C, A2CJ,

A2N(S1),

A2S(S1),

A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, AdU,
A171SH,
A172SH,
A173UH(S1),

A273UH(S3)

7.3 Serial
communication

FXCPU

7.4 Serial AJ71QC24N 7.4.1 MELSECNET/10(H) Q2A,
communication Q2AS(H),

7.4.2. MELSECNET(!l) Qﬁzs’?ﬁ)lél

Q3A, Q4A,
7.4.3C24 Q4AR

7.4.4 ETHERNET
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Communication Paths for PLC

Communication
(PC side)

Board
(PC side)

Communication
(PLC side)

Module
(PLC side)

Other station

CPU
Supported

7.5 Serial

communication

QJ71C24N

7.5.1 MELSECNET/10(H)

7.5.2 CC-Link

Q00J, QOO,
QoO1,
QO2(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
AOJ2H,
ALFX,
A1S(S1),
A1SJ, A1SH,
ALSJH, AlN,
A2C, A2CJ,
A2N(S1),
A25(S1),
A2SH(S1),

A3N,
A2A(S1),
A3A,
A2US(S1),
A2AS(S1),
A2AS-S30,
A2AS-S60,
A2USH-S1,
A3U, A4U,
A171SH,
A172SH,
A173UH(S1),

A273UHS3)

7.5.3. ETHERNET

7.5.4C24

7.5.5 CC-Link

Q00J, QOO,
QO1,
QO2(H),
QOBH,
Q12H,
Q25H,
Q12PH,
Q25PH,
QO2(H)-A,
QOBH-A

Q2A,
Q2AS(H),
Q2AS1,
Q2AS(H)S1,
Q3A, Q4A,
Q4AR
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3.3

331

Data Blocks

A data block is an addressable portion of a device. Data blocks in the server’s
local memory correspond to data areas in the MX Runtime. When you add new
data blocks to the server’s local memory, you also add new data areas to the MX
Runtime. Data blocks are not visible to the OPC client.

Note: Data block configuration is optional (for advanced users). By default, the
configurator runs in basic configuration mode. In basic mode, data blocks are
hidden in the Address Space configuration. To switch to advanced
configuration mode, go to the Tools menu and select Options. Go to the
General tab and check the Advanced Mode (Show Data Blocks) check box.
When this check box is checked, data blocks will be visible and editable
throughout the configuration.

Basic Data Block Properties

In the Basic tab of the Data Block Properties dialog box, shown below,
configure the following settings:

Dala Bluck Fruperlivs

E Hame: | Block00001 |
=)

Desc: |

Ganeral Setup

Startng Add..: IMEI | [ Browse... ]

Ending Addr.: I‘--1_2§§ _________

Palling

Methad: LI vl
Sare | [ Save & MNew ] [ Carcel

Data Block Properties: Basic Tab

. Name: Specifies the name of the selected data block. This name is
mainly for your reference. It is helpful to use descriptive names you
can recognize so that modifying or accessing information on the data
block is easier. The name can be up to 12 alphanumeric characters,
including underscores ( _ ) and hyphens ( - ).

NOTE: Each data block name must be unique within the whole driver
configuration.
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. Description: Allows you to enter text about the selected data block.
Entries in this field can be very helpful when you go back to look at old
configuration or report files, or when you need to modify an existing
configuration. The more detailed and specific the information you
enter in this field, the easier it is to identify the data block. The
description can be up to 40 alphanumeric characters and symbols.

. Starting Address: See "Setting Data Block Address Properties"
below.

. Ending Address: See "Setting Data Block Address Properties" below.

. Polling Method: Select a polling method from the drop-down list,
which lists all polling methods configured in the Polling Method
Definitions tree control of the Configurator. See "Setting Data Block
Timing Properties" below for more information.

e Save: Saves all changes specified in the properties dialog box. The
data block appears under the selected device in the tree control of the
configurator.

. Save & New: Saves all changes specified in the properties dialog box
and immediately starts configuration of a new data block.

. Cancel: Closes the properties dialog box.

Setting Data Block Address Properties

The Starting Address and Ending Address define the location in the device
that the data block represents. You must always enter a starting address. This is
the point in the device from which the data block starts. You can then enter an
ending address to complete the entire block.

In the Basic tab of the Data Block Properties dialog box, click the Browse
button next to the Starting Address field. This displays a list of Supported
Devices, as shown in the figure below. This list contains default data type,
starting address, ending address, and maximum address length settings for each
device type. To select a device, click on the device to highlight the row, and then
click OK.

Suppuiled Deyices

| Device | DataType | Stat Addr | End Addr | Max Length | Addr Base ||
‘oo o 0 1023 2% DEC f
‘iElch woRp O 1023 E4 DEC
[ Elcs BT O 1023 756 DEC
'Elp woRD 0 5151 E4 DEC
| D WORD 9000 5255 B4 DEC
| iE]ER  woORD 1.0 47E191 E4 DEC
el F BIT 0 2047 756 DEC
E BIT 0 151 256 DEC
SRl ] 151 256 DEC
[ W |r 9000 9288 256 DEC
[#lr  woRD 0 8101 E4 DEC
[ @5 BIT 0 210 2R DEC
| st BIT 0 2047 256 DEC
| ] sTH wORD 0 2047 E4 DEC
| Ests EIT 0 2047 256 DEC
CEltcomIT 0 2047 256 DEC
[@lTy wnen o W7 R4 DEC %
ok ] | cancel

Supported Devices
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Example

You want to create a data block named DATABLOCK-C that starts at address 5
and has a length of 8 of register D.

To do this, enter D5 in the Starting Address field and D12 in the Ending
Address field.

DATABLOCK-C uses the following location in the device:

D Registers
0 0 O
0 1 2

0 0 0
3 5 6

~ o
® o
© o
opr
[REg
N P
w R
NI
o e
oR
~ P
® P
© P
onN

0
4

Valid Data Block Registers

X, Y, L, M, SM, SB, TS, TC, TN, CS, CC, CN, STS, STC, STN, D, SD, SW, Z, V,
R,ER,B,W,ZR, S, F
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3.3.2 Advanced Data Block Properties

In the Advanced tab of the Data Block Properties dialog box, shown below, you
can enable or disable the data block

Dala Block Properlies B|

| Basic | Advanced | Assacisted Diala Tags | Multiply|

Gerneral Setup ————

[ Sare | [ Save & Mew ] [ Cancel

Advanced Data Block Properties
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3.3.3 Data Block Properties: Associated Data Tags

The Associated Data Tags tab of the Data Block Properties dialog box, shown
below, lists all tags that are tied to each data block. It also lists the Address
Range and the selected Polling Method for each tag.

Dala Bluck Fyopenlies

[Basic | .ﬂ.dve.mce-dl bzsnriated Dala Tags i'v;lultipl._l,l.

[rata Block Aange: MO - W15

M arne: Addess Range Polling Method

[ Sare | [ Save & Mew ] [ Carncel

Mitsubishi Electric
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3.3.4 Adding a New Data Block

To add a new data block:

1. Right-click a device on the Data Blocks item under a device and select
New Data Block from the pop-up menu, as shown in the figure below.

Ele Edt Wew Go Todols Help
Acktive Configuration;:  CO\MELSECHME OPC Server 5, 004MRConfigurator. mdb

=@ Address Space
= pevol
[=]

At Mew Data blaclk,, i
Alatm De
Sirnulatio
Carrversi
Poll Meth

@ Right click to add a Data Block.

Adding a New Data Block

2. The Basic tab of the Data Block Properties dialog box appears, as shown
in the figure below.

Dala Bluck Eyopenlies

Basic | Advanced | Associated Dala Tags | Multiply |

"= Neme: [Blockoood |
=]

Desc: |

Gereral Satup —

Starting Addh.: |h"||:| | [ﬂruwsc... ]

Ending Addr..  |MZ55

Palling
Methad: 1000 v

[ Sare | [ Save & Mew ] [ Carncel

Configuring Data Block Properties

3. In the Name field, type a name for the new data block, and type a
description for the data block (optional).

4.  Set the parameters for the /O Address Setup. Click the Browse button to
see a list of Supported Devices.
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5. Click on the Advanced tab, as shown in the figure below.

Dala Bluck Prupenlies

| Basic | Advsnced | Associsted Dala Tage | Muliply|

l Sare | [ Save &Mew ] [ Carcel

Data Block Properties: Advanced Tab

6. Check the Enable Data Block check box to activate the data block.

7. When you have finished configuring the data block properties, click the
Save button. The new data block appears under the Device tree control.
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3.3.5 Auto-Creation of Data Blocks

The configurator has an optional advanced configuration mode that allows you to
view and edit data blocks. To switch to advanced configuration mode, go to
the Tools menu and select Options. Go to the General tab and check the
Advanced Mode (Show Data Blocks) check box, as shown in the figure below.
When this check box is checked, data blocks will be visible and editable
throughout the configuration.

The runtime automatically creates data blocks for tags, which have no data block
defined in the configurator.

Qpliuns

| General ;Advamed" Loggng |

Starhup sattings

YWorkzpace setings

(¥ Open the EEH:\J‘E file [a file, which kX OPC s=rver

iz curently uzing az a configuration file)

7 Open the most recently used fil

" Open a spechic fle

() Browee a zpecific path

Statistics Acfresh Aate:

1000] s
1PC Monitonng Refiesh
i ns

Enable hover zekection:
-

Hower Tme:
[Restart MConfigurator ko apply new hover time)

Dizplay Hirts
[#]iShow Beaizter Banoss for b dewvices:
Advanced Mode [zhow [ ata Blacks)

| Ok | I Cancel J
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3.4 Data Tags

Data tags represent an OPC data item, a register in the device or a range of
registers. A symbolic name and description is associated with each tag. An OPC
client can obtain the tag description.

34.1 Basic MX Data Tag Properties

In the Basic tab of the Tag Properties dialog box, shown below, configure the
following settings.

Mitsubishi Electric

Tap Piuperlies

E% Harne: T.:.._||:||:|' |

Dasc.

Ganeral 5etup

140 Address: |M|:I | [ Browse... ]

Data Type: BOOL e

[ ata Polling -

Poll. Method | 1000rs b

Sare | [ Save &Mew ] [ Cancel ]

MX Data Tag Properties: Basic Tab

Name: Enter a logical name for the data item.

Description: Allows you to enter text about the tag. Entries in this
field can be very helpful when you go back to look at old configuration
or report files, or when you need to modify an existing configuration.
The more detailed and specific the information you enter in this field,
the easier it is to identify the tag. The description can be up to 40
alphanumeric characters and symbols.

1/0O Address: Indicates the data block starting address.

Access Rights: Enables/disables Read, Write, or Read/Write
operations.

Note: If a tag is defined with only "Write" access, its value will appear
as "?" in the monitor view, and it will not be possible to read the tag's
value from any other application.
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. Data Type: Specifies which type of data the tag will expose to OPC

clients.
Data Type Description
STRING Text stored internal as a 16-bit integer.
INT Signed 16-bit integer.
UINT, WORD Unsigned 16-bit integer.
REAL 32-bit float point (IEEE)
BOOL Digital, one bit
UDINT, Unsigned 32-bit integer.
DWORD
DINT Signed 32-bit integer.
ARRAY Array except for STRING

The following devices, data types and ranges are supported:

Note: The device ranges listed in the table below are the maximum ranges
possible on any PLC. The actual range supported depends on the type of PLC

used.
Device Device Data Type Device Size
Ranage Bits

Link relay B BOOL 0-32687 1

Counter coil CcC BOOL 0-23087 1

Counter Present CN WORD, UINT, INT 0-23087 16

value

Counter Contact CS BOOL 0-23087 1

Data register D DWORD, WORD, UDINT, UINT, DINT, INT, 0-25983 16
REAL, STRING

Annunciator F BOOL 0-32687 1

Latch relay L BOOL 0-32687 1

Internal relay M BOOL 0-32767 1

File register R DWORD, WORD, UDINT, UINT, DINT, INT, 0-32767 16
REAL, STRING

Link special relay SB BOOL 0-2047 1

Special register SD DWORD, WORD, UDINT, UINT, DINT, INT, 0-2047 16
REAL, STRING

Special relay SM BOOL 0-2047 1

Retentive Timer Coil SC BOOL 0-32767 1

Retentive Timer SN WORD, UINT, INT 0-32767 16

Present value

Retentive Timer SS BOOL 0-32767 1

Contact
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Device Device Data Type Device Size
Range Bits
Link special register Sw DWORD, WORD, UDINT, UINT, DINT, INT, 0-2047 16
REAL, STRING
Timer Coil TC BOOL 0-23087 1
Timer Present value TN WORD, UINT, INT 0-23087 16
Timer Contact TS BOOL 0-23087 1
Index register \% WORD, UINT, INT 0-6 16
Link register w DWORD, WORD, UDINT, UINT, DINT, INT, 0-657F 16
REAL, STRING
Input relay X BOOL 0-8191 1
Output relay Y BOOL 0-8191 1
Index register 4 WORD, UINT, INT 0-15 16
Step relay S BOOL 0-8191 1
Function input FX BOOL 0-15 1
Function output FY BOOL 0-15 1
Function register FD WORD, UINT, INT 0-4 16
Extended File ER DWORD, WORD, UDINT, UINT, DINT, INT, 0- 16
register REAL, STRING 1042431
File register ZR DWORD, WORD, UDINT, UINT, DINT, INT, 0- 16
REAL, STRING 1042432
Accumulator A DWORD, WORD, UDINT, UINT, DINT, INT, 0-1 16
REAL
Polling Method: Select a polling method from the drop-down list,
which lists all polling methods configured in the Polling Method
Definitions tree control of the Configurator.
Save: Saves all changes specified in the properties dialog box. The
data tag appears in the list view for the selected device.
Save & New: Saves all changes specified in the properties dialog box
and immediately starts configuration of a new data tag.
Cancel: Closes the properties dialog box.
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3.4.1.1 Bit Access for Integers

For some devices, it is possible to set up a boolean data tag using an integer
address and adding a suffix to the address, for example using the address DO,
adding the suffix .1 (giving D0.1) will result in having a Boolean tag instead of an
integer tag. It is not possible for any register type, though.

3.4.1.2 Addressing

ER:MemoryBlock:Address — Where the memory block is between addresses 1-
256, the MX OPC Configurator will address ER linear in a decimal format.

Note: ZR registers must be addressed in a decimal format.
Address Ranges

The following tables define the valid default and extended address ranges for all
the register types. Note that the register types available will depend on the device
type selected. The default ranges correspond to the standard default parameter
settings used by the hardware. The extended ranges, if used, cause a warning
that these hardware parameters may need configuring. For more information see
Section 8 of the ActiveX Communication Support Tool Operating Manual.

Table 1. Address Ranges for All ACTs Except for FX (Serial)

Device Name Default Range Extended Range
FX 0-F 0-F

FY 0-F 0-F

FD 0-4 0-4

SM 0 —2047 0 — 2047
SD 0—2047 0 — 2047
X 0 - 1FFF 0 - 1FFF
Y 0—1FFF 0 - 1FFF
M 0-8191 0 — 32767
L 0 — 32687 0 — 32687
F 0 — 32687 0 — 32687
V 0— 2047 0 —32767
B 0 — 32687 0 — 32687
W 0 - 657F 0 - 657F
D 0 — 25983 0 — 25983
TS 0 — 23087 0 — 23087
TC 0 — 23087 0 — 23087
TN 0 — 23087 0 — 23087
STS 0 — 23087 0 — 23087
STC 0 — 23087 0 — 23087
STN 0 — 23087 0 — 23087
cc 0 - 23087 0 — 23087
CN 0 — 23087 0 — 23087
CS 0 — 23087 0 — 23087
SB 0—7FF 0 - 7FF
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Device Name Default Range Extended Range

SW 0-7FF 0-7FF

S 0-8191 0-8191

Y4 0-15 0-15

R 0 — 1042432 0 — 1042432

ZR 0 —1042432 0 —1042432

ER (1—256) : (0 —32767) (1—256) : (0 —32767)
A 0-1 0-1

Table 2. Address Ranges for FX (Serial)

Device Name Range

M 0—3071, 8000 — 8255
S 0-999

TS 0-255

TC 0-255

TN 0-—255

CC 0 - 255

CN 0 - 255

CS 0-255

D 0 —7999, 8000 — 8255
V 0-7

z 0-7

X 0-377

Y 0-377

Starting Address

Specifies the location in the device where the selected data block begins.

Valid Data Block Registers

X, Y, L M, SM, SB, TS, TC, TN, CS, CC, CN, STS, STC, STN, D, SD, SW, Z, V,

R, ER,B, W, ZR, S, F

Ending Address

Specifies the location in the device where the selected data block ends.

Valid Data Block Registers

X, Y, L, M, SM, SB, TS, TC, TN, CS, CC, CN, STS, STC, STN, D, SD, SW, Z, V,

R,ER,B, W, ZR, S, F
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3.4.2 Advanced MX Data Tag Properties

In the Advanced tab of the Tag Properties dialog box, shown below, configure
the following settings:

Tiap Piupenlies

General Setup

Enable Tag

[ aka Corveerzion

[] 5wap wordApte order
[] Corwert ta ward [32 bitz <-» 16 bits]
Uge Conversion

LCorvearzion: Mot Azsigneds o
£l <Add Mew:
[ata Tvpe & psine -

[ UzeAdyanced Twpes

Deadband:

Sirnulation

[ Sirdlate

[ Uge Manual W abe

W

[ Cava | [ Cave LMew ] [ Carcel

MX Data Tag Properties: Advanced Tab

To modify a tag, the tag must first be enabled by checking the Enable Tag check
box. Once the tag is enabled, all configuration fields can be modified.

e Save: Saves all changes specified in the properties dialog box. The
data tag appears in the list view for the selected device.

e Save & New: Saves all changes specified in the properties dialog box
and immediately starts configuration of a new data tag.

. Cancel: Closes the properties dialog box.
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Data Conversions

To get the data value converted to another form, choose one of the predefined or
user-defined conversions. MX OPC Server includes the following conversions:

1. Swap word/byte order

. WORD conversion B1/B2 <-> B2/B1
. DWORD conversion B1/B2 B3/B4 <-> B4/B3 B2/B1

2. Convert to Word (32bits <-> 16bits)

If an OPC client requests a VT_l4 (DINT), where the tag is defined in the MX
OPC Configurator as a VT_I2 (INT), the MX OPC Server will reduce it to VT_I2
when writing and expand it to VT_I4 when reading. The sign of the data will be
taken into account.

3. Use Conversion

To select a conversion definition, check the Use Conversion check box and then
select a conversion definition from the drop-down list, which lists all conversion
definitions configured in the Conversion Definitions tree control of the
Configurator.

Data Types

Checking the Use Advanced Types check box enables the fields under the Data
Types section. The Data Type field specifies which type of data the tag will
expose to OPC clients.

Data Type Description

STRING Text stored internally as a 16-bit integer.
INT Signed 16-bit integer.

UINT, WORD Unsigned 16-bit integer.

REAL 32-bit float point (IEEE)

BOOL Digital, one bit

UDINT, Unsigned 32-bit integer.

DWORD

DINT Signed 32-bit integer.

ARRAY Array except for STRING

The following devices, data types and ranges are supported:
Note: The device ranges listed in the table below are the maximum ranges

possible on any PLC. The actual range supported depends on the type of PLC
used.
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_ . Device Size
Device Device Data Type .
Range Bits
Link relay B BOOL 0-32687 1
Counter coil CcC BOOL 0-23087 1
Counter Present value CN WORD, UINT, INT 0-23087 16
Counter Contact CS BOOL 0-23087 1
) DWORD, WORD, UDINT, UINT, DINT, INT,
Data register D 0-25983 16
REAL, STRING
Annunciator F BOOL 0-32687 1
Latch relay L BOOL 0-32687 1
Internal relay M BOOL 0-32767 1
) ) DWORD, WORD, UDINT, UINT, DINT, INT,
File register R 0-32767 16
REAL, STRING
Link special relay SB BOOL 0-2047 1
DWORD, WORD, UDINT, UINT, DINT, INT,
Special register SD 0-2047 16
REAL, STRING
Special relay SM BOOL 0-2047 1
Retentive Timer Coil SC BOOL 0-32767 1
Retentive Timer Present
SN WORD, UINT, INT 0-32767 16
value
Retentive Timer Contact SS BOOL 0-32767 1
) ) ) DWORD, WORD, UDINT, UINT, DINT, INT,
Link special register SW 0-2047 16
REAL, STRING
Timer Coil TC BOOL 0-23087 1
Timer Present value TN WORD, UINT, INT 0-23087 16
Timer Contact TS BOOL 0-23087 1
Index register \% WORD, UINT, INT 0-6 16
DWORD, WORD, UDINT, UINT, DINT, INT,
Link register W 0-657F 16
REAL, STRING
Input relay X BOOL 0-8191 1
Output relay Y BOOL 0-8191 1
Index register Z WORD, UINT, INT 0-15 16
Step relay S BOOL 0-8191 1
Function input FX BOOL 0-15 1
Function output FY BOOL 0-15 1
Function register FD WORD, UINT, INT 0-4 16
DWORD, WORD, UDINT, UINT, DINT, INT, 0-
Extended File register ER 16
REAL, STRING 1042431
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_ . Device Size
Device Device Data Type .
Range Bits
) ) DWORD, WORD, UDINT, UINT, DINT, INT, 0-
File register ZR 16
REAL, STRING 1042432
DWORD, WORD, UDINT, UINT, DINT, INT,
Accumulator A 0-1 16
REAL

Deadband

The Deadband feature is added to the tag properties and is enabled only for real
tags. It specifies the maximum acceptable data fluctuation in an exception-based
tag. Entering a Deadband value prevents the tag’s current value from changing
when there is only a slight fluctuation in data.

Example:
Suppose the current value of a tag is 50.0 and you set a deadband of 20.0. MX

OPC Server updates the exception-based tag when incoming values are less
than or equal to 30.0 or greater than or equal to 70.

Simulation

To test the client functionality, check the Simulate check box and then choose a
Simulation Signal from the drop-down list.

Checking the Use Manual Value check box enables the fields under the Manual
Value section. The Manual Value field specifies with which value the simulated
tag will be initialized.
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3.4.3 MX Data Tag Properties: Alarms

In the Alarms tab of the Tag Properties dialog box, shown below, you can
check the Generate Alarms check box to make the server generate a limit alarm
and/or a digital alarm based on the data item value. The Message Prefix
parameter is the text of the message for this data item; it will be followed by the
text configured for a particular alarm type. The second part of the alarm message
will contain the Message Body string (see Alarm Definitions). The server allows
having any number of Alarm Definitions (templates) predefined. You can then
combine one of them with the specific tags.

. Digital Alarm: Select a Digital Alarm Definition from the drop-down
list.
. Limit Alarm: Select a Limit Alarm Definition from the drop-down list.

. Save: Saves all changes specified in the properties dialog box. The
data tag appears in the list view for the selected device.

e Save & New: Saves all changes specified in the properties dialog box
and immediately starts configuration of a new data tag.

. Cancel: Closes the properties dialog box.

Tay Pauper Livs

[ Sars | [ Save &Mew ] [ Cancel

MX Data Tag Properties: Alarms Tab
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3.4.4 MX Data Tag Properties: Associated Data Blocks

The Data Blocks tab of the Tag Properties dialog box, shown below, lists all
data blocks that are tied to each data tag. It also lists the Address Range and
the selected Polling Method for each data block.

Tap Piuperlies

[ Basic | Advanced | Alame| Data Blocks ].r;'ll.;li:ipb_,'.

[ata Tag Henge:  MO- KO

M ame: addrezz Range  Falling kMethod
(... Blocko00d MO - 255 1000

Sare | [ Save &Mew ] [ Cancel ]

MX Data Tag Properties: Data Blocks
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3.4.4.1 Multiply pages on Tag and Data Block dialogs

This feature is available from the MX Tag and Data Block property sheets, and can be used to add
many tags at the same time. It replaced the ‘Multiply’ item on the main menu and pop-up menus in
earlier versions of MX OPC server. The following screenshots show the Multiply tab on the Tag and
Data Block property sheets.

Dala Bluck Brupes: Tag Properlies Bl
| Basic Advanced Alalmsig Drata Blocks |".MU|HPL' |
Multiply when savimg
Firzt number I:I First ruriber
g : ~

Mumenc places: I:I Wumeric places:

t Murrber of items
Murber of items I:I

Base test: |DuDIicate

Baze teut: | ol

[ sere ] [Sovothion ] [_cae
Example

Let's assume the user has a device in his configuration with no items. Then he adds a new item,
names it “OriginalTag”, configures it, but before he closes the window with the “Save” button, he
changes to the Multiply tab and sets it up as on the next screenshot:

Mitsubishi Electric

Tag Properlies

| Basic Advanced | Alaims | Data Blocks |m'\"1|-||tili‘hv| |

X

Base test:

Firzt number.
Wurreric places:

Murber of itams

Multiply when zaving

| [w][—=
Ak |43

|DuDIicate

Multply

Cancel
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Now, when he pushes “Multiply”, the tag is saved and five duplicates created.

[l RealData - MX OPC Configurator

File Edit Wew Go Tools Help
Acbve Corfiguration:  DvikonFigurace!Realbata. mdo
D <« i e @
= @E Address Space Enable Si
= MxDesce izt 4 Rlowk<
[=] pata Bocks =] Dynamic Tags
_ [=] oynaric Tags [h Duplicatent Yes Ma
Alarm Definitions (i Duplicate02 Yes Mo
Sirmulation Definitions (& Duplizarenns Yes Mo
Conversion Definitions (eh Duplicateqos Yes Mo
Poll Mathod Definitons (b Cuplicotenos Yes Mo
(E2] Madbus Device Parameters f& OriginelTag Yes Ma
4 >
J[R=ady 1 Ohjedis) selectec

The Multiply when saving checkbox changes the text on the Save button to “Multiply” and
disables the Save & New button. When the user now clicks the Multiply button, the tag is saved

and multiplied.

All the items on this property page (except the Multiply when saving checkbox) are enabled if
and only if the Multiply when saving checkbox is checked. The semantics of the items on this
property page and the multiply behavior is the same as in previous versions of MX OPC

Configurator.
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3.45 Adding a New MX Data Tag

To add a new data tag:

1. Right-click a device on the tree control of the Configurator screen and select
New Data Tag from the pop-up menu, as shown in the figure below.

File Edt Wew Go Toolk Hek

|D@lE=>m% B

E"'E'.@ Address Space |mame  © | Enable
= o e

ﬂ oLl p Mew Group... ChrH-F vos
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El D Rename bt

= Alarm Del Multic

- [z]| Sinulatior b

% COnversli  Diegleke

2] Poll Math,

[E=] Zut

Insert Mews Datarag ARk F objed:
Packa I

Adding a New MX Data Tag

2. The Basic tab of the Data Tag Properties dialog box appears, as shown in
the figure below.

Tag Propertirs

Basic I Advanced I Alarmz I [iata Blocks I

% Mame:  |[IENH]

D I

Gareral Satup

1/0 Addrass: IMD Erawsza...
Access Aghts: IHead, wdrite "'l

Data Tupe: IEDDL vl

Drata Palling

Poll. Method: [ 1000ms =]

Sava I Save & Maw Carcal

Configuring MX Data Tag Properties

3. Inthe Name field, type a name for the new tag, and type a description for
the tag (optional).

4.  Set the parameters for the I/O Address and data Access Rights.
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5. Click on the Advanced tab. Check the Enable Tag check box to activate

the tag

Tag Pr-c-perl:ies

" Data Corwersion - —

Eusu: Advancad |.¢.Ia|ms| L'ota Elll:u:.hsl 7

Eeneral Setup

: '_:: W EnshleTag

I Swap wordfhyte oder
™ Corwert bo word [22 bit: <-2 1 bite]
I UseConvension == 0

L Sava | Gave kMew | Cancel

MX Data Tag Properties: Advanced Tab

6. Setthe Data Conversion and Data Type parameters for the tag.

7. Inthe Alarms tab of the Tag Properties dialog box, you can check the
Generate Alarms check box to make the server generate a limit alarm

and/or a digital alarm based on the data item value.

8.  When you have finished configuring the tag properties, click the Save

button. The new tag appears under the device tree control.

Note: By default, the Configurator will automatically arrange your data tags into
blocks so that they can be read from the device in the most efficient way. If you
would prefer to define the data blocks manually, you can do this by selecting

Options from the Tools menu and checking the Advanced Mode (Show Data

Blocks) check box on the General tab of the Options dialog box.
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3.4.6 Basic Modbus Data Tag Properties

In the Basic tab of the Tag Properties dialog box, shown below, configure the
following settings.

Mitsubishi Electric

D Lo il poupen Lies
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[ gil fied
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[ Save ] [ Save & MNew ] [ Carcel

Name: Enter a logical name for the data item.

Description: Allows you to enter text about the tag. Entries in this
field can be very helpful when you go back to look at old configuration
or report files, or when you need to modify an existing configuration.
The more detailed and specific the information you enter in this field,
the easier it is to identify the tag. The description can be up to 40
alphanumeric characters and symbols.

Location type: Location type is a type of a register in the device. The
register types are read as Input (1 bit long) or Input Register (16 bits),
or written to as Coil (1 bit) or Holding Register (16 bits). The table
below explains the name conventions used:

Read Only Read / Write
1 bit Input Coil
16 bit Input Register Holding Register

When the Location type is set as Input or Coil, the only possible
Modbus Type is BOOL, Bit Field is off and disabled.
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Modbus type: Allows you to choose how the location type (device
data) will be understood as Modbus type (OPC data type). Modbus
data type also depends on the Location type selected.

Data Length (bytes): String length, enabled only when Modbus type
is setto STRING

Starting address: Specifies the data item address (register number) in
the device data space.

Array: Whether to handle this data item as a vector of values. When
Modbus type is set to BOOL or STRING, it is disabled and off.

Number of elements: How many items the vector comprises of. Only
enabled when Array checked.

Bit field: It is possible to extract bits from the register and use them as
a Boolean or integer value (this functionality is read-only). Enabled
only for the BOOL, UDINT and UINT Modbus Types when Location
Type is set to Input Register or Holding Register.

Bit num: The Boolean bit field starts at this bit position. Enabled only
when Bit Field checked.

Count: The length of the bit field. Enabled only when Bit Field
checked.
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3.4.7

Advanced Modbus Data Tag Properties

In the Advanced tab of the Tag Properties dialog box, shown below, configure

the following settings:

Diala ilenn propenLies

General Setup —

[ ata Conveizion

[] 5wap wordpte order
[] Corvert ta word [32 bits <--> 16 bits|
[] Use Conversion

LConwversion
O Simulate
g:;'#itim | <Mot Assigned: v i

[J Use M anual s alus

[ Basic | Advanced ||‘v‘|ulip|_l,l-

M anual W alue: |

Alarms —

[] Generate Alarma

Mazz prafis:

Lirnit &lamn:

Digital Alarrn:

[ Sawve

] [ Save & Mew ] [

Cancel

To modify a tag, the tag must first be enabled by checking the Enable Tag check

box. Once the tag is enabled, all configuration fields can be modified.

. Save: Saves all changes specified in the properties dialog box. The data

tag appears in the list view for the selected device.

. Save & New: Saves all changes specified in the properties dialog box and

immediately starts configuration of a new data tag.

. Cancel: Closes the properties dialog box.
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Data Conversions

To get the data value converted to another form, choose one of the predefined or
user-defined conversions. MX OPC Server includes the following conversions:

1. Swap word/byte order

. WORD conversion B1/B2 <-> B2/B1
. DWORD conversion B1/B2 B3/B4 <-> B4/B3 B2/B1

2. Convert to Word (32bits <-> 16bits)

If an OPC client requests a VT_l4 (DINT), where the tag is defined in the MX
OPC Configurator as a VT_I2 (INT), the MX OPC Server will reduce it to VT_I2
when writing and expand it to VT_I4 when reading. The sign of the data will be
taken into account.

3. Use Conversion

To select a conversion definition, check the Use Conversion check box and then
select a conversion definition from the drop-down list, which lists all conversion
definitions configured in the Conversion Definitions tree control of the
Configurator.

Simulation

To test the client functionality, check the Simulate check box and then choose a
Simulation Signal from the drop-down list.

Checking the Use Manual Value check box enables the fields under the Manual
Value section. The Manual Value field specifies with which value the simulated
tag will be initialized.

Alarms

To test the client functionality, check the Simulate check box and then choose a
Simulation Signal from the drop-down list.

. Generate Alarms: Check the Generate Alarms check box to make the
server generate alarms based on the data item value. When Modbus
type is set to STRING, it is disabled and off.

. Mess. Prefix: The Message Prefix parameter is the text of the
message for this data item; it will be followed by the text configured for
a particular alarm type. The second part of the alarm message will
contain the Message Body string from the alarm definition. Enabled
only when Generate alarms checked.

. Limit Alarm: Choose one of the previously defined limit alarms or
create a new one. Enabled only when Generate alarms checked and
Modbus type is not set to BOOL.

. Limit Alarm: Choose one of the previously defined digital alarms or
create a new one. Enabled only when Generate alarms checked and
Modbus type is set to BOOL.
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3.4.8 Multiply pages on Modbus Tags

This feature is available from the Modbus Tag and Data Block property sheets,
and can be used to add many tags at the same time. It replaces the ‘Multiply’
item on the main menu and pop-up menus in earlier versions of MX OPC Server.
The screen below shows the Multiply tab on the Tag property sheet.

Dala ilenn propenlies

[ Basic | Advancad| kutiply |

Multply mwhen zaving

First rumber:

Wurreric places: |3 =
Wurrber of iterne |1 =
Basze tex: |Ta:|

Muliply ] | Save & Hen

Data item properties dialog

The Multiply when saving checkbox changes the text on the Save button to
“Multiply” and disables the Save & New button. When the user now clicks the
Multiply button, the tag is saved and multiplied.

All the items on this property page (except the Multiply when saving checkbox)
are enabled if and only if the Multiply when saving checkbox is checked. The
semantics of the items on this property page and the multiply behavior is the
same as in previous versions of MX OPC Configurator.
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3.5 Groups

Data tags can be logically organized into groups (folders). You can configure as
many folders as required. You can even create subfolders for each group to
create a hierarchical organization of tags. The use of folders is optional; tags can
be defined under the device level without using folders at all.

3.5.1 Basic Group Properties

In the Basic tab of the Group Properties dialog box, shown below, type a name
for the group and a description for the group (optional).

Lroup Properties

B asic | Advanced I

Name:  [Group00]

Desc.: I

Sawve I Spve & Mew Carcel

Group Properties: Basic Tab

3.5.2 Advanced Group Properties

In the Advanced tab of the Group Properties dialog box, shown below, check
the Enable Group check box to activate the group. Check the Simulate check
box if you want to simulate data for the data tags contained within the group.

Grennp Peoperties

Group Properties: Advanced Tab
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3.5.3 Adding a New Group

To add a new group:

1. Right-click a device on the tree control of the Configurator screen and select
New Group from the pop-up menu, as shown in the figure below.

Film Edt VYimw Go Tods Help
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. g Coreearsial
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g Dialabs
Cuk
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Adding a New Group

2. The Basic tab of the Group Properties dialog box appears, as shown in
the figure below.

Lroup Properties I X

Basic | Advancead I

Mame:  [Grovp00i]
Diesc.:

Sawe I Sove & Mew Carcel

Configuring Group Properties

3. Inthe Name field, type a name for the new group, and type a description for
the group (optional).

4. Click on the Advanced tab. Check the Enable Group check box to activate
the group.
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Grenup Properties

¥ Enable Goup:

Group Properties: Advanced Tab
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MX OPC Server Alarm Definitions

4.1 Configuring Alarm Definitions
The MX OPC Server is an OPC Alarm and Events server that supports the following alarm types:

e  Limit (High High, High, Low, Low Low)

e Digital
Alarm parameters are set up in the Configurator under the Alarm Definitions tree control, shown in the
figure below, which is divided into two alarm template types: Digital alarm definitions and Limit (analog)

alarm definitions. Digital alarms can be defined for a data item of "BOOL" type only, while Limit alarms
can be defined for all other types except for the "String" data type. Default alarm definitions are provided

in the "MXConfigurator.mdb" database.

Flle Edk UVew Go Toos Help

O = & i e
@E Address Space
8} 212 Lefiritions @ Right click to add an Alarm

Sirnidlaton Definitlons
Conversion Definitons
Poll Method Definitions

0 Objec

AR S =

Alarm Definitions Tree Control
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MX OPC Server Alarm Definitions

4.2 Limit Alarm Definitions

A limit alarm sets the values for four levels of alarms: LoLo, Lo, Hi, and HiHi. Limit alarm parameters
can have subranges within the data item amplitude. Every subrange definition includes a Message Body

that will be appended to the alarm message, the Severity of the alarm, and the Req. Ack. flag for alarm
acknowledgement.
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MX OPC Server Alarm Definitions

4.2.1 Basic Limit Alarm Properties

In the Basic tab of the Limit Alarm Properties dialog box, shown below, configure the following
settings:

Lt flanmn PooperLivs

Bazic | Al anced

iJ‘ MHame: Limd&larmOce2

Lirvit Alamn Setup

Lirnit: alle: Meszzage Bady: Severity:  Req Ack.:
[FIHH: | 100 | HiHi Level Alarm || om0| [
MH | 90| |Hi Lewel Alarm || &o0| [

[ Beturn ta rarmal I s :

Ml | 10/ |Lo Level Alarm | 5]

#Lolo | 0| |LoLa Level Alamn EE
Save ] [ Sapem & M ] [ Cancel ]

Limit Alarm Properties: Basic Tab

e Inthe Name field, type a name for the new limit alarm.

e The Value field is used to calculate the state of the input fields. For example, a value of 10 for
LoLo is compared with the value of the input to determine if the alarm is in LoLo state.

. In the Message Body field, enter the warning message that will appear when the alarm is
sent. The message can be any text string.

. In the Return to Normal field, check the check box and then enter the text that will appear
when the alarm is taken care of (e.g. has been acknowledged). The message can be any text
string.

Note: It is not necessary to enter a message text or a base text. The Server will default to the
OPC subcondition name and the OPC condition name. For example, a LoLo alarm will post a
description of LoLo limit.

e  Severity is the OPC-defined value for alarm Priority. The valid OPC severity range is 0
(lowest) to 1000 (highest).

e  The Requires Ack field is used for OPC condition alarms to determine whether the alarm
needs a user acknowledgement. If the Requires Ack field is checked, then the alarm requires
a user acknowledgement. If the value is not checked, then the alarm is posted as already
acknowledged.

Note: Changes to the alarm property fields (HiHi, LoLo, Hi, Lo, Message Text, etc.) in runtime
through an OPC tag update will be automatically saved to the database, over-writing any
values specified in configuration mode.

. Save: Saves all changes specified in the properties dialog box. The alarm definition appears in
the list view.

. Save & New: Saves all changes specified in the properties dialog box and immediately starts
configuration of a new alarm definition.

. Cancel: Closes the properties dialog box.
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MX OPC Server Alarm Definitions

4.2.2 Advanced Limit Alarm Properties

In the Advanced tab of the Limit Alarm Properties dialog box, shown below, configure the following
settings:

Linil £lannm Propeilivs

| Basic | Advanced |

OFPC Data Setup

pdate rate: EIM| m=

Deadbard: | 1

Save ] [ Sarvs & Mew ] [ Cancel

Limit Alarm Properties: Advanced Tab

. Update Rate: Defines the frequency of checking the data item value (in milliseconds), and
possibly responding by sending the alarm message.

. Deadband: Prevents the server from generating a huge amount of alarm messages and
overloading the clients when the signal oscillates around one of the limits specified. The
deadband value extends the limit zone. It results in sending only one alarm message even if
the signal oscillates. Deadband indicates the deadband value to apply to the converted analog
values. The deadband value is required and is calculated on borderline alarming limit values
to prevent repeated alarm cycles.

. Save: Saves all changes specified in the properties dialog box. The alarm definition appears in
the list view.

. Save & New: Saves all changes specified in the properties dialog box and immediately starts
configuration of a new alarm definition.

. Cancel: Closes the properties dialog box.
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MX OPC Server Alarm Definitions

4.2.3 Creating a New Limit Alarm Definition
To create a new limit alarm definition:

1. Right-click the Alarm Definitions folder on the tree control of the Configurator screen and select
New Limit Alarm Definition from the pop-up menu, as shown in the figure below.
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Creating a New Limit Alarm Definition

2. The Basic tab of the Limit Alarm Properties dialog box appears, as shown in the figure below.
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Limit Alarm Properties: Basic Tab

3. Inthe Name field, type a name for the new alarm definition.
4.  Specify the limits, values, and severity levels for the alarm.

5. Click on the Advanced tab, as shown in the figure below. Specify a server Update Rate (in
milliseconds) as well as a Deadband value.
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Alarm Definitions

Linnil £lanmn Propenlies

| Basic | Advanced |

OPC Data Setup

Update rate:

Deadard

5000 ms

Save

] [ Save & Mew ] [ Cancel ]

Limit Alarm Properties: Advanced Tab

6. When you have finished configuring the alarm definition properties, click the Save button. The new
configuration appears under the Alarm Definitions tree control.

4.3 Digital Alarm Definitions

A digital alarm sets an alarm if the comparison between the Alarm State Value and the input state is

TRUE.

Mitsubishi Electric

4-7



MX OPC Server Alarm Definitions

4.3.1 Basic Digital Alarm Properties
In the Basic tab of the Digital Alarm Properties dialog box, shown below, configure the following
settings:
. In the Name field, type a name for the new digital alarm.
e  The Limit check box enables or disables alarm condition checking.
. Specify a Value for the digital alarm (True or False).

. In the Message Body field, enter the warning message that will appear when the alarm is
sent. The message can be any text string.

. In the Return to Normal field, check the check box and then enter the text that will appear
when the alarm is taken care of (e.g. has gone back to its normal value). The message can be
any text string.

Note: Itis not necessary to enter a message text or a base text. The Server will default to the
OPC subcondition name and the OPC condition name.

Digilal Alann Piupenlivs

Bazic | .&dvaﬁca:.l |

Hame: [Diglam1

Digital &larm Satup

ale: Mes==age Badw: Severity:
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Save ] [ Sapem & M aw ] [ Cancel

Digital Alarm Properties: Basic Tab

. Severity is the OPC-defined value for alarm Priority. The valid OPC severity range is 0
(lowest) to 1000 (highest).

e  The Requires Ack field is used for OPC condition alarms to determine whether the alarm
needs a user acknowledgement.

. Save: Saves all changes specified in the properties dialog box. The alarm definition appears in
the list view.

. Save & New: Saves all changes specified in the properties dialog box and immediately starts
configuration of a new alarm definition.

. Cancel: Closes the properties dialog box.
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Alarm Definitions

4.3.2 Advanced Digital Alarm Properties

In the Advanced tab of the Digital Alarm Properties dialog box, shown below, specify the Update
Rate, which defines the frequency of checking the data item value (in milliseconds), and possibly
responding by sending the alarm message.

. Save: Saves all changes specified in the properties dialog box. The alarm definition appears in

the list view.

. Save & New: Saves all changes specified in the properties dialog box and immediately starts

configuration of a new alarm definition.

. Cancel: Closes the properties dialog box.

Digilal Alavin PiupenLivs

OFC Data Setup

pdate rate:

5000 ms

Save

] [ Save k Mew ] [ Carncel ]
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MX OPC Server Alarm Definitions

4.3.3 Creating a New Digital Alarm Definition

To create a new digital alarm definition:

Right-click the Alarm Definitions folder on the tree control of the Configurator screen and select

1.
New Digital Alarm Definition from the pop-up menu, as shown in the figure below.
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Creating a New Digital Alarm Definition
2. The Basic tab of the Digital Alarm Properties dialog box appears, as shown in the figure below.
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Digital Alarm Properties: Basic Tab

3. Inthe Name field, type a name for the new alarm definition.

4.  Specify the value and severity level for the alarm.

Click on the Advanced tab, as shown in the figure below. Specify a server Update Rate (in
milliseconds).
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Alarm Definitions

Dizilal Alann Propenlies

OPC Data Setup

Update rate:

5000 ms

Save

] [ Save & Mew ][

Cance

|

Digital Alarm Properties: Advanced Tab

6. When you have finished configuring the alarm definition properties, click the Save button. The new
configuration appears under the Alarm Definitions tree control.
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Simulation Signals MX OPC Server

51 Configuring Simulation Signals

The Configurator offers a wide range of OPC data items in the Simulation Definitions tree control, as
shown in the figure below.

M nnfignratnr.mdh - M85 OFC Confignratng

Fila Edit Yiew Go Tools Hep
DG 4= 35 % C 6|2 o i G | & | > | || 3

o @ Address Space Mame - Type Amplitude | K

; : Alarrn DeFinitions 100*RamplT) Ramp 100 ]

d Cirwlazion Dofinitians 100*R.ampiTf 100 Ramp 100 i

j Canversion Definitions 100*Rampl T 1007 Ramp 100

] Pall Method Dafinkions 100*R.andom Random 100

ol [#¢] 100 SinefTY Sine 100

: (=] 100 Sinef T Sine 100

i 100 Sine( T 000 Sine 100

i 100*SquarelT) Squara 100
quar quars o
100*5quars(T} 10} 5 100 s
¢ i | >

Aeady 34 Objeckis]

Simulation Definitions Tree Control

5.1.1 Basic Simulation Signal Properties

In the Basic tab of the Simulation Signal Properties dialog box, shown below, configure the following
settings:

Finnulalivn Signal Fropernlivs

M arne: |
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Signal Parameters
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e

[ Sawve ] [ Save & Mew ] [ Cancel

Simulation Signal Properties: Basic Tab
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MX OPC Server Simulation Signals

. Name: Specifies the name of the selected simulation signal. The name can be up to 12
alphanumeric characters, including underscores (_) and hyphens ( - ).

. Signal Type: For each signal, you can select one of the following signal types from the drop-
down list:

* Read Count is incremented by one every time when the item is read.
*  Write Count increments when the item is written.
* Random generates random value within the Amplitude range starting with Position.

* Ramp, Sine, Square, Triangle and Step are periodical signals. Their time behavior is
influenced by Period and Phase parameters. Period specifies the signal frequency (in
milliseconds), while Phase moves the signal origin on the time axis (in degrees).

*  Square and Triangle have one additional parameter: Ratio. Ratio defines Triangle signal
steepness, or Square signal H/L proportions.

e The Number of Steps parameter of the Step signal defines the number of steps into which the
signal amplitude will be divided.

. Save: Saves all changes specified in the properties dialog box. The simulation signal appears
in the list view.

. Save & New: Saves all changes specified in the properties dialog box and immediately starts
configuration of a new simulation signal.

. Cancel: Closes the properties dialog box.

5.1.2 Creating a New Simulation Signal

To create a new simulation signal:

1. Right-click the Simulation Definitions tree control and select New Simulation Signal from the
pop-up menu, as shown in the figure below.
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Simulation Signals

MX OPC Server

2. The properties dialog box for the new configuration appears in the right-hand pane of the

Configurator, as shown in the figure below.
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Setting the Properties for the New Simulation Signal

3. Inthe Name field, type a name for the new signal.

4. Choose a Signal Type from the drop-down list.

5. When you have finished configuring the simulation signal properties, click the Save button. The new
configuration appears under the Simulation Definitions tree control.
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MX OPC Server Runtime Operations

6.1 MX OPC Server Runtime Module

The MX OPC Server is the actual runtime module. The OPC Server is responsible for accessing the data
on the OPC clients' requests. The OPC server has no user interface. It will be started automatically when
any OPC client connects to the server.

The runtime module operates directly with the database. Read and write operations are performed
directly with no intermediate cache level. It has the effect that every client works with accurate data. In
normal situations, the data in the database will be accessed (read/write) by OPC clients. The OPC
Server refreshes (with a configurable delay) its tags in order to inform the OPC clients of changes
through some external application.

One of the basic concepts of the OPC server is that monitored data are relatively stable in time. By
default, the runtime database is located in the same directory in which the runtime module resides.

Note: Please ensure that the runtime database exists prior to connecting OPC clients to the OPC server.

The 1/0 Server is the 1/O driver core. The I/0O Server contains objects and interfaces that:

. Maintain the I/O driver configuration.

. Read and write process hardware data.

The MX OPC Configurator is a client of the MX OPC Runtime that accesses the I/O Server and lets you
view and modify properties for devices, data blocks, and tags. The Address Space tree control in the
Configurator sets the properties and connection parameters for the following hierarchy of server objects:

. Devices: A device is a hardware device or station that uses the I/O driver to communicate with
a client PC. The device item contains the properties and methods that govern the behavior of
a device. A device is visible to the OPC client.

. Data blocks: A data block is an addressable portion of a device. The data block contains the
properties and methods that manage the behavior of a data block. Data blocks in the server's
local memory correspond to data areas in the MX Runtime. When you add new data blocks to
the server’s local memory, you also add new data areas to the MX Runtime. Data blocks are
not visible to the OPC client.

Note: Data block configuration is optional (for advanced users).

. Data tags: A data tag is an object that makes device data accessible to OPC clients. Data tags
can be logically organized into groups (folders).
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6.2 OPC DataSpy

With the introduction of the OPC Foundation Plug and Play communications standard
called OPC Data Access, and recently the OPC Alarm and Events Specifications, a
universal diagnostics and analysis utility was needed by industry. This need is filled with
OPC DataSpy.

Features of OPC DataSpy

OPC DataSpy includes the following key standard features:

o Internet OPC over TCP/IP tag browsing.

e GenBroker Monitor.

e Simple-to-use OPC test client inspection and diagnostics utility.
e Determination of whether server is OPC compliant.
¢ Available as a stand-alone OPC test client.

e OPC Data Access (DA) test client.

e OPC Alarm and Events (AE) test client.

e OPC Data Access troubleshooting tool.

e OPC Alarm and Events troubleshooting tool.

e OPC-compliance testing of third-party servers.

« Determination of OPC standards for OPC servers.

e OPC loading and OPC traffic analysis.

The main concept behind the OPC DataSpy is to provide an easy-to-use OPC Test Client
to test, diagnose, and troubleshoot industrial applications using the OPC Foundations, OPC
Data Access, and Alarm and Events specifications.

The OPC DataSpy tree control capability consists of three main parts:

1. OPC Item Browsing
2. OPC Data and Alarm Monitors
3. GenBroker Monitor

The OPC item browser mode allows you to browse for OPC-compliant Data Access and
OPC Alarm and Event servers, as well as OPC Historical Data Access servers, and to
provide basic information allowing users to view, test, and troubleshoot any OPC third-party
servers. The OPC monitors provide real-time monitoring of OPC server data.

The OPC DataSpy user interface consists of the following elements:
. OPC Item browser

. OPC Data and Alarm Monitors

. Diagnostics and statistics and logging module (output window)

Once the MX OPC Runtime driver is running, you can connect to the MX OPC Server via
OPC DataSpy. For this Quick Start, you will use OPC DataSpy provided with the MX OPC
Server installation:
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1. Open OPC DataSpy from the Windows Start menu by selecting Programs > Melsoft
Application > MX OPC Server 5.00 > OPC Data Spy > DataSpy.exe. This opens

OPC DataSpy, as shown in the figure below.

Note: The name of the program folder may vary depending on your local settings (e.g.
language settings).
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From the left navigation pane, expand the “OPC Items” item by clicking on the “[+]"
symbol to the left of the icon. Expand the “My Computer” section then the “OPC Data
Access” section then the “Mitsubishi.MXOPC.5” section.

Users will then see all configured devices listed underneath “Mitsubishi.MXOPC.5"
and can browse groups and data tags accordingly.

Right click on any selected tag listed beneath “Mitsubishi.MXOPC.5" and click on
“Monitor”. Next, click on “Data Monitor” that is listed underneath OPC Items when
that section is fully collapsed. In the right navigation pane, users will be able to see the
values associated with selected tags.
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If your client application does not support reading single array elements or reading a
single bit within a word, you may still be able to use these features by changing the
name of the item that you add.

A client can address a bit within a word tag using the item syntax "tagname.bitNr" (e.g.
tagname.O0 for bit 0).

A client can address a single element of an array tag using the item syntax
‘arraytag[elemNr]’ (e.g. arraytag[2] for element 2).

To Write to Tags, right-click on the tag name in the right navigation pane. The “Enter a
Value” dialog pops up. Users can then enter values in the text entry box.

Note: If you are writing a floating point value, the period (.) character is always used
as the radix character (e.g. ‘123.4’ not ‘123,4’). If you are writing to an array item, the
values should be separated by commas (,).
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] Cancel
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6.3 Activating the Database

Once your configuration is complete, you need to make sure that it is the active database. The database
that is currently active is the one that the server uses. To make the current database active, click the
Make Active button (light bulb icon) on the Standard Toolbar.

Note: If the button is depressed and the light bulb is yellow, then the current database is already the
active database.

A dialog box appears showing both the current active database and database that is currently being
edited, as shown in the figure below. To set the edited database as the active database, click the Yes
button. Next time the server goes into runtime, it will use this active database for all of its operations.
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Activating the Database
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6.4 Starting and Stopping the Driver

The 1/0 Server maintains the driver's device, data blocks, and data tags, performs all required functions
for communicating with the process hardware, and exposes the methods and properties to other
applications. This server provides a software layer between all client applications and the Mitsubishi
ActiveX Communication support Tool (MXComponent). The MXComponent tool handles all the low-level
communication details by providing a set of interfaces that the I/O Server uses.

To enable client/server communication, you must start the driver by clicking the Start button (green
triangle icon) on the Standard toolbar of the MX OPC Configurator. To stop the driver, click the Stop
button (red square icon) on the Standard toolbar, as shown in the figure below.
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Starting and Stopping the Driver
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6.5 Statistics Mode

The MX OPC Configurator includes a Statistics Mode for viewing the data statistics of your 1/O driver
while it is running. Statistics are provided for the following:

Devices

Data blocks

Data tags

To change to statistics mode:

1. Select Statistics from the View menu.

2. The Configurator switches the current dialog view to data statistics mode, as shown in the figure

below.
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6.5.1 Setting the Statistics Mode Refresh Rate

To set the Statistics Mode Refresh Rate (in milliseconds), select Options from the Tools menu and click
on the General tab of the Options dialog box, as shown in the figure below.
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6.5.2 Device Statistics

To view device statistics in statistics mode, click on a device under the Address Space tree control, as
shown in the figure below.
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Transmits: Displays the number of messages sent to the process hardware from the selected device.
Example

Number of data blocks configured for the driver = 8

Number of messages sent from DataBlockl = 5

Number of messages sent from DataBlock2 = 6

Number of messages sent from DataBlock3 = 3

Number of messages sent from DataBlock4 = 12

Number of messages sent from DataBlock5 = 16

Number of messages sent from DataBlock6 = 6

Number of messages sent from DataBlock7 = 6

Number of messages sent from DataBlock8 = 6

Total number of messages sent =60

Transmits field displays: 60

Receives: Displays the total number of messages the device received from the process hardware. The
Receives field includes both valid and invalid messages. Use the Errors field for the number of invalid
messages.

Timeouts: Displays the total number of messages sent to the process hardware from the selected
device that did not receive a reply. Timeouts result from the device property Reply Timeout. This
property specifies the length of time that the I/O driver waits for a response from the process hardware.
If the driver sends a message to the hardware and does not receive a response within the specified

Reply Timeout value, a timeout occurs and increments the Timeouts field.

Modem transmissions are particularly vulnerable to timeouts because of the length of time it takes to
establish communication.

If you have a high timeout count:

e  Tryincreasing the value for the Reply Timeout property.
. Check your cable. You may have a bad connection.

e  Verify that your channel properties match the process hardware. If you don't know your
hardware settings, refer to your process hardware documentation.

Retries: Displays the total number of messages resent to the process hardware because of errors. A
value in the Retries field for a device does not indicate a communication problem. It may, for example,
indicate that the process hardware is slow replying to driver requests.

Retries are a timing property that you set for each device. The driver uses the value you enter to
determine how many times to resend a request after a timeout occurs. Possible reasons for the driver
timing out include:

. Checksum errors from communication line interference.

. Busy PLCs. PLCs may not reply if they are involved in another task.

. Hardware problems such as a faulted PLC. The hardware cannot recover unless you clear the
fault.
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Errors: Displays the total number of protocol errors that were sent from the process hardware and
received by the selected device. Protocol errors occur when:

e  The process hardware receives a message with a checksum error. Typically, interference or a
loose connection can cause checksum errors.

e  The driver requests data from a register that does not exist in the process hardware.

For more information on the cause of the error, check the Last Error field for all data blocks configured
for the driver.

Overruns: Displays the total number of overruns for the device. An overrun occurs when the driver
sends more messages to a data block than it can process at one time. A high number in the Overruns
field indicates that your driver cannot poll all of the enabled data blocks at the rate specified. It also
indicates that your data is not updating at the specified poll rate.

NOTE: Setting the poll rate to zero forces the driver to run at its maximum rate. Overruns are disabled
for poll rates equal to 0. Set the poll rate equal to 0 if it is more important that the driver run at its
maximum speed than detect overruns.

Last Transmit Time: The last time data was sent to the device.

Last Receive Time: The last time data was successfully received from the device.

Last Error Time: The last time an error was observed on the device, including connection errors.

Reset: Resets all data statistics.
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6.5.3 Data Block Statistics

To view data block statistics in statistics mode, click on a data block for a device under the Address
Space tree control, as shown in the figure below.
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Viewing Runtime Data Statistics for Data Blocks

Transmits: Displays the number of messages sent to the process hardware from the selected data
block.

Receives: Displays the total number of messages the data block received from the process hardware.
The Receives field includes both valid and invalid messages. Use the Errors field for the number of
invalid messages.

Timeouts: Displays the total number of messages sent to the process hardware from the selected data
block that did not receive a reply.

Timeouts result from the device property, Reply Timeout. This property specifies the length of time that
the I/O driver waits for a response from the process hardware. If the driver sends a message to the
hardware and does not receive a response within the specified Reply Timeout value, a timeout occurs
and increments the Timeouts field.

Modem transmissions are particularly vulnerable to timeouts because of the length of time it takes to
establish communication.
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If you have a high timeout count

e  Tryincreasing the value for the Reply Timeout property.
. Check your cable. You may have a bad connection.

e  Verify that your channel properties match the process hardware. If you don't know your
hardware settings, refer to your process hardware documentation.

Retries: Displays the total number of messages resent to the process hardware because of errors. A
value in the Retries field for a device does not indicate a communication problem. It may, for example,
indicate that the process hardware is slow replying to driver requests.

Retries are a timing property that you set for each device. The driver uses the value you enter to
determine how many times to resend a request after a timeout occurs. Possible reasons for the driver
timing out include:

. Checksum errors from communication line interference.

. Busy PLCs. PLCs may not reply if they are involved in another task.

. Hardware problems such as a faulted PLC. The hardware cannot recover unless you clear the
fault.

Errors: Displays the total number of protocol errors that were sent from the process hardware and
received by the selected data block. Protocol errors occur when:

e  The process hardware receives a message with a checksum error. Typically, interference or a
loose connection can cause checksum errors.

e  The driver requests data from a register that does not exist in the process hardware.

For more information on the cause of the error, check the Last Error field for all data blocks configured
for the driver.

Overruns: Displays the total number of overruns for the data block. An overrun occurs when the driver
sends more messages to a data block than it can process at one time. A high number in the Overruns
field indicates that your driver cannot poll all of the enabled data blocks at the rate specified. It also
indicates that your data are not updating at the specified poll rate.

Last Read Time: Displays the last time and date that the I/O driver successfully read data from the
selected data block.

Last Write Time: Displays the last time and date that the driver successfully wrote data to the selected
data block.

Last Error Time: Displays the last error received by the data block from the process hardware. Errors
displayed in this field are specific to the hardware.

Data Quality: Displays the OPC quality of data in the data block.
Last Transaction Status: Displays the last transaction status messages for the selected data block.

Reset: Resets all data statistics.
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6.5.4 Data Tag Statistics

To view data tag statistics in statistics mode, click on a data tag under the Address Space tree control.
This opens the Statistics dialog box, which shows statistics for the tag's supported data blocks. Note
that statistics are shown only for the tag's supported data blocks defined in the Configurator. No data
block statistics are shown for Modbus tags.

Transmits: Displays the number of messages sent to the process hardware from the selected data
block.

Receives: Displays the total number of messages the data block received from the process hardware.
The Receives field includes both valid and invalid messages. Use the Errors field for the number of
invalid messages.

Timeouts: Displays the total number of messages sent to the process hardware from the selected data
block that did not receive a reply.

Timeouts result from the device property, Reply Timeout. This property specifies the length of time that
the I/O driver waits for a response from the process hardware. If the driver sends a message to the
hardware and does not receive a response within the specified Reply Timeout value, a timeout occurs
and increments the Timeouts field.

Modem transmissions are particularly vulnerable to timeouts because of the length of time it takes to
establish communication.

If you have a high timeout count

e  Tryincreasing the value for the Reply Timeout property.
. Check your cable. You may have a bad connection.

e  Verify that your channel properties match the process hardware. If you don't know your
hardware settings, refer to your process hardware documentation.

Retries: Displays the total number of messages resent to the process hardware because of errors. A
value in the Retries field for a device does not indicate a communication problem. It may, for example,
indicate that the process hardware is slow replying to driver requests.

Retries are a timing property that you set for each device. The driver uses the value you enter to
determine how many times to resend a request after a timeout occurs. Possible reasons for the driver
timing out include:

. Checksum errors from communication line interference.

. Busy PLCs. PLCs may not reply if they are involved in another task.

. Hardware problems such as a faulted PLC. The hardware cannot recover unless you clear the
fault.

Errors: Displays the total number of protocol errors that were sent from the process hardware and
received by the selected data block. Protocol errors occur when:

e  The process hardware receives a message with a checksum error. Typically, interference or a
loose connection can cause checksum errors.

e  The driver requests data from a register that does not exist in the process hardware.
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For more information on the cause of the error, check the Last Error field for all data blocks configured
for the driver.

Overruns: Displays the total number of overruns for the data block. An overrun occurs when the driver
sends more messages to a data block than it can process at one time. A high number in the Overruns
field indicates that your driver cannot poll all of the enabled data blocks at the rate specified. It also
indicates that your data are not updating at the specified poll rate.

Last Read Time: Displays the last time and date that the I/O driver successfully read data from the
selected data block.

Last Write Time: Displays the last time and date that the driver successfully wrote data to the selected
data block.

Last Error Time: Displays the last error received by the data block from the process hardware. Errors
displayed in this field are specific to the hardware.

Data Quality: Displays the OPC quality of data in the data block.
Last Transaction Status: Displays the last transaction status messages for the selected data block.

Reset: Resets all data statistics.
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6.5.5 Statistical Tags in OPC Address Space

Similar to the “Hints”, the MXRuntime exposes three different tags in a group called “Device
Statistics”, as seen on the next screenshot:
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These tags are exposed always and can not be switched off in the configurator. The meaning of the
tags is as follows:

. Connected: Returns a number indicating whether the runtime is connected to the device or
not. 1 means connected, 0 not connected.

. Receives: Number of receives. The same as the statistical counter “Receives” in the statistics
dialog.

. Transmits: Number of transmits. The same as the statistical counter “Transmits” in the
statistics dialog.
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6.5.6 Device Statistics (Additional)

Mitsubishi Electric

Consecutive Faults — Displays the total number of faults without an interposing success on
this device.

Add Point Calls — The total number of points added during the lifetime of this device. Note
that the device lifetime is not the same as the running time of the server, as the
server may release the device altogether, if no points are requested.

Remove Point Calls — Similar to Add Point Calls

Write Point Calls — The count of sync/async write calls; similar to Add Point Calls

Read Point Calls — Count of sync read calls; similar to Add Point Calls

Poll Count — How many times the internal calendar triggered polling of blocks. One or more
blocks can be polled per one Poll Count increase (see Block Poll Count).

Block Poll Count — How many blocks were polled during regular update. Extra read requests
and write requests do not increase this counter.

Write Poll Count — Counts the blocks created during writes to the device.

Update Count — The total number of tags that were processed in the Block Polls, Read Polls
and Write Polls.

Number of Data Blocks — The total number of data blocks this device uses.
Number of Points — The total number of tags that the device manages currently.
Last Read Time — The last time any data was explicitly read from the device.

Last Write Time — The last time data was written to the device.
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6.6 Monitor View

Monitoring is enabled for each item with a check mark next to it. To enable/disable monitoring for an
item, you can click on the box to the left of the item. A check mark inside the box means the item is
enabled for monitoring. If there is no check mark, then the item is disabled.

The monitoring view of the Configurator has been optimized for a smoother, better user experience.
Monitoring of thousands of tags will not hinder operators from using the Configurator.

The MX OPC Configurator includes a runtime monitor for viewing server data. To change to the monitor
view, select Monitor View from the View menu. The runtime monitor appears in the bottom pane of the
Configurator screen, as shown in the figure below. During runtime, the monitor scans the server and
displays the tag values and other statistics such as date, time, and quality.
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6.6.1 Setting the Monitor View Refresh Rate

To set the OPC Monitoring Refresh Rate (in milliseconds), select Options from the Tools menu and
click on the General tab of the Options dialog box, as shown in the figure below.
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6.6.2 Enable Monitoring

Monitoring is enabled for each item with a check mark next to it. To enable/disable monitoring for an
item, you can click on the box to the left of the item. A check mark inside the box means the item is
enabled for monitoring. If there is no check mark, then the item is disabled. To enable monitoring for an
unchecked item in the monitor view, you can also right-click on the item and select Enable Monitoring
from the pop-up menu, as shown in the figure below.

Ikarn IT
i

DewOl.Taq Fihetatag..

Seleet All
Invert Seleckion

Enabling Monitoring for an Item
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6.6.3 Disable Monitoring

To disable monitoring for a checked item in the monitor view, you can also right-click on the item and
select Disable Monitoring from the pop-up menu, as shown in the figure below.

Ikem O
=mﬁuem LT Mrretotag.. -I
Enahb Ml:lnltl:lrlnl;
Fy 1 |: Jtll f IIF|I|' al| Irl:l

zable Monkoring For SBlan:t .CI.II

Invett Seection

Disabling Monitoring for an Item
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6.7 Writing to Tags

If your client application does not support reading single array elements or reading a single bit within a
word, you may still be able to use these features by changing the name of the item that you add.

The MX OPC Server also includes a bit selection within a tag using the dot notation. A client can address
a bit within a tag using the syntax "tagname.bitNr" (e.g. tagname.0 for bit 0).

A client can address a single element of an array tag using the item syntax

‘arraytag[elemNr]' (e.g. arraytag[2] for element 2). If the item is of "Array" type, single items representing
the array elements will be also created. These items cannot be browsed (they are hidden for browsing),
but can be monitored (added to OPC client).

Let's say we have an array item:

TagArray

array of WORDS

Number of Elements: 20

LowerBound: 10.

Then, in the server, aside from the ‘TagArray' item that is visible, will also exist the hidden items
‘TagArray[10]', 'TagArray[11], ..., 'TagArray[29]'. The tags can be added from an OPC client, if the OPC
client knows about its existence (other than via browsing).

In the "Bit access" feature, if the item is of a type other than BOOL or STRING, you can access its single
bits. They are implemented as custom "OPC Properties," and also can be accessed that way.

Examples:
TagDO

type: WORD

You can access 'TagD0', but also its properties:
'TagD0.0', 'TagDO0.0', ..., 'TagDO0.16'

TagD2

type: REAL

You can access 'TagD2', but also its properties:

'TagD2.0', 'TagD2.0', ..., 'TagD2.32'
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Writing to Tags
Writing to Tags

Right clicking on a tag in the Monitor view or List view will open a context menu offering the possibility to
write into the tag:

Faample - MX OPC Confipurator |Z||E|E|
Fil= Edit “iew Go Tools Halp

| Achve Corfiguration:  DExample FolderExample, mdb

D@ €= 6 sBE N

El

=@ Address Space | MName Ensbla Sirn
=Bl mypevice (=] Data Blachs
[=] Data Hocks (5 Dynamic Tags
#-[&3 Dynamic Tags & Tagooo Yas Mo
&[] oeH ¥ G Taaoot Ves Mo M
% | B8 % | »
Item ID Yalue Timeskamp
Mo e ~au000 R S SR
MxDesvice. Tagon Wt Heag s 777
Enable Maritaring
Disable Monitaring
3 | Select Al "
| Invert Selection
I'l.i.l'ritl: ko this data item 1 Objedkis) -

The “Write to tag” menu item is enabled only if exactly one writable item is selected, that is
when an MX or Modbus data tag is selected in the Monitor view or the List view.

Clicking the new menu item will open a dialog box, as seen below:

Exrler o wdlue

Yalue b wrie: | | |

wirlte mode

(&) Synichranous write

) Bevnchranaus wrke

[ ()4 ] [ Cancel

The values accepted depend on the value type of the tag, that the value is written into. For all numeric
data types, the value of the number is checked if it is in range of the tag’s data type. The radix character
for real numbers is a dot, regardless of the current locale.

To write data to arrays, simply separate the elements by commas or semicolons, e.g. writing to an array
of floats: 0.1, 0.2, 0.3 or 0.1; 0.2; 0.3. When a semicolon is found in the input value, the configurator
assumes that values are separated by semicolons; otherwise it assumes that commas are used as a
separator.

Writing to string tags is simple; write the string directly to the edit box. The length of the string is not
constrained.
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When any of the previous formatting requirements are not met, a dialog box appears showing the error,
as in the example below.

WX Conliguralor

! : The zerver cannot convert the data between the requested data bvpe and the cananical data bype.
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6.8 Connecting to MX OPC Server via XML Data Access Browsing

As an alternative to DCOM communications, the MX OPC Server 5.0 supports the OPC XML Data
Access (DA) specification (version 1.01). XML-DA is a general way to access and browse OPC servers
instead of via DCOM. This means you can go beyond the Microsoft network scope and access the server
from anywhere on the Internet. In order for the XML-DA connection to work, the client that connects to
the MX OPC Server must support XML-DA. The following example shows how a client can connect
remotely to the MX OPC Server, browse for and select data items (tags) in the server, and monitor the
selected data items in runtime.

The figure below shows how the sample XML-DA client connects to the MX OPC Server. The full path of
the MX OPC server address is entered in the Server field, and then a connection to the server is
established by clicking the Connect button. You can test the connection to the server by entering the
URL address of the server in any Web browser.

™ opC .NET API Sample Data Access Client

Fila Server Output Options Help
bt ik MIE o] »| | Connect
T3 OFC_AMLDA_Wiapper-itsubishiMAOPC [ ltemD | Item Path | Walue | Data Tope [ Quality | Timestamp [ Result
£ 2]
OPC XML Datadccess 1.00 Sample Server The server it tunning nemaly,  [5/18/2005 6:00.16 FM

Once a connection to the MX OPC Server is established, the data items in the Address Space
of the server's configuration database are exposed to the client. This enables you to browse
for data items (tags) in runtime, as shown in the figure below.

= OPC_XML-DA_wiapper-Mitsubisl & | 1D | Descrintian | walus [ DataType | ltem Mame

1 oozH |
{1 D_Registers

(el 1 Fiogistrc =
% & Moom
-1 MO0om
‘B Moo
2 Moom
& MO0
‘B MooE
- MOO0E
‘8 moomr
2 Moo
M & Moom
‘B Moo
-2 MO

g moniz v

L i | @ s I 3
Done
O ST ST ——— TS ST O Ty ——— 7 Sy T e

Browsing the MX OPC Server Address Space

The selected data items are listed in the Item ID field of the client, as shown in the figure below. This
allows you to remotely monitor the MX OPC Server data in runtime. The data item values are updated in
real time in the sample client.
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ile  Servar Dutput Gphions  Help
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UintlE
Uintlg
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Boolean
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good
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2006-05-19 18:07:01.368
2005-05-1318:07:01.984
2005-05-1918:07:01.954
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20050519 18:07:01.937
20050519 16:07:01.937
20050519 16:07:01.937

S_0K
S_OK
5_0K
5_0K
50K
S_0K
S_0K
50K
S_0K
50K

OPC XML Datadceess1.00 Sample Server [The server iz running normaly.

5/15/2005 B: 05 55 Ph

Monitoring MX OPC Server Data in Runtime
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OPC XML-DA Installation

Prerequisites: The Wrapper requires the Microsoft. NET Framework version 1.1 and the Microsoft Internet
Information Web Server (lIS).

Installation
1. Using the installation MSI, install the Wrapper to a location of your choosing.

2. Using the IIS Administration Tool, add a virtual directory, <vdir>, that points to the install directory from
step one. (<vdir> is a place holder for the name you choose for the virtual directory, for example
OPC_XML-da_Wrapper).

Simple Configuration

The simplest way to expose a local COM OPC Server is to make a copy of OPC_XML-
DAWrapperService.asmx and change the base name of the file to match the ProgID of the COM server.
The ProgID is human-readable unique identifier for the COM Server commonly shown when browsing for
OPC servers. For the Mitsubishi OPC server the file name would be: Mitsubishi.MXOPC.asmx That's it.
You should be able to access the server via the URL: http://localhost/<vdir>/Mitsubishi. MXOPC.asmx, as
on the next screenshot:

]

[

"

2 OPC_XML_DA_WrapperService Web Service - Microsoft Internet Exp... EII‘E|

File Edit View Favorites Tools  Help

] - n i
1 | | b ) = L = a e L1
3 =2 | |:¢ él Tl | g Search -C/-\"’,J Favorites {E;@ ==

: [ \ o erpis |
: Address :@j httpegflocathostioPC_xML-da_Wrapper/Mitsubishi MAOPC. asmx | | GO

OPC_XML_DA_WrapperService

The follawing operations are supparted, For a farmal definition, please review the
Service Description.

+ GetStatus

s Read

» GetProperties
o Write

* SubscriptionPolledRefresh

o Subccribe
+ Browse

s SubscriptionCancel

&] pone & Local intranet

Connecting the MX OPC Server via XML (HTTP) from Microsoft Internet Explorer
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Viewing Data from OPC DataSpy

1. Open any client such as OPC DataSpy.

2. In OPC DataSpy, go to the location My Computer — Internet — Favorites
3. Right click on Favorites and select Add Favorite

4. Add the address of the XML-DA wrapper as a favorite and click OK

Add Fawvorite

Tepe: Mame:
| Mode ﬂ |htt|:|:r' Hocalhost/OPC_=kL-da_‘w'rapper/Mitsubishi M=01

v Persistent

QK Cancel

The result will look like on the next screenshot:

EIBX

ntitled - ICONICS OPC DataSpy
Fle Edt Yiew Go Action Tools Help

= °g OPC Ikems [darme
+- B} My Computer [Eo0zH

+ Metwork Meighborbood
=i Internet {with GanBroker)
+ BB OPC Direct {default)

= EJ\\?, Favorites

+ Eﬁi http:filocalhost/OPC _XML-DA_Wrappet/TCONICS ModbusOP CServer 3,asm:
+ @ httpe [ flacalhest/OPC _KML-DA_wrapper/TCONICS MadbusEEhernat DA, asms
- @ htkpef flocalbuosk) IL-DA_M'rapper|Mitsubishi. MROPC. :
=13 qozH
) wooo

@ Connected
% Data Monitor
%Zl Alarm Monitor

ICDMICE OPC DetaSpy ready

UM

JReady

Browsing the MX OPC Server’s address space via XML (HTTP)
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6.9

Dynamic Tag Support

The MX OPC Configurator has a special folder “Dynamic Tags” in each MX Device where these
dynamic tags show up. This folder cannot be modified and is present all the time, even if no dynamic
tags are present.

Dynamic tags are like normal tags, but as the name suggests, they are added dynamically and can be
used without having to first define them in the configurator database. When an OPC client application
requests a dynamic tag, it will be added temporarily and removed again when there are no longer any
OPC client applications using it. Dynamic tags have a fixed name format, which MX OPC Server uses to
determine the device, address and data type of each tag. Each tag has a name such as:

<Device>[\<Group>]\Item

The backslash ('\') separator is used to identify dynamic tags — parts of other item IDs are separated by
period (.) characters. If you are writing your own client application, this means that when
programmatically browsing the OPC server hierarchy for dynamic tags (for example, in Visual Basic —
See Appendix A), the item path and item ID can be different, for example, the path “Dev01.Dynamic
Tags.DO0.1.4” would have item ID “Dev01\DO.1.4".

The <Device> part must match the name of an MX device which is already configured in the database;
devices cannot be created dynamically.

The ‘<Group>’ section is optional, and works in a similar way to the normal OPC server groups, although
only one level is allowed for dynamic tags.

The ‘<ltem>’ part can be in one of two formats, either:
<Register><StartAddr>[.<bit>]

which specifies ‘bit-within-word” addressing to read the bit number specified (decimal format), similar to
addressing bits within a tag using the ‘Tag.1’ syntax. The alternative is:

<Register><StartAddr>[.<Type>[.<ArraySize>]]

The <Register> part gives the device register within the address, e.g. ‘D’ for ‘DO’, ‘X’ for ‘X1A’, 'Y’ for ‘Y5’
etc.

The <StartAddr> part gives the numeric element of the address, e.g. ‘0’ for ‘DO’, ‘1A’ for ‘X1A’, etc.
Depending on the PLC type and register selected, this may be in decimal, hexadecimal or octal — this will
match the address entry in the configurator.

The <Type> part is optional, and specifies the data type of the tag (see list below). If this is not specified,
a suitable default type will be used based on the device register.

The <ArraySize> part is used to define array tags, and specifies the number of elements in the array
(except for strings where it gives the length instead — see note below). The <Type> part must always be
supplied as well when an array size is used.
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Possible values for the <Type> part and their abbreviations are:

<Type> Part

Abbreviation

Bool

Word

Dword

Int

Dint

Real

String

For strings, the <ArraySize> must be supplied and gives the string length in characters.

Some example item names for dynamic tags using this format are shown below, for a device called

‘QO2H".

Q02H\D20

Address D20, default type

QO2H\D20.W

Address D20, read as word type

QO02H\D20.1

Bit 1 of address D20 (will be Boolean)

QO02H\GroupA\D40

Address D40, within a group called ‘GroupA’

QO02H\D41.Dint

DINT at address D41

QO2H\X1A

Address X1A, in a register type that uses
hexadecimal addressing on this PLC

QO02H\D50.1.10

Array[10] of int

QO02H\D100.S.10

String of length 10

The “Dynamic Tags” folder can hold tags directly or the tags can be grouped, depending on the way the
client created the tags. Only one level of groups is allowed and dynamic tag group names have the same
restrictions as normal groups, i.e. the group name must contain only standard letters, numbers,
underscores, hyphens and parentheses, and the name must start with a letter, hyphen or underscore.

The maximum name length is 32 characters.

Mitsubishi Electric
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ﬁ Example.mdb - MX OPC Configurator,
Fie Edt ‘iew Go Tooks Help
Auckive Confiquration:  CMELSEC My OPC Server 5,.000Examplz.rmdb

b & it g | »/H QO
=P Address Space Tag name
=-Ef Midevice [ Groupa

(=] pataBlocks (27 Manikor
a Dvwhniamic Tag D _Tags
Alarm Definitions [y 0O
Simulation Definition: | [dy o
Conversion Definttion | (dyp14.1
Pl Methad Definitin | () pz

oz
{dh Dzs. B
(gh D30.5.10
(hvin
< 3
Ready 3 Objeck(s) MM

Dynamic tags will also show in the Monitor view and the Statistics dialog, the Monitor view can be used
to write into existing dynamic tags.

The dynamic tags for a device are read from the server when the user clicks on the Dynamic Tags folder
for the first time. Also all tags that are in a group (like GroupA) are read in when the user clicks on that
group for the first time.

Data Blocks and Overlapping Address Ranges

Data blocks for dynamic tags are always calculated automatically, whenever dynamic tags are added or
released.

Although tags are not normally allowed to overlap in OPC server, dynamic tags are processed separately
from fixed tags (tags that were added to the database by the configurator). As such, it is possible to use a
fixed tag at e.g. address 'DO' and simultaneously use a dynamic tag such as "PLC\DO.I'. However,
dynamic tags may not be added with addresses that overlap other dynamic tags on the same MX device
(such as two tags "PLC\DO0.1.10" and "PLC\DO.I"). If this happens, the last overlapping item will return a
bad quality when the application tries to use it.

Mitsubishi Electric 6-32



MX OPC Server

Runtime Operations

Refresh Dynamic Tags

To re-read (or refresh) tags in a particular group, or device, simply right click on that item and choose the

new item: Refresh Dyn. Tags.

This new item is available for the Address Space, MX Devices and the Dynamic Tags folder in each
device, and for individual dynamic tag groups. Refreshing each of the items has the following results:

Address space - Refreshes all the tags and all groups in all MX Devices, which were previously read in

at least once, that means the user clicked on them at least once in the past.
MX Device - Refreshes all tags and groups of this device, which were previously read at least once.

The Dynamic Tags folder - Same effect as refreshing the parent MX Device

A Dynamic Group - Refreshes all tags in this group.

Fxample - MX OPC Configuraror
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6.10 Automatic Backup

Each time MX OPC Configurator starts up, it now makes a backup copy of the opening database to the
same folder where the original resides. The name of the backed-up database is the original database
name but with the extension "bak” added. The resulting filename will be for example
“MXConfigurator.mdb.bak”.
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6.11 Diagnostics

As shown in the screenshot below, MX OPC Configurator now includes a new item in the main menu
called Diagnostics:

i Exxample. mdly - W3 OFC Conligundlu;
Fil= Edit BYEEM Go Tools Helk

Ds bEEE e e B 0
Ackive Configuration Bar T T DI
po Sme Descrptian
y w Skatus Bor
Ala e §
Sir Large Icons F7 e
Col Smnal Icons Fa
Pol  List =
[##] Mo| # Details F10
Skakiskics Fi11
Monkor view Fi1z
Sort by k
Shawhide colurans k
Refresh F&
Sl >

3 Object(s)

Selecting this item will open a new modeless dialog box, which shows various diagnostic information
from the connected OPC server.

Diagnoslics
Stark Hme: | 10/05}06 17:23:07 L i pie | 0:00:00:00
Last update time: | {re updates) | Group counk: I:l
Sarver skabus: | Running | Clienk courk:
\ersion ER |
vendor Info: | Melsoft MEOPCSarver |
| Refresh | [ Close ]

. Start time: The time the server started in format mm/dd/yy hours:minutes:seconds
. Up time: The time the server is running, formatted as days:hours:minutes:seconds

. Last update time: The time the server sent the last data value update to this client. This value
is maintained on an instance basis. Fomatted in the same way as start time.
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Group count: The total number of groups being managed by the server.

Server status: Possible server states include Running, Failed, and No configuration

Client count: The connected client count

Version: The version of the server

Vendor info: The vendor info as reported by the server

Refresh: Reload this dialog data from the server

Close: Closes the window

The runtime will also support various diagnostics on various abstraction levels and log these diagnostics
using TraceWorX into an XML file. The Configurator will not show or parse these XML files in version
5.00. These options are described in Section 2.5.3.

Mitsubishi Electric
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6.12 Showing Register Ranges
The new server runtime can provide the list of possible register ranges of each MX device. This list is

provided to the OPC clients as a special group called “Hints” in the address space of the device
containing tags.

The names of these tags are in the form <register><starting address>-<ending address>, where all three
items are in the same form as seen in the Supported Devices dialog (clicking Browse from Tag
Properties Basic tab). D0.0-7999.15 is a valid example for the FX3U(C) CPU type.

This function can be enabled or disabled through the Options dialog.
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7.1 Configuring Conversion Definitions

The Conversion Definitions tree control, shown in the figure below, allows you to configure conversion
settings for data tags. Conversion settings can be associated with a data tag via the tag properties dialog

box.
Flle Edt W¥ew Go Todos Hep
D& & % Ba B2, == 2 O
&] AR fddress Space Mame Type Lo El | High EU . Low IR | High IR Clamping
&) Alrm pefinrions HIGNE e Linear i 100 @ 1000 damp onEQ
# Simulation DefRitons
j Conversion Definitions
ﬂ Pall Mathiod Definibons
il
<
Feady 1 Objecks) selecked
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7.11

Basic Conversion Properties

In the Basic tab of the Conversion Properties dialog box, shown below, configure the following

settings:

Mitsubishi Electric

Convensiung Fouper lies

Eazic |
Hame: | ZurpeerzonC 01 |
Conversian -
Tvpe: |Linear V|
Low W alue: High Walue:
Enai .
s ELE. | o 100
e G —
Clarping
Type: |I2Iam|:| o EL v|
| . |
[ Save ] [ Save & Mew ] [ Carcel ]

Conversion Properties: Basic Tab

Name: Specifies the name of the conversion definition. The name can be up to 12
alphanumeric characters, including underscores ( _ ) and hyphens ( - ).

Conversion Type: For each conversion definition, select one of the following conversion types

from the drop-down list:

* None (make float): Converts the data into float data type, but does not change the value
itself. When this option is selected, the Engineering Units and Instrument Range fields

are disabled.

* Linear: Keeps a linear relation between EU and IR.

*  Square Root: Keeps a square root relation between EU and IR.

Engineering Units (EU): Client scale; specify low and high values for the engineering units (if

applicable).

Instrument Range (IR): Device scale; specify low and high values for the instrument range (if

applicable).

Clamping: If clamping is enabled, the data value will be limited to its High Value/EU High
Value when it exceeds the upper limit, and similarly to its Low Value/Low EU Value parameter
when it exceeds the bottom limit. Select one of the following clamping types from the drop-

down list:

* None: No clamping type is specified.

*  Clamp on EU: Clamps on the specified low and high engineering units (EU) values.

*  As Specified: Clamps on a specified range of low and high values.
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Range: Specify low and high values for the range.

Save: Saves all changes specified in the properties dialog box. The conversion definition
appears in the list view.

Save & New: Saves all changes specified in the properties dialog box.

Cancel: Closes the properties dialog box.
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7.1.2 Creating a New Conversion Definition

To create a new conversion definition:

1. Right-click the Conversion Definitions tree control and select New Conversion from the pop-up
menu, as shown in the figure below.

Flle Edt ¥ew So Tools Hep

O = &
] AR Address Space . 2
&) Alarm Definitions @ Right click
¢ =] smulaton Defritans
j o v o Delinil ups =
] Pol Method Diefinitic I S
5]
i

Ingert Navw Conwearsion

Creating a New Conversion Definition

2. The properties dialog box for the new configuration appears, as shown in the figure below.

Cunversiun Frupenlies

| Basic
Hame:  |ERTEETEIHEL |
Conversian
Tvpe: | Linear W |
Low W alue: High Value:
Endineeri
Doy | o 100]
e R —
Clargitig
Type: |Clamp m EU v|
| o |
[ Save ] I Save & Mew ] [ Cancel l

Setting the Properties for the
New Conversion Definition

3. Inthe Name field, type a name for the new conversion definition.

4. Choose a Conversion Type from the drop-down list and specify low and high values for
engineering units and instrument range (if applicable).

5. Choose a Clamping Type from the drop-down list and specify low and high values for the range.

6. When you have finished configuring the conversion definition properties, click the Save button. The
new configuration appears under the Conversion Definitions tree control.
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7.2 Assigning Conversion Definitions to Tags

Conversion settings can be associated with a data tag via the Advanced tab of the Tag Properties
dialog box, as shown in the figure below.

Tay Piupurlies

[rata Corveersion

[ 5weap vaord/byte order
[ Corwert to word (32 bitz <+ 16 bits)
[ Use Corversion

Data Tupe
[ Uze Advanced Typez

[ sirnulate

Sirnulation

[ UsaManual Vahe

[ Sare | I Save &Mep ] [ Caneel ]

Data Tag Properties: Advanced Tab

To get the data value converted to another form, choose one of the predefined or user-defined
conversions. MX OPC Server includes the following conversions:

1. Swap word/byte order

. WORD conversion B1/B2 <-> B2/B1
DWORD conversion B1/B2 B3/B4 <-> B4/B3 B2/B1

2. Convert to Word (32bits <-> 16bits)

If an OPC client requests a VT_l4 (DINT), where the tag is defined in the MX OPC Configurator as a
VT_I2 (INT), the MX OPC Server will reduce it to VT_I2 when writing and expand it to VT_l4 when
reading. The sign of the data will be taken into account.

3. Use Conversion

To select a conversion definition, check the Use Conversion check box and then select a conversion

definition from the drop-down list, which lists all conversion definitions configured in the Conversion
Definitions tree control of the Configurator.
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MX OPC Server

Poll Method Definitions

8.1

Configuring Poll Method Definitions

The Poll Method Definitions tree control, shown in the figure below, allows you to configure polling
method settings for data tags and data blocks. Polling methods can be associated with data tags and
data blocks via the tag properties and data block properties dialog boxes. The configurator provides
several preconfigured polling methods.

|'“| wxZonfigurator.mdb - KX DOFC Configurator

File Edit Wiew Go Tools Help
Achve Corfiguration:  CAMELSECMx CPC Server 5. 000MaCorfiguratar.mdb
0@ « s, e eEe @ e vn 9w

AR Address Space Hare Primary Rate

Es] E] Alarm Definitions [ 1000ms 10m

1] ] simulation Definibans >000ms >0

& Carversicn Definklors 300 3000

d Pl Mellwd DT Lio = 4000ms 4000

] SO00ms som

i

Amady 5 Objects) UM

Poll Method Definitions Tree Control
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MX OPC Server

Poll Method Definitions

8.1.1 Basic Poll Method Properties

In the Basic tab of the Poll Method Properties dialog box, shown below, configure the following

settings:

Name: Specifies the name of the poll method definition. The name can be up to 12
alphanumeric characters, including underscores ( _ ) and hyphens ( - ).

Use As Default Polling Rate: You can designate one poll method definition as the default
polling rate for the configuration database. The default poll method definition appears with a
check mark icon in the list view.

Primary Polling Rate: The driver polls the data block at the specified primary polling rate (in
milliseconds). For example, if you enter 2,000 milliseconds (2 seconds) in the Primary Polling
Rate field, the driver polls data every 2 seconds.

Phase: The Phase setting can be used to spread the load on the server when reading a large
number of tags, by adding an additional delay after the polling time before the tags are read.
As an example, if two poll methods are defined as ‘Polling rate 10000, phase 10000’ and
‘Polling rate 10000, phase 5000’, these will be read at the same interval, but at different times
within the 10 second polling period.

Save: Saves all changes specified in the properties dialog box. The poll method definition
appears in the list view.

Save & New: Saves all changes specified in the properties dialog box.

Cancel: Closes the properties dialog box.

Polling Method Properties

B azic |

Mame: 5|:||:||_ ns |

Polling Farameters:

[[] Use Az Detault Poling R ate
Frimary Faling s000] e
Rate:

[ Save I ’ Save & New ] [ Cancel
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Polling Method Properties: Basic Tab

8-3



MX OPC Server Poll Method Definitions

8.1.2 Creating a New Poll Method Definition

To create a new poll method definition:

1. Right-click the Poll Method Definitions tree control and select New Polling Method from the pop-
up menu, as shown in the figure below.

Ale Edr Vew Go Tools Hep
Aetiva Configuration:  C:MELSECYME OPC Sarver S.00\MEConfigurator.mdb

O] 5 | 4= = ® e, ol N R
A Addrass Spaca PrEry Rabc_
ﬂ Alarrn Definitions 1000 1000
] Sirnulation Definitions 2000 2000
q Conversion Definidons 3000 3000
£ EI] olling r--'--l-h- T o
5 cing et 5 5000

Creating a New Poll Method Definition

2. The properties dialog box for the new configuration appears, as shown in the figure below.

Pulling Metlnd Properlivs

Bazic

Harne: |F'|:|I|Ml:thl:u:||:||33 |

Palling Parameter:
[#]ilz= Az Default Poling Hake

Enable Piman Hote

E{ime_ﬁ' Faolling 1000] e
abe:
e [ dm

[ Sanee l [ Save & Mew ] [ Canecel

Setting the Properties for the New Polling Method

3. Inthe Name field, type a name for the new polling method.

4.  Specify a Primary Polling Rate (in milliseconds). The driver polls the data block at the specified
primary polling rate. For example, if you enter 2,000 milliseconds (2 seconds) in the Primary
Polling Rate field, the driver polls data every 2 seconds.

5. Check the Enable Primary Rate check box to activate the polling method.

6.  When you have finished configuring the poll method definition properties, click the Save button. The
new configuration appears under the Poll Method Definitions tree control.
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MX OPC Server

Poll Method Definitions

8.2 Assigning Poll Method Definitions to Tags and Data Blocks

Polling methods can be associated with data tags via the Basic tab of the Tag Properties dialog box, as
shown in the figure below. Select a polling method from the Polling Method drop-down list, which lists
all polling methods configured in the Polling Method Definitions tree control of the Configurator.

Tay Pioperlies

Basic | Advanced | Alams| Data Blocks | Multip |

(@ ‘teme [ENIE

Dazc:

General Setup

140 Addre=ss: |MEI | [ Browse ]

Data Twpe: BOOL

[1ata Palling

Pall. Method  [1000ms

Sare | l Save kMew ] [

Cancel ]

Data Tag Properties: Basic Tab

Polling methods also can be associated with data blocks via the Basic tab of the Data Block Properties
dialog box, as shown in the figure below. Select a polling method from the Polling Method drop-down
list, which lists all polling methods configured in the Polling Method Definitions tree control of the

Configurator.
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A.1 Introduction

This section gives some simple examples of using OPC from a Visual Basic program. Examples
will include browsing for installed OPC servers, browsing the defined item names and reading
data from the server using synchronous calls.
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A.2 Prerequisites
You will need:

e Visual Basic - the examples in this document were developed with Visual Basic 6 Service
Pack 5, but could also be used with other applications that will support VBA (Visual Basic
for Applications).

. OPC automation support files (OPCdaAuto.dll and OPCenum.exe) — these must be
correctly installed in e.g. the <WINDOWS\SYSTEM32> directory, and must be
registered with REGSVR32.

e  Aninstalled OPC server, e.g. Mitsubishi.MXOPC
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A.3 Terminology

Term

Description

OPC

“OLE for Process Control” — an open standard for
connecting to process control equipment such as
PLCs and SCADA databases. OPC is intended to
solve the problem of every SCADA package needing
a different driver for every PLC to which it connects.
With OPC, only one driver needs to be developed,
and each SCADA package connects to the OPC
driver using the same interface.

Automation interface

A simplified OPC interface designed for integration
with programs like Visual Basic and with scripting
languages like VBA (Visual Basic for Applications).

OPCServer The top level interface to OPC. This provides a way to
find out which OPC servers are installed on a PC, and
to connect to one of them.

OPCBrowser This is the object used to list the items defined in the
OPC server.

OPCGroup A group of items to be read from the OPC server.

OPCGroups Used to add groups to an OPC server and iterate
through the available groups.

OPCltem A single item of data in the OPC server, usually one
1/O point.

OPCltems Used to add items to an OPC group and iterate

through the available items.

Server handle

A unique number used by the OPC server to identify a
single item.

Client handle A number used by the client to identify an OPC
item.
Quality This gives a measure of confidence in the data read

from the server. In normal usage, most applications
look for a quality value of
‘OPC_QUALITY_GOOD’ (&HCO0) and treat any
other value as an indication that the data is invalid.
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A.4 Adding the OPC Libraries to Your Project

Before you can use the OPC automation libraries, they must be included in your project. To do
this, select ‘References’ from the ‘Project’ menu:

Fil= Edit ‘ew | Project Formet Debug Run Cuery Disgram ]
”E;,ﬁ,'riindd&rm 1 (R
3 add MDI Farm S
2 add Module
W1 Add Class Modula
':ig Add User Control
E add Property Page
"Eﬁ Sddlser DaEineEnt:
Add Daka Environment
Add Mcrosoft UserConnedion
Add Fie... CE+D

Rernowe modOPCoonst.bas

g| Relereies, .,

camponents. .. CEH+T

pHOPCpeform Propetties.. .

In the list that appears, check ‘OPC DA Automation Wrapper’ and ‘OPCenum’ to include the
OPC automation libraries in your project, then click OK.

Hefarences - ORCsample vhp

X
Available References:
v Wisual Basc For applications - Zancel
| Wisual Basic runtime chjecks and procedures
v \isual Badc objeds and procedures
W OLE Automation Erowse. ..
W CPC 068 Aokomation Wrapper 2,02
Bl opcCrum 1,1 Twpe Liorany ﬂ
145 Helper COM Component 1.0 Type Library
IAS RADIJS Prokocd 1.0 Type Library Priority
Agobat Access 3.0 Tvpe Library Help
AcdolEHalpar 1.0 Type Library ﬂ

Ackive D5 Type Lbrary
Ackive Setup Cortrol Library

Actlveravie oontrol type llbrary
Activeid T o neeFrrmn Minration of MS Bannsitaes 1%

4 . ¥

OpcEnum 1.1 Type Library
Location: W INDCMW S, sy sbamd2 I peEnum, exe
Language:  Standard
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A.5 OPC constants

Some of the more useful OPC constants are shown below, in a format that can be cut and

pasted into a new module in a Visual Basic project.

' Data source constants — get cached value, or read direct from device
Public Const OPC_DS_CACHE =1
Public Const OPC_DS_DEVICE =2

' Quality and status constants

Public Const OPC_QUALITY_GOOD = &HCO

Public Const OPC_QUALITY_MASK = &HCO

Public Const OPC_STATUS_MASK = &HFC

Public Const OPC_LIMIT_MASK = &H3

Public Const OPC_QUALITY_BAD = &HO

Public Const OPC_QUALITY_UNCERTAIN = &H40

Public Const OPC_QUALITY_CONFIG_ERROR = &H4
Public Const OPC_QUALITY_NOT_CONNECTED = &H8
Public Const OPC_QUALITY_DEVICE_FAILURE = &HC
Public Const OPC_QUALITY_SENSOR_FAILURE = &H10
Public Const OPC_QUALITY_LAST_KNOWN = &H14
Public Const OPC_QUALITY_COMM_FAILURE = &H18
Public Const OPC_QUALITY_OUT_OF_SERVICE = &H1C
Public Const OPC_QUALITY_LAST_USABLE = &H44
Public Const OPC_QUALITY_SENSOR_CAL = &H50
Public Const OPC_QUALITY_EGU_EXCEEDED = &H54
Public Const OPC_QUALITY_SUB_NORMAL = &H58
Public Const OPC_QUALITY_LOCAL_OVERRIDE = &HD8

' Limit constants

Public Enum tOPClimits
OPC_LIMIT_OK =0
OPC_LIMIT_LOW =1
OPC_LIMIT_HIGH =2
OPC_LIMIT_CONST =3

End Enum ' tOPClimits

' Server states

Public Enum tServerState
OPC_STATE_RUNNING =1
OPC_STATE_FAILED =2
OPC_STATE_NOCONFIG =3
OPC_STATE_SUSPENDED = 4
OPC_STATE_TEST =5
OPC_STATE_DISCONNECTED =6

End Enum ' tServerState
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A.6 Listing installed OPC servers

To find out which OPC servers are installed, create a new OPCServer object and call the
GetOPCServers() function. This returns an array of strings giving the names of installed
servers. For Visual Basic purposes, the variable used should be a ‘Variant'.

The name of the Mitsubishi OPC server is ‘Mitsubishi.MXOPC.5’, but when connecting to a
server the shorter name ‘Mitsubishi.MXOPC’ can also be used. This will connect to the latest
available version of the MX OPC server.

Dim objServer as OPCServer ' OPC server object
Dim vAllServers as Variant ' Temporary to build list of servers
Dim intLp as integer ' Loop counter

Dim strS As String ' String to build list of servers

' Create an OPC server object
Set objServer = New OPCServer

' Use the server object to populate the list of available OPC servers
vAllServers = objServer.GetOPCServers

' Display the name of each server
For intLp = LBound(vAllServers) To UBound(vAllServers)

' Add name to list
strS = strS & vAllServers(intLp) & vbCrLf

Next ' Server

' Display results list
MsgBox strS, , "List of servers"

' Clean up
set objServer = Nothing
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A.7 Connecting to an OPC server

To connect to an OPC server, create an OPCServer object and call the ‘Connect’ method,
passing it the name of the server. This name can be found from the GetOPCServers() function

described above.

Dim objServer as OPCServer ' OPC server object

' Create server object if necessary
If objServer Is Nothing Then Set objServer = New OPCServer

' If already connected, disconnect first
If objServer.ServerState = OPC_STATE_RUNNING Then objServer.Disconnect

' Connect to the server
objServer.Connect "Mitsubishi. MXOPC"

' Check server is running
Debug.Assert objServer.ServerState = OPC_STATE_RUNNING

' Show server version and details

MsgBox "Server: " & objServer.Vendorinfo & _
" (" & Format(objServer.MajorVersion) & "." & _

Format(objServer.MinorVersion) & ")", , _

"Connected to server"
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A.8 Browsing the OPC server items

The example below will show how to browse the list of items defined on the server hierarchically,
writing the results into a treeview control called tvwBrowse. A subroutine is used to browse the
structure recursively, and for leaf (tag) items the tag’s item ID (which is needed to read its value
from the server) will be stored in the leaf node’s *.Key’ property.

Browsing for tags is not always necessary. If you already know which tags the application needs
to read, you can use their IDs directly with the read and write functions (see sections Reading
data values from the server and Writin val th rver). For the MX OPC server,
these item IDs are built from the device name followed by any group names and finally the tag
name, with each part separated by period characters. Typical examples would be
‘Dev01.Tag001’ (without groups) or ‘Dev02.Group001.Tag001’ (with one group).

The IDs for dynamic tags are built differently, using a ‘backwards slash’ (‘') as the separator,
and with the tag name in a format which also gives the address and type, for example
‘Dev01\D50.I" for a dynamic tag reading address D50 as an integer, or ‘Dev01\G1\D100.S.10’ for
a 10 character string under a group called ‘G1’.

' Constants for treeview nodes - will be put in the 'Tag' property
Const TREE_ROQOT As String = "0"

Const TREE_BRANCH As String = "1"

Const TREE_LEAF As String = "2"

' Constant for root node's key
Const strRootKey As String = "ROOT"

' Name: FillBranches()

' Description: Fill treeview with items and branches from OPC hierarchy.
! Will call itself recursively to get the details.
" Inputs: tvwT - Treeview to fill

' objBrw - OPC browser object at current position
' (initially root)

nodPar - Parent node to fill under

! (initially a new, root, node)

'Returns:  N/A

Private Sub FillBranches(ByRef tvwT As TreeView, _
ByRef objBrw As OPCBrowser, _
ByRef nodPar As Node)

' Declare variables

Dim intLp As Integer ' Loop counter

Dim nodN As Node ' Used for node creation

' Find branches at this level
objBrw.ShowBranches
For intLp = 1 To objBrw.Count
' Skip 'register hints' branch, no readable tags
If objBrw.ltem(IngLp) <> "Register Hints" Then
' Add branch node (no key, not unique for branches)
Set nodN = tvwT.Nodes.Add(nodPar, tvwChild, , _
objBrw.ltem(intLp))
nodN.Tag = TREE_BRANCH
End If ' Not register hints branch
Next intLp ' Branch
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' Find child nodes at this level
objBrw.ShowLeafs
For intLp = 1 To objBrw.Count
' Add leaf node
Set nodN = tvwT.Nodes.Add(nodPar, tvwChild, _
objBrw.GetltemID(objBrw.Item(intLp)), _
objBrw.ltem(intLp))
nodN.Tag = TREE_LEAF
Next intLp ' Leaf

' Now go back and recursively fill the branches we just created
' (can't do them as we go because each call to ShowBranches

overwrites the data)
Set nodN = nodPar.Child
While Not nodN Is Nothing

' Only interested in branch nodes
If nodN.Tag = TREE_BRANCH Then

' Move down into this branch
objBrw.MoveDown nodN.Text

' Fill in details recursively
FillBranches tvwT, objBrw, nodN

' Move back up
objBrw.MoveUp

End If ' Branch node

' Next node
Set nodN = nodN.Next

Wend ' Until all nodes checked

' Clean up object references
Set nodN = Nothing

End Sub ' FillBranches()
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' When button is pressed, read list of items into treeview
Private Sub cmmdGetltemsList_Click()

Dim objBrowse As OPCBrowser ' OPC hierarchy browser object
Dim nodRoot As Node ' Used to create root node

' Create a browser
Set objBrowse = objServer.CreateBrowser

' Start at first item

objBrowse.MoveToRoot

' Use "." as path separator, so we get device.item notation
' when reading back
tvwBrowse.PathSeparator = "."

" Fill in treeview (first adding a root node)

tvwBrowse.Nodes.Clear

Set nodRoot = tvwBrowse.Nodes.Add(, , strRootKey, _
cmbServer.List(cmbServer.Listindex))

FillBranches tvwBrowse, objBrowse, nodRoot

' Close browser object
Set objBrowse = Nothing

End Sub ' cmdGetltemsList_Click()
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The routines below can be used to read the list of items back out of the treeview control. Again,
a recursive subroutine is used to extract the details.

Dim stritemNames() as string ' Array for results
Dim Ingltems as Long ' Number of items found

' List the items in the tree
Private Sub Listltems()

Ingltems =0
ReDim stritemNames(1 To 1)
GetltemNames tvwBrowse.Nodes(strRootKey), stritemNames, Ingltems

End Sub ' Listltems()

'Name: GetltemNames()

' Description: Routine to extract item names from the treeview
! Will traverse the tree recursively

"Inputs: nodPar - Parent node in treeview at which to start

strDest() - Redimensionable array of item names to fill
' IngCnt - Number of items read so far
"Returns:  N/A

Private Sub GetltemNames(ByRef nodPar As Node, _
ByRef strDest() As String,
ByRef IngCnt As Long)

Const intReallocStep = 10 ' Step threshold to resize target array

' Go through nodes, recursing as required until target array is full
Dim nodN As Node ' Used for traverse/recurse

' Work through child nodes of parent node provided
Set nodN = nodPar.Child

' Repeat until run out of nodes
While Not nodN Is Nothing

' If this is a leaf node, collect its name. If a branch node,
' descend it
If nodN.Tag = TREE_BRANCH Then

' Descend recursively

GetltemNames nodN, strDest, IngCnt

Else
' Leaf node, add it
IngCnt = IngCnt + 1

' Redimension target array if required
If IngCnt > UBound(strDest) Then

' Resize target array (but not above maximum)

ReDim Preserve strDest(1 To IngCnt + intReallocStep)
End If ' Array too small

' Fill in a single item name
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strDest(IngCnt) = nodN.Key

End If ' Branch / leaf node

' Try next node (if any)
Set nodN = nodN.Next

Wend ' Until no more nodes or target array is full

' Clean up object references
Set nodN = Nothing

End Sub ' GetltemNames()
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A.9 Reading data values from the server

To read item values from the server, first create a new OPCGroup object to hold the items. You
can define more than one group if you have different sets of items that are read at different
times.

Once items are added to the group as OPCltems, they can be read individually or as a group.
When the items are defined, their server ‘handles’ should be stored for use as parameters in the
calls to the read functions.

In the example below (in which the error handling code is omitted for readability), a new group
will be created and all the items found by the browse example in the previous section will be
added to it. The items’ values will then be read synchronously as a group.
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Private Sub TestRead()

Dim IngLp As Long ' Loop counter

Dim strGrpName As String ' Group name

Dim objGrp As OPCGroup ' Group object

Dim varValue As Variant ' Used to read OPC item values

Dim varQual As Variant ' Used to read OPC quality

Dim objltem As OPCltem ' Used to get server handles for items

" Arrays for results

Dim IngSvrHandles() As Long ' Server handles
Dim IngErrors() As Long ' Error values

Dim arrvarValues() As Variant ' Item values

' Result string for message box (first 20 items only)
Dim strS As String

' Resize arrays for required number of items
ReDim IngSvrHandles(1 To Ingltems)
ReDim IngErrors(1 To Ingltems)

ReDim arrvarValues(1 To Ingltems)

' Create group in server. Name will be e.g. 'ltems200'
strGrpName = "ltems" & Format(Ingltems)
Set objGrp = objServer.OPCGroups.Add(strGrpName)

' Create an OPC item for each item name
For IngLp = 1 To Ingltems

' Add object, get reference
Set objltem = objGrp.OPCltems.Addltem(stritemNames(IngLp)
CLng(IngLp))

' Check that item was defined correctly
If objltem Is Nothing Then
' Failed to define item, probably missing
MsgBox "Failed to create server item for item ™ & _
stritemNames(IngLp) & " - does the item exist?"
Exit For

Else
' ltem defined correctly - get server handle

IngSvrHandles(IngLp) = objltem.ServerHandle

' Clean up reference
Set objltem = Nothing
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End If ' Item failed to define / defined OK

Next IngLp ' Test item to create
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' Read all items as a group
objGrp.SyncRead OPC_DS_DEVICE, Ingltems, IngSvrHandles, _
arrvarValues, IngErrors, varQual

' Check results for each item
For IngLp =1 To Ingltems

' Check quality - if quality is bad, data is invalid
If varQual(IngLp) <> OPC_QUALITY_GOOD Then

' Note reason and offending item name
MsgBox "Bad quality (0x" & Hex(varQual(IngLp)) & _

") for item
Exit For

& stritemNames(IngLp) & "

Else
' Show value on debug console
Debug.Print stritemNames(IngLp) & " =" & _
Format(arrvarValues(IngLp))

' Add to list (first 20 only)
If IngLp <= 20 Then strS = strS & stritemNames(IngLp) & _
" =" & Format(arrvarValues(IngLp)) & vbCrLf

End If ' Quality bad / OK

Next IngLp ' Item to check

' Show results
MsgBox strS, , "ltem values"

' Must clean up object references to release
" memory and resources in the OPC server

' Remove items from group
objGrp.OPCltems.Remove Ingltems, IngSvrHandles, IngErrors

' Release group object to prevent memory/resource leaks
Set objGrp = Nothing

' Remove created group from OPC server

objServer.OPCGroups.Remove strGrpName: strGrpName =
' Clean up array variables

Erase arrvarValues
Erase IngSvrHandles
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Erase IngErrors

End Sub ' TestRead
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A.10 Writing data values to the server

The example below shows how to set the value of an item in the server. Although only one value
is written, an array of values and item handles is used, so that it can easily be adapted to write
multiple items.

Dim varVal() As Variant ' Value to write as a variant
ReDim varVal(1 To 1) ' Must use resizeable arrays
varVal(1) =10 ' Sample value

' Now ready to write the value back to the server

Dim objGrp As OPCGroup ' Group object

Dim objltem As OPCltem ' ltem object

Dim IngSvrHandles() As Long ' Required to remove items

Dim IngErrors() As Long ' Error values

ReDim IngSvrHandles(1 To 1) ' Redimension arrays to right size
ReDim IngErrors(1 To 1) ' (must be resizable arrays)

' Create a group for the items to write
Set objGrp = objServer.OPCGroups.Add("WriteGroup")

' Add object, get reference
Set objltem = objGrp.OPCltems.Addltem(strID, 1)

' Check that item was defined correctly
If objltem Is Nothing Then
' Failed to define item, probably missing
MsgBox "Failed to create server item for item ™ & _
strID & ™ - does it exist?"
Else
' Get server handle, required to remove the item
' from the group later
IngSvrHandles(1) = objltem.ServerHandle

' Write values for all items in this group
objGrp.SyncWrite 1&, IngSvrHandles, varVal, IngErrors

' (N.b. an alternative method to write a single item is:
' objltem.Write varVal(1)

' This is less efficient than a group write for many items)

' Show success
MsgBox "Wrote " & Format(varVal(1)) & " to " & strID

' Release item reference
Set objltem = Nothing

' Remove items from group
objGrp.OPCltems.Remove 1&, IngSvrHandles, IngErrors
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End If ' Not defined / OK

' Release group object to prevent memory/resource leaks
Set objGrp = Nothing

' Remove created group from OPC server
objServer.OPCGroups.Remove "WriteGroup"
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A.11 Disconnecting from an OPC server

To disconnect from an OPC server, first check that the connection is not already disconnected,
then call the ‘Disconnect’ method. After disconnecting, set the server variable to the special
value ‘Nothing’ to ensure that the object is destroyed cleanly. If this is not done, Visual Basic will
not destroy the object, causing memory and resource leaks until the module or program
containing the object is unloaded. It is also recommended that the ‘End’ statement is used in the
last Form_Unload of the program, to make sure every resource used is released.

' Disconnect from the server if not already disconnected
If Not objServer Is Nothing Then

' Close connection if connected

If objServer.ServerState <> OPC_STATE_DISCONNECTED Then
objServer.Disconnect

End If ' Connected

' Clean up OPC server object
Set objServer = Nothing

End If ' OPC server object was created
' Normally used in the Form_Unload event — unload all forms, release

" all memory and terminate the program.
End
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A.12 References

The references below are recommended for further information about using OPC from Visual
Basic, and for information about OPC in general.

. OPC Data Access Automation Specification
. http://www.opcfoundation.org
. http://www.iconics.com/support/free tools.asp
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MX OPC Server

ACT error codes

B.1 Understanding ACT error codes

When there are problems with the communication to an MX device, the statistics window may show a
more detailed error code, as shown in the example screenshot below.

E Statistics
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Statistics window showing error number

This appendix will describe the error codes that may be returned for MX devices

when using the MX Component communications layer. These error codes are

divided into three main types:

HRESULT error codes, which are general failure codes and do not necessarily
indicate a problem with the device — see section B.2

ACT error codes, returned by the communications layer — see section B.3

CPU, module and network board error codes, returned by a particular device —
see section B.4
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B.2 HRESULT error codes

These are general ActiveX errors, which are not necessarily related to the device settings or status.

Value Name Type Description

0x00000000 S _OK Normal Function processing terminated normally.
termination

0x00000001 S_FALSE Normal Function processing (as ActiveX control) terminated normally, but
termination operation (access to PLC) failed.

0x80004003 E_POINTER Abnormal The pointer passed to the function is invalid.
termination

0x80070006 E_HANDLE Abnormal A supplied handle value was invalid.
termination

0x8007000E E_OUTOFMEMORY | Abnormal Memory allocation or object creation failed.
termination

0x80070057 E_INVALIDARG Abnormal An incorrect argument was provided.
termination

0x80070005 E_ACCESSDENIED | Abnormal Insufficient permissions to use the object.
termination

0x8000FFFF E_UNEXPECTED Abnormal An unexpected error occurred.
termination

0x80004005 E_FAIL Abnormal An unspecified error occurred.
termination
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B.3 ACT error codes

These error codes will often help to diagnose connection problems, as they can
show issues such as the wrong parameters being set for the connection.

Error Code: 0x01802002

Error Definition:  Device number error. The device character string number
specified in the method is an unauthorised device number.

Action: Review the device number.

Error Code: 0x01802003
Error Definition:  Program Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802004
Error Definition:  Sumcheck error. The sumcheck value of the received data is
abnormal.

Action:  Check the module side sumcheck setting. Check the sumcheck property
of the control. Check the cable. Exit the program and restart the computer. Reinstall

MX Component.

Error Code: 0x01802005

Error Definition:  Size error. The number of points specified in the method is
unauthorised.

Action:  Check the number of points specified in the method. Review the system,
e.g. PLC CPU, module setting and cable status. Exit the program and restart the
computer. Reinstall MX Component.

Error Code: 0x01802006

Error Definition:  Block number error. The block specifying number in the device
character string specified in the method is unauthorised.

Action: Review the block specifying number in the device character string
specified in the method.

Error Code: 0x01802007
Error Definition:  Receive data error. The data received is abnormal.

Action: Review the system, e.g. PLC CPU, module setting and cable status.
Check the cable. Exit the program and restart the computer.

Error Code: 0x01802008
Error Definition:  Write Protect Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802009
Error Definition:  Reading Parameters error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0180200A
Error Definition: ~ Writing Parameters error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180200B

Error Definition:  PLC type mismatch The CPU type set to the property and the
CPU type set on the communication settings utility do not match the CPU type on
the other end of communication.

Action: Set the correct CPU type as the CPU type of the property. Set the correct
CPU type on the communication settings utility. Review the system, e.g. PLC CPU,
module setting and cable status.

Error Code: 0x0180200C
Error Definition:  Request Cancel Error. The request was cancelled while being
processed.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180200D
Error Definition:  Drive Name Error. The specified drive name is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180200E
Error Definition: Beginning Step Error. The beginning step specified is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180200F
Error Definition:  Parameter Type Error. The parameter type is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802010
Error Definition:  File Name Error. The file name is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802011
Error Definition:  Status Error. The status of Registration/Cancellation/Setting is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802012
Error Definition:  Detailed Condition Field Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x01802013
Error Definition:  Step Condition Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802014
Error Definition:  Bit Device Condition Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802015
Error Definition:  Parameter Settings Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802016

Error Definition:  Error in specifying telephone exchange number. Method does
not support the operations corresponding to the specified telephone exchange
number.

Action: Check the telephone exchange number. Check if the method being
executed is supported or not. Check the system configuration such as PLC, unit,
etc.

Error Code: 0x01802017
Error Definition:  Keyword Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802018
Error Definition:  Read/Write Flag Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802019
Error Definition:  Refresh Method Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180201A
Error Definition:  Buffer Access Method Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180201B
Error Definition:  Start Mode/Stop Mode Error

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f
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Error Code: 0x0180201C

Error Definition:  Written clock data error. Clock data specified for write cannot
be written properly since that data is in error.

Action: Review the clock data to be written.

Error Code: 0x0180201D

Error Definition: Online clock data write error. Write of clock data failed. Clock
data cannot be written since the PLC CPU is in RUN.

Action: Place the PLC CPU in the STOP status.

Error Code: 0x0180201E
Error Definition: ROM drive Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180201F
Error Definition:  While Tracing error. Invalid operation was carried out during
trace.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802020

Error Definition:  First /O number error. The first I/O number specified in the
method is an unauthorised value.

Action:  Check the value of the first /O number specified in the method. Using
the GPP function, check the PLC CPU parameters (/O assignment). Exit the
program and restart the computer.

Error Code: 0x01802021

Error Definition:  First address error. The buffer address specified in the method
is an unauthorised value.

Action: Check the value of the buffer address specified in the method. Exit the
program and restart the computer.

Error Code: 0x01802022
Error Definition:  Pattern Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802023
Error Definition:  SFC Block No. Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802024
Error Definition:  SFC Step No. Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x01802025
Error Definition:  Step No. Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802026
Error Definition:  Data Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802027
Error Definition:  System Data Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802028
Error Definition:  Error in number of TC settings Value

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802029
Error Definition:  Clear Mode Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180202A
Error Definition:  Signal Flow Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180202B
Error Definition:  Version Control Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180202C
Error Definition:  Monitor Not Registered error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180202D
Error Definition: Pl Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180202E
Error Definition: Pl No Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0180202F
Error Definition:  Error in Number of Pls

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802030
Error Definition:  Shift Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802031
Error Definition:  File Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802032
Error Definition:  Specified Unit error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802033
Error Definition:  Error check flag Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802034
Error Definition:  Step RUN operation error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802035
Error Definition:  Step RUN data error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802036
Error Definition:  During Step RUN error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802037
Error Definition:  Write error while running program corresponding to E2PROM

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802038

Error Definition: Clock data read/write error The clock data read/write method
was executed for the PLC CPU which does not have the clock devices.

Action: Do not execute clock data read/write.
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Error Code: 0x01802039
Error Definition:  Trace not completed error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180203A
Error Definition:  Registration Clear Flag Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180203B
Error Definition:  Operation error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180203C
Error Definition:  Error in the number of exchanges

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180203D
Error Definition:  Error in number of loops specified

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180203E
Error Definition:  Retrieve data selection

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180203F
Error Definition:  Error in number of SFC cycles

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802040
Error Definition:  Motion PLC Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802041
Error Definition:  Motion PLC Communication error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802042
Error Definition:  Fixed execution time setting error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x01802043
Error Definition:  Error in number of functions

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802044
Error Definition:  System information specification error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802045
Error Definition:  Registration Condition Not Formed error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802046
Error Definition:  Function No. Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802047
Error Definition:  RAM drive error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802048
Error Definition:  ROM drive error at the booting side

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802049
Error Definition:  Transfer mode specification error at the booting side

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180204A
Error Definition:  Insufficient memory error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180204B
Error Definition:  Back up drive ROM error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0180204C
Error Definition:  Block size error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0180204D
Error Definition:  Detached during RUN state error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180204E
Error Definition:  Unit Already Registered error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0180204F
Error Definition:  Password Registration Data Full error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802050
Error Definition:  Password Not Registered error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802051
Error Definition:  Remote Password Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x01802052
Error Definition:  IP Address Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802053
Error Definition:  Timeout value out of range error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802054
Error Definition:  Command not detected error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802055
Error Definition:  Trace execution type error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01802056
Error Definition:  Version error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x01802057

Error Definition: ~ Tracking cable error. The tracking cable is faulty. The PLC
CPU status is error.

Action: Reexamine the system such as the PLC CPU, module setting and cable
status.

Error Code: 0x0180205C
Error Definition: ~ Keyword protection error PLC is protected by the key word.
Action: Disable the keyword and execute again.

Error Code: 0x0180205D
Error Definition:  Keyword disable error. The inputted keyword is wrong.
Action: Input a correct keyword.

Error Code: 0x0180205E
Error Definition:  Keyword protecting error. PLC did not accept the protecting
command.

Action: Execute again or re-switch the power of the PLC.

Error Code: 0x0180205F

Error Definition: ~ Keyword entry error. An illegal character is included in the
inputted keyword.

Action: Input a correct keyword.

Error Code: 0x01802060
Error Definition:  Keyword deletion error. The inputted keyword is wrong.
Action: Input a correct keyword.

Error Code: 0x01808001

Error Definition: Multiple Open Error. Open method was executed while it was
open

Action: Exit the program and restart the computer. Execute any method other
than Open.

Error Code: 0x01808002

Error Definition: ~ Channel number specifying error. The port number set to the
property and the port number set on the communication settings utility are
unauthorised values.

Action: Set the correct value to the port number of the property. Make
communication settings again on the communication settings utility.

Error Code: 0x01808003
Error Definition:  Driver not yet started. The network board driver is not started.
Action: The network board driver is not started. Start the driver.

Error Code: 0x01808004
Error Definition:  Error in overlap event generation

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x01808005

Error Definition: MUTEX generation error. Creation of MUTEX to exercise
exclusive control failed.

Action: Exit the program and restart the computer. Reinstall MX Component.

Error Code: 0x01808006
Error Definition:  Error in socket object generation. Socket object could not be
created

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01808007
Error Definition:  Socket object generation error. Creation of the Socket object
failed.

Action:  Check for a running application which uses the same port number. Retry
after changing the port number value of the property. Retry after changing the port
number value on the communication settings utility. Make Ethernet board and
protocol settings on the control panel of the OS. Exit the program and restart the
computer.

Error Code: 0x01808008

Error Definition:  Port connection error. Establishment of connection failed. The
other end does not respond.

Action: Review the IP address and port number values of the properties. Review
the port number value on the communication settings utility. Review the system,
e.g. PLC CPU, module setting and cable status. Exit the program and restart the
computer.

Error Code: 0x01808009

Error Definition:  COM port handle error. The handle of the COM port cannot be
acquired. The COM port object cannot be copied. The SOCKET object cannot be
copied.

Action: Check for an application which uses the COM port. Exit the program and
restart the computer.

Error Code: 0x0180800A
Error Definition:  Buffer size setting error. Setting of the COM port buffer size
failed.

Action: Check for an application which uses the COM port. Make COM port
setting on the control panel of the OS. Exit the program and restart the computer.

Error Code: 0x0180800B
Error Definition:  DCB value acquisition error. Acquisition of the COM port DCB
value failed.

Action: Check for an application which uses the COM port. Make COM port
setting on the control panel of the OS. Exit the program and restart the computer.

Error Code: 0x0180800C
Error Definition:  DCB setting error. Setting of the COM port DCB value failed.

Action: Check for an application which uses the COM port. Make COM port
setting on the control panel of the OS. Exit the program and restart the computer.
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Error Code: 0x0180800D
Error Definition:  Time-out value setting error. Setting of the COM port time-out
value failed.

Action: Review the time-out value of the property. Review the time-out value on
the communication settings utility. Check for an application which uses the COM
port. Make COM port setting on the control panel of the OS. Exit the program and
restart the computer.

Error Code: 0x0180800E

Error Definition: ~ Shared memory open error. Open processing of shared
memory failed.

Action:  Check whether the GX Simulator has started. Exit the program and restart the
computer.

Error Code: 0x01808101
Error Definition:  Duplex close error
Action: Exit the program and restart the computer.

Error Code: 0x01808102
Error Definition: ~ Handle close error. Closing of the COM port handle failed.
Action: Exit the program and restart the computer.

Error Code: 0x01808103
Error Definition:  Driver close error. Closing of the driver handle failed.
Action: Exit the program and restart the computer.

Error Code: 0x01808104
Error Definition:  Overlap Event Close Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01808105
Error Definition:  Mutex Handle Close Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01808106
Error Definition:  COM Port Handle Close Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01808201
Error Definition:  Send error Data send failed.

Action: Review the system, e.g. PLC CPU, module setting and cable status.
Make COM port setting on the control panel of the OS. Make Ethernet board and
protocol settings on the control panel. Retry the method. Exit the program and
restart the computer.
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Error Code: 0x01808202
Error Definition:  Send data size error. Data send failed.
Action: Exit the program and restart the computer.

Error Code: 0x01808203
Error Definition:  Queue clear error. Clearing of the COM port queue failed.

Action: Exit the program and restart the computer. Perform Close once and
execute Open again.

Error Code: 0x01808301
Error Definition:  Receive error. Data receive failed.

Action: Review the system, e.g. PLC CPU, module setting and cable status.
Review the time-out value of the property. Review the time-out value on the
communication settings utility. Retry the method. Exit the program and restart the
computer.

Error Code: 0x01808302
Error Definition:  Not Sent error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01808303
Error Definition:  Error in retrieving Overlap Event

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01808304

Error Definition:  Receive buffer size shortage. Receive data was larger than
the receive buffer size prepared for the system.

Action: Exit the program and restart the computer.

Error Code: 0x01808401

Error Definition: ~ Control error. Changing of the COM port communication
control failed.

Action: Exit the program and restart the computer.

Error Code: 0x01808402
Error Definition:  Signal Line Control Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01808403

Error Definition:  Signal line specifying error. Changing of the COM port
communication control failed.

Action: Exit the program and restart the computer.
Error Code: 0x01808404

Error Definition:  Open not yet executed
Action: Execute Open. Exit the program and restart the computer.
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Error Code: 0x01808405

Error Definition:  Communication parameter error. The data bit and stop bit
combination of the properties is unauthorised.

Action: Review the data bit and stop bit values of the properties. Set them again
on the communication settings utility.

Error Code: 0x01808406

Error Definition: Transmission speed value specifying error. The transmission
speed of the property is unauthorised.

Action: Review the transmission speed value of the property. Set it again on the
communication settings utility.

Error Code: 0x01808407
Error Definition: ~ Data length error. The data bit value of the property is
unauthorised.

Action: Review the data bit value of the property. Set it again on the
communication settings utility.

Error Code: 0x01808408
Error Definition:  Parity specifying error. The parity value of the property is
unauthorised.

Action: Review the parity value of the property. Set it again on the
communication settings utility.

Error Code: 0x01808409
Error Definition:  Stop bit specifying error. The stop bit value of the property is
unauthorised.

Action: Review the stop bit value of the property. Set it again on the
communication settings utility.

Error Code: 0x0180840A

Error Definition: ~ Communication control setting error. The control value of the
property is unauthorised.

Action: Review the control value of the property. Set it again on the
communication settings utility.

Error Code: 0x0180840B

Error Definition:  Time-out error. Though the time-out period had elapsed, data
could not be received.

Action: Review the time-out value of the property. Set it again on the
communication settings utility. Review the system, e.g. PLC CPU, module setting
and cable status. Perform Close once and execute Open again. Exit the program
and restart the computer.

Error Code: 0x0180840C
Error Definition: Connect error
Action: Exit the program and restart the computer.

Error Code: 0x0180840D

Error Definition: Duplex connect error
Action: Exit the program and restart the computer.
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Error Code: 0x0180840E
Error Definition:  Attach failure. Attaching of the socket object failed.
Action: Exit the program and restart the computer.

Error Code: 0x0180840F

Error Definition:  Signal line status acquisition failure. Acquisition of the COM
port signal line status failed.

Action: Exit the program and restart the computer.

Error Code: 0x01808410

Error Definition: ~ CD signal line OFF. The CD signal on the other end of
communication is in the OFF status.

Action: Review the system, e.g. PLC CPU, module setting and cable status. Exit
the program and restart the computer.

Error Code: 0x01808411
Error Definition:  Password mismatch error
Action:  Check the remote password of the property.

Error Code: 0x01808412
Error Definition:  TEL Communication Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x01808501
Error Definition: ~ USB driver load error. Loading of the USB driver failed.
Action: Exit the program and restart the computer. Reinstall MX Component.

Error Code: 0x01808502
Error Definition: USB driver connect error. Connection of the USB driver failed.
Action: Exit the program and restart the computer. Reinstall MX Component.

Error Code: 0x01808503
Error Definition:  USB driver send error. Data send failed.

Action: Review the system, e.g. PLC CPU, module setting and cable status.
Make USB setting on the control panel (device manger) of the OS. Retry the
method. Exit the program and restart the computer.

Error Code: 0x01808504
Error Definition:  USB driver receive error. Data receive failed.

Action: Review the system, e.g. PLC CPU, module setting and cable status.
Make USB setting on the control panel (device manger) of the OS. Retry the
method. Exit the program and restart the computer.

Error Code: 0x01808505
Error Definition:  USB Driver Timeout Error

Action: Recheck the timeout value. Exit the program and restart the computer.
Reinstall MX Component. If the problem cannot be solved, contact technical
support.
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Error Code: 0x01808506
Error Definition:  USB driver initialisation error. Initialisation of the USB driver
failed.

Action:  Make USB setting on the control panel (device manger) of the OS. Exit
the program and restart the computer.

Error Code: 0x01808507
Error Definition:  Other USB error. Error related to data send/receive occurred.

Action: Disconnect the cable once, then reconnect. Exit the program and restart
the computer. Reinstall MX Component.

Error Code: 0x02000001

Error Definition:  Points Exceeded error. The number of points registered in the
monitoring server is very high.

Action: Reduce the no. of points registered by the monitor. Exit the program and
restart the computer. Reinstall MX Component. If the problem cannot be solved,
contact technical support.

Error Code: 0x02000002
Error Definition:  Shared memory creation error. Failed in creating shared
memory.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x02000003
Error Definition:  Shared memory access error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x02000004

Error Definition:  Memory Secure error. Failed in securing memory for the
monitoring server.

Action: Close the other applications. Increase the system memory. Exit the
program and restart the computer. Reinstall MX Component. If the problem cannot
be solved, contact technical support.

Error Code: 0x02000005
Error Definition:  Device Not Registered error. Monitor has not been registered

Action: Register the monitor in the monitoring server. Exit the program and
restart the computer. Reinstall MX Component. If the problem cannot be solved,
contact technical support.

Error Code: 0x02000006
Error Definition:  Monitoring Server Startup Error. Monitoring Server is not
started.

Action: Start the Monitoring Server. Exit the program and restart the computer.
Reinstall MX Component. If the problem cannot be solved, contact technical
support.
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Error Code: 0x02000010
Error Definition:  Yet to retrieve Device Value error. Monitoring is not yet
completed

Action:  Try to retrieve the value again after waiting for a fixed amount of time.
Exit the program and restart the computer. Reinstall MX Component. If the problem
cannot be solved, contact technical support.

Error Code: 0x03000001
Error Definition:  Command not Supported. Command is not supported.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03000002
Error Definition:  Memory Lock Error Failed while locking memory.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03000003
Error Definition:  Error Securing Memory. Failed in securing the memory.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03000004
Error Definition:  DLL read error. Failed in reading DLL.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03000005
Error Definition:  Error in securing Resources. Failed in securing the resources.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03010001
Error Definition:  File Creation Error. Failed in creating the file.

Action: Check if there is enough space on the hard disk. Exit the program and
restart the computer. Reinstall MX Component. If the problem cannot be solved,
contact technical support.

Error Code: 0x03010002
Error Definition:  File Open Error. Failed to open the file.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03010003
Error Definition:  Buffer Size Error. The buffer size specified is either incorrect or
not enough.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x03010004
Error Definition:  SIL Sentence formation error. SIL sentence formation is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03010005
Error Definition:  Filename Error. The specified filename is too long.

Action: Specify a shorter filename. Exit the program and restart the computer.
Reinstall MX Component. If the problem cannot be solved, contact technical
support.

Error Code: 0x03010006
Error Definition:  File does not exist error. The specified file does not exist.

Action: Check the filename. Check if the file exists or not. Exit the program and
restart the computer. Reinstall MX Component. If the problem cannot be solved,
contact technical support.

Error Code: 0x03010007
Error Definition:  File Structure Error. The data structure in the specified file is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03010008
Error Definition:  File already exists error. The specified file already exists.

Action: Check the filename. Exit the program and restart the computer. Reinstall
MX Component. If the problem cannot be solved, contact technical support.

Error Code: 0x03010009
Error Definition:  File does not exist error. The specified file does not exist.

Action:  Check the filename. Exit the program and restart the computer. Reinstall
MX Component. If the problem cannot be solved, contact technical support.

Error Code: 0x0301000A
Error Definition:  File Deletion Error. The specified file could not be deleted.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0301000B
Error Definition:  Multiple Open Error. The specified project has been opened
twice.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0301000C
Error Definition:  Filename Error. The specified filename is incorrect.

Action:  Check the filename. Exit the program and restart the computer. Reinstall
MX Component. If the problem cannot be solved, contact technical support.
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Error Code: 0x0301000D
Error Definition:  File Read Error. Failed in reading the file.

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0301000E
Error Definition:  File Write Error. Failed in writing the file.

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0301000F
Error Definition:  File Seek Error. File seek failed.

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x03010010
Error Definition:  File Close Error. Failed while closing the file.

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x03010011
Error Definition:  Folder Creation Error. Failed while creating the folder.

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x03010012
Error Definition:  File Copy Error. Failed while copying the file.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03010013
Error Definition:  Project Path Error. The length of the project path is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03010014
Error Definition:  Project Type Error. The project type is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03010015
Error Definition:  File Type Error. The file type is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03010016
Error Definition:  Sub-File Type Error. The sub-file type is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x03010017
Error Definition: Insufficient Disk space error. The disk space is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020002
Error Definition:  Multiple Open Error. Tried to open DBProduct more than once.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020003
Error Definition:  Not Opened error. DBProduct is not opened.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020004
Error Definition:  Extract Error. DBProduct is not extracted.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020010
Error Definition:  Parameter Error. The parameters of DBProduct are incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020011
Error Definition:  Language Error. The language parameter is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020012
Error Definition:  Error in specifying Maker. The maker parameter is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020013
Error Definition:  Error in specifying Unit. The unit parameter is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020014
Error Definition: SQL Parameter Error SIL, SQL Parameter of DBProduct is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020015
Error Definition:  SIL Sentence formation error. SIL sentence formation is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x03020016
Error Definition:  Field Key Input Error. The field key entered is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020050

Error Definition:  Record Data Construction Error. Failed in reconstructing the
record data of DBProduct.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020060

Error Definition:  Error Retrieving Record Data. Failed while retrieving
DBProduct record data.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03020061

Error Definition:  Last Record error. Cannot retrieve the next record since the
current record is the last record.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0000
Error Definition: Initialization error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x03FF0001
Error Definition:  Not Initialized error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x03FF0002
Error Definition:  Multiple Initialization error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x03FF0003
Error Definition:  Workspace Initialization Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x03FF0004
Error Definition:  Database Initialization Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.
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Error Code: 0x03FF0005
Error Definition:  Recordset Initialization Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0006
Error Definition:  Error Closing Database

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0007
Error Definition:  Error Closing Recordset

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0008
Error Definition:  Database Not Opened error. Database is not opened.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0009
Error Definition:  Recordset Not Opened error. Recordset is not opened.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FFO00A
Error Definition:  Table Initialization Error. Failed in initializing Ttablelnformation
table

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF000B
Error Definition:  Table Initialization Error. Failed in initializing Tfieldinformation
table

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF000C

Error Definition:  Table Initialization Error. Failed in initializing
Trelationlnformation table

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF000D
Error Definition:  Table Initialization Error. Failed in initializing Tlanguage table

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x03FFO00E
Error Definition:  Table Initialization Error. Failed in initializing Tmaker table

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FFO00F
Error Definition:  Table Initialization Error. Failed in initializing TOpenDatabase
table

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0010
Error Definition:  Field Value Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0011
Error Definition:  Field Value Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0012
Error Definition:  Exit Error. Failed to exit the database.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0100
Error Definition:  Moving Record error. Failed while moving the record.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0101
Error Definition:  Retreiving Record Count Error. Failed to retrieve the record
count.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0110
Error Definition:  Retreiving Field Value Error. Failed in retrieving the field value.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x03FF0111
Error Definition:  Setting Field Value Error. Failed in setting the field value.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: Ox03FFFFFF
Error Definition:  Other Errors

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04000001

Error Definition:  No command error. The specified CPU type cannot be used to
perform processing.

Action: Check the CPU type set to ActCpuType. Check whether the system
configuration is supported or not. Exist the program and restart the computer.
Reinstall MX Component.

Error Code: 0x04000002
Error Definition:  Memory lock error. Failed in locking memory.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04000003
Error Definition:  Securing Memory Error. Failed in securing the memory.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04000004
Error Definition: Internal server DLL load error. Start of the internal server
failed.

Action: Check for the deleted or moved installation file of MX Component. Exit
the program and restart the computer. Reinstall MX Component.

Error Code: 0x04000005
Error Definition:  Securing Resources Error. Failed in securing the resources.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04000006
Error Definition:  Error Loading Main Object. Failed in reading the file.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04000007
Error Definition:  Error Loading Conversion Table. Failed in reading table data.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04000100
Error Definition:  Incorrect Intermediate Code Size error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04010001

Error Definition: Intermediate  Code Not Converted error. The converted
machine code for one command is more than 256 bytes.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04010002

Error Definition:  Intermediate Code Completion Error. Intermediate code area
of the code to be converted ended abruptly.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04010003

Error Definition:  Insufficient Intermediate Code error. The intermediate code of
the code to be converted was insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04010004

Error Definition: Intermediate Code Data Error. The intermediate code to be
converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04010005

Error Definition:  Intermediate Code Structure Error. The number of steps in the
intermediate code is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04010006

Error Definition:  Error in Number of Steps. The number of steps in comment
intermediate code is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04010007

Error Definition:  Insufficient Storage Space for Machine Code error. The
storage space for machine code is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04010008

Error Definition:  Other Errors (Other errors generated during the conversion of
Intermediate code to machine code.)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04011001

Error Definition: Machine Code Not Converted error. The converted
intermediate code for one command is more than 256 bytes.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04011002

Error Definition: Machine Code Completion Error. The machine code area to
be converted ended abruptly.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04011003

Error Definition:  Abnormal Machine Code. Could not convert since the machine
code to be converted was abnormal.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04011004

Error Definition:  Insufficient Storage Space for Intermediate Code error. The
storage area for intermediate code is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04011005

Error Definition: ~ Other Errors. Other errors generated while converting machine
code to Intermediate code.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04020001

Error Definition: Text Code Not Converted error. The converted intermediate
code for one command is more than 256 bytes.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04020002
Error Definition:  No Input error. The input list code is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04020003

Error Definition: Command Error. The command name of list code to be
converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04020004
Error Definition: Device Error. The device name of list code to be converted is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04020005

Error Definition:  Device Number Error. The device number of the list code to be
converted is out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04020006

Error Definition: Conversion Error. The list code to be converted conversion
could not be identified.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04020007
Error Definition:  Text Data Error. The list code to be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04020008

Error Definition:  Error in SFC Operation Output. The output command of SFC
operation is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04020009
Error Definition:  SFC Shift Condition Error. SFC shift condition command is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0402000A

Error Definition:  Error in Statements between lines. The statements entered
between lines are incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0402000B
Error Definition:  P.| Statement Error. The P.I statement entered is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0402000C
Error Definition:  Note Error. The Note entered is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0402000D
Error Definition:  Comment Error. The comment entered is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0402000E

Error Definition:  Other Errors (Other errors generated during the conversion of
list to Intermediate code)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04021001

Error Definition:  Intermediate Code Not Converted error. The converted list
code for one command has exceeded 256 bytes.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04021002

Error Definition: Intermediate Code Area Full error. Intermediate code area to
be converted is full.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04021003

Error Definition:  Command Error. The command specified by the intermediate
code to be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04021004

Error Definition:  Device Error. The device specified in the intermediate code to
be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04021005

Error Definition:  Intermediate Code Error. The structure of intermediate code to
be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04021006

Error Definition:  Insufficient List Storage Space error. The space for storing the
converted list code is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04021007

Error Definition:  Other Errors (Other errors generated during the conversion of
intermediate code to list)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04030001

Error Definition:  Not Converted error. The storage space for converted
intermediate code is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04030002

Error Definition: ~ Bad Circuit Creation error. The character memory circuit is not
completed in a sequence.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04030003
Error Definition:  Specified Circuit Size Exceeded. Specified circuit size is too
big.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04030004

Error Definition:  Incorrect Return Circuit error. There is no consistency before
and after the return circuit. The setting for the return circuit is too high.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04030005

Error Definition:  Other Errors (Other errors generated while converting from
Character Memory to Intermediate Code)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04031001

Error Definition:  Not Converted error. The size (vertical/horizontal) of the
character memory specified is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04031002

Error Definition:  Abnormal Command Code error. The command intermediate
code to be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04031003

Error Definition:  Bad Circuit Creation error. Could not be converted to
Sequence Circuit. There is no END command.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04031004
Error Definition:  Specified Circuit Size exceeded error. Specified circuit size is
too big.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04031005
Error Definition:  Fatal Error. Fatal Error has occured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04031006

Error Definition:  Insufficient number of storage blocks error. The space to store
the converted character memory circuit blocks is not sufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04031007
Error Definition:  Circuit Block Search Error. Data is broken off in the circuit
block.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04031008

Error Definition:  Other Errors (Other errors generated during the conversion of
intermediate code to character memory)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040001

Error Definition:  CAD Data Error. There is no CAD data to be converted. The
CAD data format is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040002

Error Definition: Output Data Error. The input CAD data type and the output
CAD data type are not matching.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040003
Error Definition:  Library Load Error. Failed to load the library.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040004

Error Definition:  Storage Space Secure Error. The space secured to store the
converted data is not sufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040005

Error Definition: No END Command error. There is no END command in the
CAD data to be converted.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040006

Error Definition:  Abnormal Command Code. There is abnormal command code
in the CAD data to be converted.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040007
Error Definition:  Device No. Error. The device number is out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040008
Error Definition:  Step No. Error. The step number is out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04040009
Error Definition:  The specified circuit size exceeded error. 1 circuit block is too
big.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404000A
Error Definition:  Return Circuit Error. The return circuit is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404000B
Error Definition:  Bad Circuit Creation error. The circuit data is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404000C
Error Definition:  SFC Data Error. The SFC data to be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404000D
Error Definition:  List Data Error. The list data to be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404000E
Error Definition: Comment Data Error. The comment data to be converted is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404000F
Error Definition:  Statement Error. The statement data to be converted is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04040010

Error Definition:  Other Errors (Other errors generated during the conversion of
CAD code to Intermediate code.)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041001

Error Definition:  Intermediate Code Data Error. There is no intermediate code
to be converted. The format of the intermediate code is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04041002

Error Definition: ~ CAD Data Type Error. The input CAD data type and the output
CAD data type are not matching.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041003
Error Definition:  Library Error. Failed to load the library.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041004
Error Definition: Insufficient Input Data error. Data to be converted is
insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041005

Error Definition:  Insufficient Storage Space error. There is not enough space to
store the CAD data to be converted.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041006

Error Definition: No END Command error. There is no END command in the
CAD data to be converted.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041007

Error Definition:  Abnormal Command Code. There is abnormal command code
in the CAD data to be converted.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041008
Error Definition:  Device No. Error. The device number is out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041009
Error Definition:  Step No. Error. The step number is out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404100A
Error Definition:  The specified circuit size exceeded error. 1 circuit block is too
big.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0404100B
Error Definition:  Return Circuit Error. The return circuit is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404100C
Error Definition:  Bad Circuit Creation error. The circuit data is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404100D
Error Definition:  SFC Data Error. The SFC data to be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404100E
Error Definition: List Data Error. The list data to be converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0404100F
Error Definition: Comment Data Error. The comment data to be converted is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041010
Error Definition:  Statement Error. The statement data to be converted is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04041011

Error Definition: ~ Other Errors (Other errors generated during the conversion of
Intermediate code to CAD code.)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040A0001

Error Definition:  Insufficient Intermediate Code Storage Space. The space to
store the data after conversion is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040A0002
Error Definition:  The space to store addition SFC information is not sufficient

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x040A0003
Error Definition:  Conversion Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040A0004
Error Definition:  Non-SFC Program Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040A1001
Error Definition:  Step Not Used / No Output error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040A1002
Error Definition:  Step No out of range error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040A1003
Error Definition:  Step Not Used / No Output error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040A1004
Error Definition:  Transition No out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040A1005
Error Definition:  Maximum Number Exceeded error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040A1006
Error Definition:  Microcontroller Program space Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040A1007
Error Definition:  Non-SFC Program Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x040B0001

Error Definition:  Insufficient Intermediate Code Storage Space. The space to
store the data after conversion is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x040B0002
Error Definition:  Conversion Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1001
Error Definition:  Failed in creating Step Start position table

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1002
Error Definition:  Error Reading Step Information

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1003
Error Definition:  Step No. Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1004

Error Definition:  Failed in reading the output of operation/Transition condition
intermediate code error.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1005
Error Definition:  Securing Internal Work Area Failed error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1006
Error Definition:  Error in setting the maximum value of X direction for character
memory

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1007
Error Definition:  Insufficient Internal Work Area error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1008
Error Definition:  Stack Overflow, Abnormal Character Memory

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x040B1009
Error Definition:  Insufficient No of Storage Blocks error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x040B100A
Error Definition:  Non-SFC Program Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04050001

Error Definition:  Abnormal Character String Specified error. Device character
string specified is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04050002
Error Definition:  Device Points Error. Device points are out of range

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04050003

Error Definition:  Other Errors (The errors generated during the conversion of
the Device Character String to Device Intermediate Code)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04051001

Error Definition:  Device Name Error. The classification specified for the device
intermediate code is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04051002

Error Definition:  Device Name Error. The classification specified for the
extended specification device intermediate code is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04051003

Error Definition:  Other Errors (The errors generated during the conversion of
the Device Intermediate Code to Device Character String)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04052001

Error Definition:  Abnormal Character String Specified error. Device character
string specified is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04052002
Error Definition:  Device Points Error. Device points are out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04052003

Error Definition: ~ Other Errors (The errors generated during the conversion of
the Device Character String to Device Representation Code)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04053001

Error Definition:  Device Representation Error. The classification specified for
the device intermediate code is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04053002

Error Definition: Device Representation Error. The classification specified for
the extended specification device intermediate code is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04053003

Error Definition:  Device Representation Error. The rectification part specified
for the device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04053004

Error Definition:  Device Representation Error. The rectification part specified
for the extended device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04053005

Error Definition:  Other Errors (The errors generated during the conversion of
the Device Representation Code to Device Character String)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04064001

Error Definition:  Abnormal Device Intermediate Code error. The intermediate
code for the device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04064002

Error Definition: ~ Other Errors (Other errors generated during the conversion of
the Intermediate code for the Device to Device Name)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04065001

Error Definition: ~ Abnormal Device Name error. The classification specified for
the intermediate code of the device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04065002

Error Definition:  Abnormal Device Name error. The classification for the
intermediate code of the extended specification device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04065003

Error Definition:  Other Errors (Other errors generated during the conversion of
the device name to Intermediate code)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04066001

Error Definition: Device Intermediate Code Error. The intermediate code for the
device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04066002

Error Definition:  Other Errors (Other errors generated during the conversion of
the device intermediate code to device representation code.)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04067001

Error Definition: ~ Device Representation Error. The classification specified for
the intermediate code of the device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04067002

Error Definition: Device Representation Error. The classification for the
intermediate code of the extended specification device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04067003

Error Definition:  Device Representation Error. The rectification part specified
for the device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04067004

Error Definition:  Device Representation Error. The rectification part specified
for the extended device is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04067005

Error Definition:  Other Errors (Other errors generated during the conversion of
device representation code to the device intermediate code)

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04070001

Error Definition:  Common Data Conversion Error. The input data of the device
comment conversion is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04070002
Error Definition: Insufficient Common Data. The data to be converted is
insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04070003

Error Definition:  Insufficient Storage Area. The area where the conversion data
is stored is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04071001

Error Definition:  Error in PLC Data Conversion. The input data of the device
comment conversion is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04071002
Error Definition: Insufficient PLC Data error. The data to be converted is
insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04071003

Error Definition:  Insufficient Storage Area. The area where the conversion data
is stored is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04072001
Error Definition:  Open Error. Failed in creating conversion object

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04072002
Error Definition:  PLC Type Error. The specified PLC type does not exist.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04072003
Error Definition:  Not Converted error. Converted object does not exist

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04072004
Error Definition:  Input Data Error. The input data is incorrect

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04073001
Error Definition:  Program Common Data Conversion Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04073002
Error Definition:  Program Common Data Conversion Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04073101
Error Definition:  Program PLC Data Conversion Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04074001
Error Definition:  Common Data Parameter Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04074002

Error Definition:  Network Parameter Common Data Error. The parameter block
exists, but the data inside is not set.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074101
Error Definition:  Parameter PLC Data Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074102

Error Definition:  Network Parameter PLC Data Error. The parameter block
exists, but the data inside is not set.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074103
Error Definition:  Offset Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04074201

Error Definition:  Error in Specifying Network Type. The PLC specified does not
support the network type.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074202

Error Definition: ~ Parameter Block Number Error. The Block corresponding to
the parameter block number specified does not exist.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074203

Error Definition: Parameter Block Content Error. It is different from the content
supported by the specified.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074204

Error Definition:  Parameter Block Information Error. The specified block
number does not exist.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074205

Error Definition:  Default Parameter Block is Abnormal. The specified block
number does not exist.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074301
Error Definition:  Error in Conversion of the Common Parameter Block

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074302

Error Definition:  Error in Common Parameter Block No. 1001. The value of the
RUN-PAUSE settings existence flag is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074303
Error Definition:  Error in Common Parameter Block No. 1003

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074304
Error Definition:  Error in Common Parameter Block No. 1008

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04074305
Error Definition:  Error in Common Parameter Block No. 1100

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074306

Error Definition:  Error in Common Parameter Block No. 2001 The device
intermediate code specified does not exist.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074307
Error Definition:  Error in Common Parameter Block No. 3000

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074308
Error Definition:  Error in Common Parameter Block No. 3002

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074309

Error Definition:  Error in Common Parameter Block No. 3004. The settings for
the annunciator display mode is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407430A

Error Definition:  Error in Common Parameter Block No. 4000. 1/O Allotment
Data is not created.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407430B

Error Definition:  Error in Common Parameter Block No. 5000. The specified
network is not supported.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407430C

Error Definition:  Error in Common Parameter Block No. 5001. Valid unit No is
not set while accessing other exchange.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407430D
Error Definition:  Error in Common Parameter Block No. 5002

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0407430E
Error Definition:  Error in Common Parameter Block No. 5003

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x0407430F
Error Definition:  Error in Common Parameter Block No. 5NMO

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04074310
Error Definition:  Error in Common Parameter Block No. 5NM1

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04074311
Error Definition:  Error in Common Parameter Block No. 5NM2

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04074312
Error Definition:  Error in Common Parameter Block No. 5NM3

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04074313
Error Definition:  Error in Common Parameter Block No. 6000

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x04074314

Error Definition:  Error in Common Parameter Block No. FF18. Link parameter
Capacity is not set.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074315

Error Definition:  Error in Common Parameter Block No. FF25. Calculation
circuit check is not set.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074316

Error Definition:  Error in Common Parameter Block No. FF30. Sampling Trace
Data is not created.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04074317

Error Definition:  Error in Common Parameter Block No. FF31. Status latch
data is not created.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074318

Error Definition: Error in Common Parameter Block No. FF42. Timer
processing points are not set.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074319

Error Definition:  Error in Common Parameter Block No. FF30. Setting value
device for specified extended timer does not exist.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407431A
Error Definition:  Error in Common Parameter Block No. FF44

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407431B
Error Definition:  Error in Common Parameter Block No. FF45

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407431C

Error Definition:  Error in Common Parameter Block No. FF60. Terminal
Settings are not set.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407431D

Error Definition:  Error in Common Parameter Block No. FF70. User Release
area is not set.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074401
Error Definition:  Error in Conversion of PLC Parameter Block

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074402
Error Definition:  Error in PLC Parameter Block No.1001

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04074403
Error Definition:  Error in PLC Parameter Block No.1003

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074404
Error Definition:  Error in PLC Parameter Block No.1008

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074405
Error Definition:  Error in PLC Parameter Block No.1100

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074406
Error Definition:  Error in PLC Parameter Block No.2001

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074407
Error Definition:  Error in PLC Parameter Block No.3000

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074408
Error Definition:  Error in PLC Parameter Block No.3002

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074409
Error Definition:  Error in PLC Parameter Block No.3004

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407440A
Error Definition:  Error in PLC Parameter Block No.4000

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407440B

Error Definition:  Error in PLC Parameter Block No.5000. The specified network
type is not supported.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407440C
Error Definition:  Error in PLC Parameter Block No.5001

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0407440D
Error Definition:  Error in PLC Parameter Block No.5002

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407440E
Error Definition:  Error in PLC Parameter Block No.5003

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407440F

Error Definition:  Error in PLC Parameter Block No. 5NMO0. The specified
network type is not supported.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074410
Error Definition:  Error in PLC Parameter Block No. 5NM1

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074411

Error Definition:  Error in PLC Parameter Block No. 5NM2. The specified
network type is not supported.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04074412
Error Definition:  Error in PLC Parameter Block No. 5SNM3

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074413
Error Definition:  Error in PLC Parameter Block No. 6000

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074414
Error Definition:  Error in PLC Parameter Block No. FF18

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074415
Error Definition:  Error in PLC Parameter Block No. FF25

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074416
Error Definition:  Error in PLC Parameter Block No. FF30

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f
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Error Code: 0x04074417
Error Definition:  Error in PLC Parameter Block No. FF31

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074418
Error Definition:  Error in PLC Parameter Block No. FF42

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x04074419
Error Definition:  Error in PLC Parameter Block No. FF43

Action: Exit the program and restart the computer. Reinstall MX Component.
the problem cannot be solved, contact technical support.

f

Error Code: 0x0407441A
Error Definition:  Error in PLC Parameter Block No. FF44

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407441B
Error Definition:  Error in PLC Parameter Block No. FF45

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407441C
Error Definition:  Error in PLC Parameter Block No. FF60

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407441D
Error Definition:  Error in PLC Parameter Block No. FF70

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04075001

Error Definition:  Common Data Conversion Error. Failed while converting the
device memory settings portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04075002

Error Definition:  Common Data Conversion Error. Failed while converting the
device memory data portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04075003
Error Definition:  Common Data Conversion Error. Device memory data portion
did not exist.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04075101

Error Definition: PLC Data Conversion Error. Failed while converting the
settings portion of the device memory.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04075102

Error Definition: ~ PLC Data Conversion Error. Failed while converting the data
portion of the device memory.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04076001

Error Definition: ~ Common Data Conversion Error. Failed while converting the
settings portion of the device comments.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04076002

Error Definition:  Common Data Conversion Error. Failed while converting the
data portion of the device comments.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04076101

Error Definition:  PLC Data Conversion Error. Failed while converting the
settings portion of the device comments.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04076102

Error Definition:  PLC Data Conversion Error. Failed while converting the
settings portion of the device comments.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04077001

Error Definition:  Common Data Conversion Error. Failed during the conversion
of sampling trace settings portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04077002

Error Definition: ~ Common Data Conversion Error. Failed during the conversion
of sampling trace data portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04077101

Error Definition:  PLC Data Conversion Error. Failed during the conversion of
sampling trace settings portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04077102

Error Definition:  PLC Data Conversion Error. Failed during the conversion of
sampling trace data portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04078001

Error Definition: Common Data Conversion Error. Failed in the conversion of
the status latch settings portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04078002

Error Definition: Common Data Conversion Error. Failed in the conversion of
the status latch data portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04078101

Error Definition:  PLC Data Conversion Error. Failed in the conversion of the
status latch settings portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04078102

Error Definition:  PLC Data Conversion Error. Failed in the conversion of the
status latch data portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04079101
Error Definition:  Failure history PLC Data Conversion error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407A101
Error Definition:  File List PLC Data Conversion Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407B101
Error Definition:  Error Information PLC Data Conversion Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0407C001

Error Definition:  Error in Conversion of Indirect Address to Device Name. The
device name storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C002

Error Definition:  Error in Conversion of Device Name to Indirect Address.
Indirect Address storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C003

Error Definition:  Error in Conversion of Indirect Address to Device
Representation. The device representation storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C004

Error Definition:  Error in Conversion of Device Representation to Indirect
Address. Indirect Address storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C005

Error Definition:  Error in Conversion of Indirect Address to Device Character
String. Device Character String storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C006

Error Definition:  Error in Conversion of Device Character String to Indirect
Address. Indirect Address storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C007

Error Definition:  Error in Conversion of Intermediate Code to Device Name.
Device Name storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C008

Error Definition:  Error in Conversion of Device Name to Intermediate Code.
Intermediate Code storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C009

Error Definition:  Error in Conversion of Intermediate Code to Device
representation. Device Representation storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0407CO00A

Error Definition:  Error in Conversion of Device Representation to Intermediate
Code. Intermediate Code storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C00B

Error Definition:  Error in Conversion of Intermediate Code to Indirect Address.
Indirect Address storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C00C

Error Definition:  Error in Conversion of Indirect Address to Intermediate Code.
Intermediate Code storage area is not secured.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C00D
Error Definition:  PLC Type Error The specified PLC type is not supported.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C00E
Error Definition:  Device Character String Error. The specified device is not
supported.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407CO0F

Error Definition:  Device Character String Error. The specified device character
string, type is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C010

Error Definition:  Device Error. The specified device is not supported by the
specified PLC

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407CO011
Error Definition:  PLC Type Error. The specified PLC is not supported.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407C012

Error Definition:  Device out of Range Error. For AnA system, a device out of
AnA system range was specified.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x0407D001

Error Definition:  Common Data Conversion Error. Error in Conversion of SFC
trace condition settings portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407D002

Error Definition: Common Data Conversion Error. Error in Conversion of SFC
trace condition data portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407D101

Error Definition:  PLC Data Conversion Error. Error in Conversion of SFC trace
condition settings portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x0407D102

Error Definition:  PLC Data Conversion Error. Error in Conversion of SFC trace
condition data portion.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04080001

Error Definition:  Intermediate Code classification out of range error. The
intermediate code classification specified is out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04080002

Error Definition:  Extended specification Intermediate Code classification out of
range error. The extended specification intermediate code specified is out of range.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04080003

Error Definition:  Device Points check absent error. The device does not check
the device points.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04090001

Error Definition: ~ GPP Project Error. The specified PLC type and GPP project
type are not matching.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x04090002

Error Definition:  File Type Error. The specified GPP project type and file type
are not matching.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04090010

Error Definition:  Insufficient GPP Data to be converted. There is no data to be
converted. The data size specified is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04090011

Error Definition:  Insufficient Storage Space for Converted Data. The space for
storing converted data is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04090012

Error Definition:  Error in GPP Data to be converted. The GPP data to be
converted is incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04090110

Error Definition: Insufficient Data to be converted error. There is no data to be
converted. The data size specified is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04090111

Error Definition:  Insufficient Storage Space for Converted Data error. The
storage space for converted data is insufficient.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x04090112
Error Definition:  Error in data to be converted. The data to be converted is
incorrect.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: Ox04FFFFFF
Error Definition: ~ Other Errors

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000001
Error Definition:  No Command error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x10000002
Error Definition:  Start of communication DLL of MX Component failed.
Action: Exit the program and restart the computer. Reinstall MX Component.

Error Code: 0x10000003
Error Definition:  Open failed. (DiskDrive)
Action: Exit the program and restart the computer. Reinstall MX Component.

Error Code: 0x10000004
Error Definition:  Duplex open error
Action: Exit the program and restart the computer.

Error Code: 0x10000005

Error Definition:  File Access Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000006

Error Definition:  Incorrect Folder Name error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000007

Error Definition:  File Access Denied error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000008

Error Definition:  Disk Full Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000009

Error Definition:  File Delete Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x1000000A

Error Definition:  Incorrect File Name error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x1000000C

Error Definition:  Execution failed since another application or thread is making
a request.

Action: Execute again after some time. Perform programming according to the
multithread rules of COM and ActiveX. Exit the program and restart the computer.
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Error Code: 0x1000000D

Error Definition:  Folder Creation Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x1000000E

Error Definition:  Folder/ File Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x1000000F

Error Definition:  Offset Address Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000010

Error Definition:  Request Cancel. Cancel Process has occurred.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000011

Error Definition:  Memory securing error

Action: Exit the program and restart the computer. Reinstall MX Component.
Error Code: 0x10000012

Error Definition: ~ Open not yet executed

Action: Exit the program and restart the computer.

Error Code: 0x10000013

Error Definition:  Attach Not Executed error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000014
Error Definition:  Object Invalid error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000015
Error Definition:  Request Cancel Failed error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000016
Error Definition:  Failed in Reading Status error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Mitsubishi Electric B-58



MX OPC Server ACT error codes

Error Code: 0x10000017
Error Definition: ~ The specified size (number of devices) is unauthorised.

Action: Check the number of points specified in the method. Exit the program
and restart the computer.

Error Code: 0x10000018
Error Definition: There is no registered device.
Action: Exit the program and restart the computer.

Error Code: 0x10000019
Error Definition:  Dataset Not Executed

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x1000001A
Error Definition: Read Not Executed error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x1000001B
Error Definition:  Incorrect Create Flag error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x1000001C
Error Definition:  Operation Over Access

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x1000001D
Error Definition:  Redundant Device error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x1000001E
Error Definition:  Registry search failed.

Action: Exit the program and restart the computer. Exit other programs and
secure free memory area. Reinstall MX Component.

Error Code: 0x1000001F
Error Definition:  File Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000020
Error Definition:  Device Memory Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x10000021
Error Definition:  Program Range Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000022
Error Definition:  TEL Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000023
Error Definition:  TEL Access Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000024
Error Definition:  Cancel Flag Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000030
Error Definition:  Multiple Device Registration Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000031
Error Definition:  Device Not Registered error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000032
Error Definition:  Specified device error

Action: Review the specified device data. Exit the program and restart the
computer. Exit other programs and secure free memory area.

Error Code: 0x10000033
Error Definition:  Specified device range error

Action: Review the specified device data. Exit the program and restart the
computer. Exit other programs and secure free memory area.

Error Code: 0x10000034
Error Definition:  File Write Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000040
Error Definition:  Server start failed.

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x10000041
Error Definition:  Server Stop Error. Failed while stopping the server

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000042
Error Definition:  Server Started Twice error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000043
Error Definition:  Server Not Started error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000044
Error Definition:  Resource Timeout Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000045
Error Definition:  Server Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If

the problem cannot be solved, contact technical support.

Error Code: 0x10000046
Error Definition:  Failed to Access Server error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000047
Error Definition:  Server Already Accessed error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000048
Error Definition:  Failed in Simulator Startup

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x10000049
Error Definition:  Failed in exiting Simulator

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x1000004A
Error Definition:  Simulator Not Started error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.
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Error Code: 0x1000004B
Error Definition:  Simulator Type Error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x1000004C
Error Definition:  Simulator Not Supported error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x1000004D
Error Definition:  Simulator Started Twice error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0x1000004E
Error Definition:  Shared Memory Not Started error

Action: Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0xF0000001
Error Definition: ~ No-license error. The license is not given to the IBM-PC/AT
compatible.

Action: Using the license FD, give the license to the IBM-PC/AT compatible.

Error Code: 0xF0000002

Error Definition: ~ Set data read error. Reading of the set data of the logical
station number failed.

Action: Specify the correct logical station number. Set the logical station number
on the communication settings utility.

Error Code: 0xF0000003

Error Definition:  Already open error. The Open method was executed in the
open status.

Action: When changing the communication target CPU, execute the Open
method after performing Close.

Error Code: 0xF0000004
Error Definition: ~ Not yet open error. The Open method is not yet executed.
Action: After executing the Open method, execute the corresponding method.

Error Code: 0xF0000005

Error Definition:  Initialisation error. Initialisation of the object possessed
internally in MX Component failed.

Action: Exit the program and restart the computer. Reinstall MX Component.

Error Code: 0xF0000006

Error Definition: Memory securing error. Securing of MX Component internal
memory failed.

Action: Exit the program and restart the computer. Exit other programs and
secure free memory area.
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Error Code: 0xF0000007
Error Definition:  Function non-support error. The method does not support.
Action:  Can not use because the corresponding method is not supported.

Error Code: 0xF1000001

Error Definition:  Character code conversion error. Character code conversion
(UNICODE ASCII code or ASCII code UNICODE) failed.

Action:  Check the character string specified in the method. The ASCII character
string acquired from the PLC CPU is abnormal. Review the system, e.g. PLC CPU,
module setting and cable status. Exit the program and restart the computer. Retry
the GetCpuType method.

Error Code: 0xF1000002

Error Definition:  First I/O number error. The first /O number specified is an
unauthorised value. A matching first I/O number does not exist.

Action: Check the value of the first /O number specified in the method. Using
the GPP function, check the PLC CPU parameters (I/O assignment).

Error Code: 0xF1000003

Error Definition:  Buffer address error. The buffer address specified is an
unauthorised value. The buffer address is outside the range.

Action: Check the value of the buffer address specified in the method.

Error Code: 0xF1000004

Error Definition:  Buffer read size error. As a result of buffer read, the specified
size could not be acquired.

Action: Perform reopen processing. Review the system, e.g. PLC CPU, module
setting and cable status. Retry. Exit the program.

Error Code: 0xF1000005

Error Definition:  Size error. The size specified in the read/write method is
abnormal. The read/write first number plus size exceeds the device or buffer area.

Action: Check the size specified in the method.

Error Code: 0xF1000006

Error Definition: Operation error. The operation specified for remote operation
is an abnormal value.

Action: Check the operation specifying value specified in the method.

Error Code: 0xF1000007
Error Definition:  Clock data error. The clock data is abnormal.

Action: Check the clock data specified in the method. Set the correct clock data
to the clock data of the PLC CPU.

Error Code: 0xF1000008

Error Definition: Monitored device registration count excess. The number of
device points registered in the EntryDeviceStatus method was 0 or less. The
number of device points registered in the EntryDeviceStatus method was more than
20.

Action: Register the device points between 1 and 20 in the EntryDeviceStaus
method.
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Error Code: 0xF1000009
Error Definition:  Monitored device data registration error

Action: After making deregistration in the FreeDeviceStatus method, execute the
EntryDeviceStatus method again.

Error Code: 0xF1000010

Error Definition: ~ Device status monitor processing failed to start. Device status
monitor processing failed to end.

Action: Start/end the device status monitor processing again in the
EntryDeviceStatus method.

Error Code: 0xF1000011
Error Definition:  The VARIANT argument data type is wrong.

Action: Reexamine the data type specified for the VARIANT argument. « Check
whether the array variable size is large enough. « Check whether the data type
specified in the corresponding method has been set.

Error Code: 0xF1000012

Error Definition: The device status monitoring time interval is a value outside
the range 1 second to 1 hour (1 to 3600).

Action: Specify the device status monitoring time between 1 and 3600.

Error Code: 0xF1000013

Error Definition:  Already Connected error. Connect was executed again after it
was executed for the same object.

Action: Execute the Connect method after executing the Disconnect method.

Error Code: 0xF1000014

Error Definition:  Invalid Telephone Number error. Characters other than
“0123456789-*#" that are allowed for telephone numbers are included.

Action: Rectify the Telephone number and try to Connect again.

Error Code: 0xF1000015

Error Definition:  Exclusive Control Failure error. There was failure in the
exclusive control process while executing the Connect and Disconnect method.

Action: In case if Connect/Disconnect method is being executed for any other
object, execute the failed method (Connect/Disconnect) again after the completion
of the Connect/ Disconnect method of that object. If the Connect/Disconnect
process is in progress only for the self object, perform the following. Exit the
program. Restart the computer. Reinstall MX Component.

Error Code: 0xF1000016

Error Definition:  While connecting to the telephone line error. The telephone
line is connected to some other application, other than the one using
MXComponent.

Action: Try Connecting again after disconnecting the application that is using the
telephone line.
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Error Code: 0xF1000017

Error Definition:  Telephone line not connected error. Telephone line is not
connected. Connect was executed and the telephone line was connected, but it got
disconnected due to some reason.

Action: (When Connect method has failed) Execute Connect again after
executing Disconnect method. (When method other than Connect has failed)
Execute Disconnect method, Execute Connect and connect to the telephone line.
After connecting, execute the method that failed once again.

Error Code: 0xF1000018

Error Definition:  No Telephone number error. The telephone No. is not set. The
telephone No. or call back No. is not set, if the connection method is Automatic
(when specifying the call back No.), call back connection (when specifying the
number), or call back Request (when specifying the number).

Action: In case of program settings type, set the telephone No. to the property
ActDialNumber. (Set the telephone No. to the properties ActDialNumber and
ActCallbackNumber, if the connection method is automatic (when specifying the
call back No.), call back connection (when specifying the telephone No.), or call
back request (when specifying the number).) In case of utility settings type, set the
telephone No. using the wizard. (Set the telephone No. and call back No. , if the
connection method is automatic (when specifying the call back No.), call back
connection (when specifying the telephone No.), or call back request (when
specifying the number).)

Error Code: 0xF1000019
Error Definition: Not Closed error. Disconnect was executed while in Open
state.

Action: Try Disconnect again after executing Close.

Error Code: 0xF100001A

Error Definition: Target telephone line connection mismatch error. Connect
was tried for a different telephone number using the port which is already
connected to a telephone line. (When the method of connection is a callback
reception, it is considered that the telephone number is different from methods of
connection in other than the callback reception.)

Action: If you want to connect to a different telephone number, Execute
Disconnect with respect to the telephone line that is already connected and
executes Connect after it gets disconnected. In case of connecting the telephone
line with callback reception, use the Connect of the connection method that is
executed at the earliest in the same port as callback reception.

Error Code: 0xF100001B

Error Definition: ~ Control Type Mismatch error. An object, whose control type is
different from that of the object already connected to the telephone line, tried to
Connect.

Action: Execute Disconnect for the object currently connected to the telephone
line and execute Connect once again after the telephone line gets disconnected.

Error Code: 0xF100001C

Error Definition: Not Disconnected error. When Disconnect method is executed
for the object connected to the telephone line, it is found that other objects are in
connected state.

Action: Execute Disconnect for all the Connected objects. Try Disconnect again
for the object that actually performed the telephone line connection.
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Error Code: 0xF100001D

Error Definition:  Not Connected error. Open was executed before Connect Or,
Disconnect was executed.

Action: Execute Open again after executing Connect. Or execute Disconnect
again after executing Connect.

Error Code: 0xF100001E
Error Definition:  Fatal Error.

Action: Exit the program. Restart the computer. Reinstall MX Component. If the
problem cannot be solved, contact technical support.

Error Code: 0xF100001F

Error Definition: ~ Open time setting error. There is some difference in telephone
number and the port number settings used during Connect and Open.There is
some error in Connect way.

Action: Check the telephone number and the port number. Check the Connect
way.

Error Code: 0xF2000002

Error Definition: ~ There is an error response from the target telephone. Normally
caused by a communication error.

Action: Check the value of the properties set in case of program settings type
and check the contents of the detailed settings that were set using the wizard in
case of utility settings type.

Error Code: 0xF2000003

Error Definition:  Invalid data was received. Causes can include an incorrect
data packet received due to noise, or communicating with a device other than
A(Q)6TEL/C24.

Action: Retry. Check the communication device used at the other end.

Error Code: 0xF2000004

Error Definition:  There is no response from the modem. Causes can include
abnormality in the modem, or the wrong telephone number.

Action: Check the status of the modem. Check the telephone number. If the
problem persists even after checking the above points, change the value of the
properties set (Properties such as ActConnectionCDWaitTime etc. , which set the
timings) in case of program settings type and change the contents of the detailed
settings that were set using the wizard in case of utility settings type.

Error Code: 0xF2000005
Error Definition: There are chances that the line is not disconnected.
Action: Check the line.

Error Code: 0xF2000006

Error Definition: The PC modem did not receive the AT command. Causes can
include specifying an invalid AT command, or an abnormality in the modem.

Action: Check the contents of the AT command. Check the status of the modem.
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Error Code: 0xF2000007
Error Definition: Modem did not respond properly to the standard escape
command.

Action: Check the modem. Confirm whether the value of the time-out is too
small. ( 5000ms or more is recommended. )

Error Code: 0xF2000009
Error Definition: Modem does not respond properly to the line Disconnect
command.

Action: Check the modem.

Error Code: 0xF200000A

Error Definition: ~ Target did not receive the signal. The Receive settings of the
modem at the other end may be incorrect, the other end may be busy or the
telephone number may be incorrect.

Action: Check the Receive settings of the modem at the other end. Check if the
other end is busy. Check the telephone number.

Error Code: 0xF200000B
Error Definition:  Timeout reached for the call back receive waiting time.

Action: Increase the call back receive waiting time
ActCallbackReceptionWaitingTimeOut and execute connect again.

Error Code: 0xF200000C
Error Definition:  Password of A6TEL, Q6TEL, QJ71C24 units could not be
resolved.

Action: Set the password to ActPassword property and execute the failed
method again.

Error Code: 0xF2010001

Error Definition:  The callback line disconnect wait time is other than 0 -180
Seconds. The callback execution delay time is other than 0 -1800 Seconds. The
telephone number is more than 62 characters.

Action: Check whether the callback line disconnect wait time is with in 0 — 180
Seconds. Check whether the callback execution delay time is with in 0 - 1800
Seconds. Check whether the telephone number is less than or equal to 62
characters. Exit the program and restart the computer. Reinstall MX Component. If
the problem cannot be solved, contact technical support.

Error Code: 0xF2010002

Error Definition:  QJ71C24 did not receive the specified connection method.
Causes can include an incorrect Connection method or an incorrect telephone
number for Call back.

Action: Check whether the settings of QJ71C24 and the MXComponent are
matching.

Error Code: 0xF2010003

Error Definition: ~ QJ71C24 does not permit the automatic connection (during
fixed Call back or when the number is specified.)

Action: Check the settings of QJ71C24.
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Error Code: 0xF2100005
Error Definition:  There are chances that the line is not disconnected.

Action: If there is no problem with the modem or the telephone line, change the
value of the properties set (Properties like ActConnectionCDWaitTime etc. , which
set the timings) in case of program settings type and change the contents of the
detailed settings that were set using the wizard in case of utility settings type.

Error Code: 0xF2100008
Error Definition: There was no response from the modem for the data sent
from the PC.

Action: Change the value of the properties set (Properties such as
ActConnectionCDWaitTime etc. , which set the timings) in case of program settings
type and change the contents of the detailed settings that were set using the wizard
in case of utility settings type.

Error Code: 0xF2100006
Error Definition:  Modem did not receive the startup command AT.

Action: Change the settings of the property ActATCommand. in case of program
settings type and change the command AT that were set using the wizard in case
of utility settings type.

Error Code: 0xF2100007
Error Definition:  The PC modem does not respond to the Escape command.

Action: If there is no problem with the modem or the telephone line, change the
value of the properties set (Properties like ActConnectionCDWaitTime etc. , which
set the timings) in case of program settings type and change the contents of the
detailed settings that were set using the wizard in case of utility settings type.

Error Code: 0xF21000

Error Definition:  There is no response from the modem. Causes can be the
following. Abnormality in the modem. Wrong telephone number.

Action: Check the status of the modem. Check the telephone number. If the
problem persists even after checking the above points, change the value of the
properties set (Properties such as ActConnectionCDWaitTime etc. , which set
the timings) in case of program settings type and change the contents of the
detailed settings that were set using the wizard in case of utility settings type.

Error Code: 0xF21001

Error Definition:  There is no response from A(Q)6TEL/C24. Causes can be the
following. Setting mistake w.r.t. A(Q)6TEL/C24 A(Q)6TEL/C24 got connected to a
non-existent modem.

Action: Re-examine the settings of A(Q)6TEL/C24. Confirm whether the modem
exists. If the problem persists even after checking the above points, change the
value of the properties set (Properties such as ActConnectionCDWaitTime etc. ,
which set the timings) in case of program settings type and change the contents of
the detailed settings that were set using the wizard in case of utility settings type.
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Error Code: 0xF202

Error Definition:  There was a communication failure. Following causes can be
considered depending on the status. Communication time over (Break in cable, the
specified port not supported, a mistake in specifying the COM port) Modem’s power
is switched OFF.

Action: Check whether the cable is broken. Check whether the specified port is
not supported. Check whether correct COM port is set. Check if the modem power
is switched OFF. For detailed troubleshooting, please refer to the details of the
Error Code got after replacing the first four digits with “0x0180”. e.g. In case of
“0xF202480B”, please refer to the code “0x0180480B”.
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B.4 CPU, module and network board errors

In addition to the error codes in the previous sections, there are additional error
codes relating to specific hardware modules. These error codes are separated
into two parts; the upper two bytes of the error number give the module where
the error was reported, and the lower two bytes give the error number within that
module. These error numbers can then be found in the manual of the device that
reported the error.

Error Code Module which reported the error
0x01010000 to 0x0101FFFF QCPU (A mode), ACPU, motion controller CPU [see also section B.3]
0x01020000 to 0x0102FFFF QnACPU
0x01030000 to 0x0103FFFF C24
0x01040000 to 0x0104FFFF QC24(N)
0x01050000 to 0x0105FFFF E71
0x01060000 to 0x0106FFFF QE71
0x01070000 to 0x0107FFFF MELSECNET/H, MELSECNET/10, CC-Link or CPU board
0x01090000 to 0x0109FFFF FXCPU
0x010A0000 to 0x010AFFFF QCPU (Q mode)
0x010B0000 to 0x010BFFFF Q series-compatible C24
0x010C0000 to 0x010CFFFF  |Q series-compatible E71
0x010D0000 to 0x010DFFFF  |PC CPU module
0x010F0000 to 0x010FFFFF GOT

Note: The module number calculated from the above table may be incorrect if
the device settings were incorrect, for example if the wrong CPU type is specified
in the settings, the number for that (incorrect) CPU type may appear in the error
number.

Another possible exception with these error codes is if the AJ71E71 or
AJ71QE71 communication module is used. If the two lower bytes of the error
number do not appear in the E71 or QE71 manual, this may mean that DIP
switch SW2 on the front of the E71 or QE71 module is not correctly set. This
switch controls whether the packet data is transmitted in ASCII or binary format,
and when the wrong format is used it may not be possible to return an accurate
error number.

When the driver is used to access another station (e.g. MELSECNET/H,
MELSETNET/10, CC-link, Ethernet etc.), it is also possible that the error code
was returned by another module elsewhere in the network, which encountered
an error while trying to relay the data. If it is not possible to find the two lower
bytes of the error number in the expected manual, it may be that the error code
can be found in the manual of another CPU, relayed network module or network
board that is between the driver and the target device.
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C1

Introduction

When connecting to the MX OPC server from a client application (such as a
SCADA package or a Visual Basic program), it is not normally necessary to use
DCOM. Typically the server and client components will be on the same computer
anyway, or there will be a better way to pass the data from the OPC server
across the network, such as using an Ethernet connection to the PLC, or passing
the data between computers using a SCADA package’s own built-in networking.
However, there are some situations where DCOM is a suitable way to pass data
from the OPC server between PCs, such as reading data from a Visual Basic
program on another computer when there is only a single serial link connection
available to the PLC.

This appendix will explain the changes that need to be made to the configuration
on the client and server PCs when DCOM is used on Windows 2000 or Windows
XP service pack 2.
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C.1.1 Security considerations

Configuring DCOM almost always involves a compromise in the level of security
on the client and server PCs, as security settings have to be ‘opened up’ to allow
DCOM to communicate between the PCs in both directions — with the callback
mechanisms, the OPC server also behaves as a client, and the OPC client also
behaves as a server.

DCOM is not recommended for use to connect two computers over an internet
connection; XML-DA is more suitable for this and does not have the same
incompatibilities that DCOM has with the network address translation (NAT) used
in most internet firewalls and routers.

Before setting up DCOM in a corporate environment, you will need to discuss the
changes to the security configuration with your network administrator or IT
department, to make sure that the settings are consistent with your company’s
security policy.

If the OPC server and client PCs are both on the same network and isolated from

other PCs and the internet, you may be able to use a simpler security
configuration than if the PCs are connected across a corporate network.
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C.1.2 Compatibility

Some of the changes that need to be made to the DCOM configuration will affect
all applications using DCOM on the computer, not just the MX OPC server.

It is recommended that you make a note of the original settings before making
changes, so that if another application using DCOM (such as another OPC
server) stops working, the original settings can be restored.
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C.2 Before you begin

Before you start to make changes to the DCOM configuration, please ensure

that:

The client and server PCs are up to date with service packs and security
fixes (currently service pack 4 for Windows 2000, and service pack 2 for
Windows XP). There are some known problems with DCOM that are fixed
by service packs, and applying the latest security fixes will reduce the risks
introduced when the security configuration is changed.

You are logged on to the PC(s) using a local administrator account

There is a working TCP/IP network connection between the client and
server PCs. One way to test this is by using the ‘ping’ command:

1)  From the ‘Start’ menu, select ‘run’
2) Enter ‘cmd’ in the ‘open’ box then click ‘OK’

3) In the command window that appears, enter ‘ping <otherpc>’,
where <otherpc> is the name of the other computer e.g.
‘ping SCADAserver’. A computer’s network name can normally be
found by right-clicking on ‘My computer’, selecting ‘properties’
then clicking on the ‘Computer name’ tab. If in doubt, ask your
network administrator for assistance.

4) After pressing return, you should normally see a message such
as ‘Pinging <address> with 32 bytes of data’ (where <address> is
the IP address such of the other PC, for example
192.168.200.100) followed by four response messages from the
other computer. If no address is shown, there may be a problem
in finding the other computer by name — ask your network
administrator to check the PCs settings. If the address is found
but there are no responses, this may mean that the connection is
not working, or it can sometimes indicate that a third-party firewall
on one of the computers is preventing the ping request from being
sent or the ping response from being received.

If you are developing the client application yourself, make sure that you
have applied the most recent service packs to your development
environment. There are known issues with DCOM in un-patched versions of
(for example) Visual Basic 6.
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C.2.1 User accounts

For the highest level of security, it is safest to assign DCOM access rights to
specific user accounts instead of assigning full access rights to all users.

The best way to set up security depends on your network configuration and the
client software you will be using, but some typical ways in which the account
security can be configured are:

Creating a new account for the OPC server connection — a single account is
created and always used for the OPC connection. This is useful in situations
where the OPC server is always used unattended or used by a client application
that runs as a service on another computer. The MX OPC server service can be
configured to run ‘as’ the new user.

Adding access rights for each remote user individually.

Creating a group for OPC users — this is useful when many different named
users need access to the server, and has the advantage that when another user
needs to be given access, they can be simply added to the group without having
to go through all of the configuration steps again.

Allowing all users to access the server, by adding permissions for the group
‘Everyone’. This is only advisable if you are using a separate, isolated network
and if there have been problems connecting to the OPC server with the other
options.

There are some other built-in accounts that may need to be given access rights
depending on your application:

SYSTEM — most system services run under this account by default, unless they
have been manually configured to run under a specific user account. If a system
service is acting as an OPC client, you may need to give access rights to the
‘SYSTEM' user.

INTERACTIVE - this account represents the currently logged-on user. Some
applications may operate in a way that requires access rights to be assigned to
this account.

ANONYMOUS LOGON  (or  ‘NT AUTHORITY\ANONYMOUS LOGON’  on
Windows 2000) — this represents a connected user whose details are not
available, which may be a result of connecting with authentication set to ‘None’
(described later).
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Domain issues

Depending on whether the client and server PCs are members of a domain, you
may need to make some additional configuration changes.

Domain status

Notes

Client and server PCs are in
the same Domain

When adding a new account or group
for the OPC server connection, it can
be added to the domain and will then
be available on both PCs.

Client and server PCs are in
different Domains

Each domain must be configured to
trust user accounts from the other
domain. You will need to contact the
administrator of each domain to
confirm that this change is permitted
by your corporate security policy.

Neither of the computers is
in a domain

Whether adding a new account for the
OPC server connection, or assigning
access rights to named users, there
must always be an account with the
same username and password set up
in both PCs independently. If the
account details do not match, the
connection will not work, so if you
change the password on one of the
PCs, it must be changed on the other
PC as well.

Only one of the PCs is in a
domain

For this configuration to work, it may
be necessary to configure DCOM on
the server to allow all users full access
rights. In general, this configuration
should be avoided.

It is also recommended that the same operating system (Windows 2000 or
Windows XP) is used on both computers.
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C3

Configuring DCOM on Windows XP Service pack 2

Most of the changes in this section must be made on the server PC and also on
the client PC, so that the connection works in both directions.
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C.3.1 Configuring the Windows firewall

If you are using the Windows firewall provided with Windows XP service pack 2,
you will need to configure it to allow DCOM network traffic to pass through. If you
are using a third party software firewall, please refer to the manual to find out
how to make the equivalent configuration changes. If DCOM does not work when
your third-party firewall is enabled, but works when it is switched off, the problem
is likely to be with the firewall configuration.

From the ‘Start’ menu, open ‘Control panel’. If you are using ‘Classic view’, the
‘Windows firewall’ icon will already appear in the list, otherwise in ‘Category view’
it will be under the ‘Network and internet connections’ category. Double-click the
icon to view the firewall settings screen (shown below).

= Windows Firewall

| General | Exceplions | Advanced

\l".'l
NS

Swhndors e all 1z helpina to prolect vour FL

Windaws Frewall helps pratect your computer by preventing unaulhorged users
from garning acces:s to pour compuler through he Intemst or a nebwork.,

l@ = On [recommended]

This setting blocks all outzide sources forn connecting bo bis
computer. with he exception ol thaze selected on the Esceptions tab.
[JDon't allow ekceptions
Select thiz when vou connect o public networks in les secure
locations, =uch az airports. o will not be notifed when Windows

Firewall blocks programs. Selectiors on the Exceplions tab will be
igrared.

@ (O [not recommended]

fvoid weing thiz zeting. Tuning offindows Firewall maw make thiz
computer more vulnerable o sviuses and inbruders.

What eke dhodd | know about'Windows Firewall?

ok | [ Carcel
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Click on the ‘Exceptions’ tab, and a screen similar to the one below will be
shown.

= Windews Lirewall

General | Exceplions | ddvanced

Windows Frewsall is blacking incoring network connections, except far the
programe and services pslectad below. Adding excephions allors some programs
o work, better but might increase wour security rizk.

Programs and Services:

Marne
A
[ avpoc.exe

[ avperc. ere

avoinet exe

[ File and Frinter Sharing

[ Metwiork Diagnostics for Windows <P

M Femobe Arsistance

[ Remote Deskiop

[ UPHP Framework,

| #ddProgam.. || AddPor. |[ Edt. || Delsis

Dizplay a notification when Windows Fiewall blocks a progran

Wwihat ane the risks of albwing exceptions?

ok | [ Cancel
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Click the ‘Add port...” button, and enter the details below to allow other
applications to connect to the DCOM port. In third party firewalls, this may be
referred to as ‘RPC’.

Add aPort x|

Usze theze settings 1o open a part through 'windows Fireveall. To find the porl
number and pratocal. consult the documentation far the program or serdce you
wank touze

Harre: ||::'|::':|r“'II |

Part humber: | 135 |

=) TCP =

what are the rigks of opening a porl?

%] [ o

Click ‘OK’ to return to the previous screen, where ‘DCOM’ will have been added
to the exceptions list.

Every program that will use DCOM must now be added to the exceptions list.
These programs include:

e  The OPC server itself (on the server PC)
e  The ‘OPCenum’ service (on the server PC)

. Each client application (on the client PC where it will run)
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The example below will show how to add the ‘OPCenum’ service. Start by
clicking on the ‘Add program...” button on the exceptions screen. In the window
that appears, use the ‘Browse’ button and find the file ‘OPCenum.exe’, which is

normally located in the Windows\System32 directory. The screen should now
look like the one below:

Add a Program §|

Tn allows communications with a program by adding it o the Excephons list,
zelect the pragram, ar click Brawsze ta teanch for ane that iz nal listed.

Frogramsz:

M | prknom e
L"'ﬁl Ouklook, Express
E% Fackage & Deployment Wizaid
'ﬁ FOFCrealor

Finball

FLC Moritor Ltilig

Frocezz Wiewer
f

[

Aemote File Yiever B
Rernote Heap Walke
o Parmota Process Viewar
ﬁ Farnota Regietry Editor

Fiath: |I:waDDw'sxsystemszxup:Emm.exe |[ BT

T

Click ‘OK’ to return to the exceptions screen, where the program will have been
added.
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Repeat the ‘Add program...” steps for the OPC server itself (normally located in
‘C:\MELSEC\WMX OPC server 5.00\MXOPC.exe’, but it will depend on the path
selected during installation), as in the example screen below.

Add aProgram &|

Ta allows communications with a program by adding it to the E xcephons list,
zelect the program, ar click Browsze ta ceanch for ane that iz nat lizted.

EAM=0PC exe ~
(B OLE Cliert Test
E OLE Server Test
O OLE view
Outlook, Express
Fackage & Deplayment ‘wizad
FOFCrealor
Finball
FLC Maornitar Ltiliby
ﬁ'@ﬂ Frocess Yiewear
@ Famote Fila Yiswsr w

Path: |CAMELSEC'WX DFT Server 50MWKOPC.eb | [ Browse.. |

e T

Repeat the ‘Add program...” steps for the ‘Microsoft Management Console’ (this
can usually be found in ‘C:\Windows\System32\MMC.exe’ but this will depend on
your Windows installation).

On the client PC, you will need to perform this step for each client application.

When all applications that will use DCOM have been added, click ‘OK’ on the
exceptions screen to finish.
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C.3.2 Configuring DCOM security

From the ‘Start’ menu, select ‘Run’ to show the window below.

_E Twpe tha nama af a program, Folder, document, or

Intemet resource, and windows wil open Ik for you,

Open: | deamcrfg w |

[ (o] 4 ] [ Cancel ] [ Browse, .. ]

Enter ‘dcomcenfg’ and click ‘OK’ to start the DCOM configuration utility.

In the first window that appears (see example below), click on the
‘Component services’ and ‘Computers’ items in the left hand pane to expand
them, so that ‘My Computer’ is shown.

%:Component Services

(@ File Action  view Windaw  Hel

| My Ccmputer qoh]ect(s)

El @Cumpuncnt Services
5O Corpuer E B E @&

1 My te
. -2 | ¥ CaM+ DEOM Canfig  Digkributed Running
[+ Event Yiewer (Locall Applications Transach... Frotesses
Services (Local)
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Right click on ‘My computer’ and select ‘Properties’ from the pop-up menu. In the
next window, click on the ‘Default properties’ tab and a window similar to the one
below will be shown:

My Computer El 5“__<|

D efaulk Frolocals ] MSDTC ] COk Security
Gereral ] Optiore Drefauk Propetics

[v Enahle Distnbuted COM on this computer
[ Enahble COM Internet Services on this computer
Diefadt Dietributed CORM Commuric ation Propertias
The Authentication Level specifies securky al the packet level.

D etault Authenbcaton Lewvel:

| Cannect j

The impeizanation level specfies whether applications can determing
who iz cdling them, and whether the appication can do operations
Lzing the client's identity,

D efault Impersonation Lewvd:

T -

Secuity for reference tracking can be pravided if authentication i used
and that be default imperzonation leval 12 not anonemous.

[ Provide additional zecuity for reference tracking

OF. | Carczl

Make sure that ‘Enable distributed COM on this computer’ is checked.

The ‘Default authentication level’ should normally be set to ‘Connect’, which
checks the user’'s details once when a connection is first made. If there are
problems with the connection, the minimal security option ‘None’ can be used
(Note: this requires that the ‘Anonymous login’ user is given access rights, as
described later).

The ‘Default impersonation level’ should normally be set to ‘Identify’. If you are
having problems connecting, this can be changed to ‘Impersonate’.
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Switch to the ‘Default protocols’ tab. In this dialog (see example picture below),
make sure that the ‘Connection oriented TCP/IP’ protocol appears at the top of
the list. If you are not using the other protocols, remove them.

My Computer Properfies

General O ptiong Defaull Fraperies
D efeul Probocols | MSDTC COM Security

DCOM Fratocals

'. I::L'l 1 |':|_I.i|_|| |'|_||i':| II.':|J T Er'."llr'
5 Cormedcion-onented 5P

Add Rarmove Mowva Down|  Froperties...

Dezcription

The set of network. piotocols avalable to DO0OM on this machine, The

arderig of the pratacals eflects the prioaty in which hew will be uzed.
wiith the top protacol hasing fArst prionty.

0k || Cancal
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Click on the ‘COM security’ tab to show the dialog below:

My Computer
General ] O priore ] Drefauk Froperliesz
Defaul Prolocdls | MSDTC COM Security

Access Permizsions

‘T'ou may edit who iz allowed defauk acces: bo appications. r'ou moy
alzo et limkz on applications that detemnine their own permiszianz.

= | [ EditDalauit.

Launch and &ctivation Permizzianz

“ou may adit who iz allowead by dafault to launch applications ar

activate objects. rou may alzo set imits on applicalions that
determine their awn pemizsian:.

Edit Lirnits... EditDelault..

(]84 Cancal

The ‘Limits’ on this page will override the COM security settings for individual
components, and from XP service pack 2 onwards the default settings are too
restrictive to allow OPC communications to work. The restrictions must be
relaxed before using DCOM to access an OPC server remotely.
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In the ‘Access permissions’ section, click ‘Edit limits’ to display the window below.

Acres: Parmission

Sacaity Limite ]

GEroup or WsEr names:

AROR VR OUS LO30M

&
ﬂ! Everpone

Add.. | Femowve |
Permizzons for AMON'TIMOUS
LOGOM Al Deny
Local Access |
Femate Access il

Ok, | Carcel

If ‘ANONYMOUS LOGON’ does not already appear in the list, add it — this is
required to allow enumeration of OPC servers by remote PCs, and for
applications where minimal security is being used due to other connection
issues. If you do not need to fetch a list of available OPC servers from other PCs,
you may be able to increase the server's security by leaving remote access for
‘Anonymous logon’ switched off.

In the example above, DCOM can be used by all users (the ‘Everyone’ group).
Alternatively, if you are enabling DCOM for specific users or a group of users, the
accounts can be added to this list individually.

Any user accounts in this list that need to use DCOM must have the ‘Allow’
checkbox set for both ‘Local access’ and ‘Remote access’.
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Click ‘OK’ to save the changes, then on the ‘COM security’ screen click the ‘Edit
limits’ button in the ‘Launch and Activation Permissions’ section to show the
window below:

l'aunch Permiszion

Secuity Limits ]

Group o LISEr names:

ﬁ Adrinistrators [WPC-=<P-DEY 200554 dministrators]

L= N T

Add.. | Femowve |

Permizzionz for Evenare Bl Deny

Locd Launch
Fiemate Launch
Locd Aclivation
Fiemate Activation

FEEE
OOood

Ok, I Cancal

Ensure that all the ‘Allow’ checkboxes are set for each user or group that will
access the server remotely. In the above picture, the ‘Everyone’ group has been
enabled, but for a more secure configuration, you can add only the user(s) or
group(s) that will actually use DCOM.

Click ‘OK’ to return to the ‘COM security’ window. The ‘Edit defaults’ settings for
‘Access permissions’ and ‘Launch permissions’ on this page are used to set the
default permissions for COM applications. An application can either use the
default settings, or can set customized security permissions (described later).
These dialogs have the same format as the ‘Edit limits’ screens above.

In the ‘Edit defaults’ setting for ‘Access permissions’, add the users or groups
that will need OPC access, and ensure that the ‘Allow’ box is checked for both
local and remote access. For a minimal security configuration, the ‘Everyone’
user can be given these rights.

Repeat this step for the ‘Edit defaults’ setting for ‘Launch and activation
permissions’, ensuring that all of the ‘allow’ check boxes are set.
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When you have finished, click ‘OK’ to return to the ‘Component Services’ dialog.
For the server PC configuration (only), you will need to configure the security on
the MX OPC server, MX Runtime and OPC enumeration services. To do this,
double-click on the ‘DCOM config’ entry, and find ‘MXOPC’, ‘MXRuntime’ and
‘OpcEnum’ in the list, as shown in the picture below.

i#>Compnanent Services

e BEXE0 8

Ii:_] Consols Rook
= @ Componant Sarvices
=1- Computers
=i, My Computer
+-[Z7 CoM+ Applications
+ 423 DOOM Carfig
+-|_1] Gistribubed Trans ackion ©
+-IZ2] Running Processes
+ Sfﬂ} Event ¥lewer (Local)
- % Services {Local)

< - |

%

@ File  Action  Wiew Window  Help

=S

| bCom stmal Toan L\ah;jcct(s)
R =y A ~
Microsoft WM Microsoft 4. .. T4pC Mobswnc  MSDRIMITL.
Pravider 50.., Bppicat...
MSDEV. AP MsMpCamn MGMG « MrRuntime —
nenan NetMestng Metwork, OpCERUm Palntbrush
Prondgioni...

€

This step will need to be repeated for ‘MXOPC’, ‘MXRuntime’ and ‘OpcEnum’ in
turn — ‘MXOPC’ will be used for this example. Right click on the ‘MXOPC’ icon
and select ‘properties’. The window below should appear; confirm that the
authentication level setting is ‘Default’.

MXYOPC and MXOPC

Properties

General

Location | Security | Endpoints

| dentity

Application Narne:
Applcation ID:

Applcation Types:

Local Path:

Authentication Lewve:

Geteral propearties of Ihiz DCOM application

WM<OPC and M=0FC

{IE724CIF- 0 35-4AFF-ACIE-COS7ERFFE 453)

Local Sereer

Deleull

ok || Cancel
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Switch to the ‘Location’ tab as shown below. Confirm that the ‘Run application on
this computer’ check box is selected.

MXOPC and MXOPC Froperties

General | Location Security | Endpoints | |dentity

Tha following =attings dlow DCOM to locata the corecl compuler for this
application. IF you make moe than one zelection, then DCOM wuses the first
applicable ane. Client applicaticnz may pvende vour zalections.

[~ Pun appliction on Ihe computar whars the data iz lboded,
[v Fun application of kis compLiter.

[ Pun application on he following computar:

| S

ok | [ Cancel
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Now switch to the ‘Security tab’.

MXOPC and MXOPC Broparties

| Geneal | anatiunl £ aaurity | Endpoints || Identity |

— Launch and Achwabon Permizsions

7 Usa Dafault

% Cugomee Edit...

— Bocess Permission

 Use Default

o Cugomes Edt...

— Corfiquration Permizzions

Uz Default

* Cugomie Edt...

[ ok [ Comeel || lpek |

The ‘Launch and activation permissions’ and ‘Access permissions’ can both be
left as ‘Default to use the default security settings configured earlier.
Alternatively, they can be customized to allow more control over the users that
can start and use each server. To do this, select ‘customise’ for each option and
select ‘Edit’.
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A sample ‘Launch and activation permissions’ edit window is shown below, in
which a named user ‘OPCIlink’ has been added. As with the ‘edit defaults’
settings, all four ‘allow’ check boxes must be set for users requiring access
through DCOM.

llaunch Fermiszsion

Sacurity |

[GEroup of Lser names:

ﬁ Adminitrators MPC-=P-DEY 200552 drainistratars]
€7 INTERACTIVE

OF Clir k. [¥PTP-DEvZ0050PT ik
7 svsTEM

Add.. | Fiemowve |
Permizziong for 0PClink Al Denw
Locd Launch |:|
Aemote Launch |:|
Locd Adtivaton Ll
Remate Activation ]

Ok | Carcel
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The ‘Access permissions’ configuration screen is shown below, with a named

user ‘OPClink’ added.

Acress Parmission

Cacuity |

GTDUFI or LIZEN narmes:

Ld 0Tl

€7 SvSTEM

Add.. | Femawve |
Permizzions for OPChink. Bllow Denu
Locd Access E
Femote Accezz |
Ok I Cancal
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After changing the settings on the security tab (if required), select the ‘Identity’
tab. In the sample screen below, the server has been configured to run as a
named user.

MXOBPC and MXOELC Froperties

General | Location || Security | Endpainis | |dentiby

YWhich uger accourt dovou want ta uge tan thiz appicaton?

(" Tha intaraclive usar,

" The launching user.

(% This uzer.
Izer: |EIF'I:Iir'k Brovese. . |
Paszzword e

HHMAHRHK

Confimn passward

~

The options on this screen are:

The interactive user — the user who is currently logged on to the machine. This
can cause problems with DCOM, as there is no guarantee of which user (if any)
will be logged on when the server is accessed from another computer.

The launching user — the user who accessed the server, causing it to be started.

A named user — the server runs as a specified user, whose name and password
are provided. This option allows the server to be configured independently of the
user that started the server and the user that is logged on, and works well for
unattended computers.

The system account, when the server is configured to run as a service.

Press ‘OK’ to return to the ‘Component settings’ page, which can then be closed.
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C.3.3 Configuring services to use a specific user account

When the OPC server is installed as a service, it can be useful to configure it to
run using a specific user account. The ‘OPC enumeration’ EXE is also installed
as a service. In this section, the ‘OPC enumeration’ EXE will be used as an
example, but the same method applies when the OPC server settings are
changed.

To open the ‘services’ page, select ‘Start’ -> ‘Run’, enter ‘Services.msc’ in the
dialog that appears and click ‘OK’.

Twpe tha name of = program, Falder, document, or
Intemet resource, and windows wil open IE For wou,

Cipen: | SEFYiCEL. MsC w |

I o3 ][ Cancel ] [ Browse. .. ]

Find the service to be changed in the list. The sample screen below shows the
OPC enumeration service.

File Aciion Mew Help
[z 2 »
| g Eeecloal % Sarvicas ({Local}

B

OpcEnum Name | Drescripkion | Skakus | Skariup Type
i Metiwork Provigicnin . Manages ¥ML configur Marusl
Start the servie ST LM Securky Sup...  Provides securiy tore. ., Marwal

CEnUIT
%F\erfurmaﬂce Logs ... Colects performance d..,
%Hug and Flay Enables a computer to .., Started
=1 T |

11anJal
Marual
AUtomatic

3

%

", Exterded 4 Standard /.
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Right click on the service name and select ‘Properties’. The service configuration
screen (below) will be shown.

OpcEnum Properties [Local Computer)

General | Log On | Recovery | Dependenties|

Service name: O pcE rurm

Dizplay name: |':| pcE num

Diezcriptior

Path to executable
|E:'\WI MO Shavstem 320 peE num. axe

Staitup type: [EELTE| W

Service status: Stopped

Stop Fauze Fazuma

Y'ou can specii the start parametars that apph when pou stat the service
fram here.

Stalt pararneters: |

[ (] ] [ Cancel Apply

Mitsubishi Electric
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Switch to the ‘Log On’ tab, select ‘This account’ and enter the username and
password of the user to run as.

Jpcknum Properties (Local Computer)

Gereial | Log On | Riecovery | Dependencies

Logon as

%) Locd Sugtemn account
[] 2llow service to inkeract with deskiop

li:} This accounk | |

t'ou can enable or dzable this service far the hadware profies listed beloe:

Hardwara Pralila Service
Prafile 1 Enablad

|

Ok ] [ Cancel ] Spply

Now select ‘OK’ and close the services window.
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ca Configuring DCOM on Windows 2000

Cc.4.1 Firewalls

Windows 2000 does not include a firewall by default, but if you have installed a
third-party software firewall, you will need to enable the same applications and
ports as required by the XP firewall (see section C.3.1). Please refer to your
firewall manual for instructions on how to do this.
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C.4.2 Configuring DCOM security

From the ‘Start’ menu, select ‘Run’ to show the window below.

Type the name of a prograrm, falder, document, or
- Interret resourcs, and Windows will open it for you,

open: . I dcomenfg ;I

(4 Cancel | Browse, ., |

Enter ‘dcomcenfg’ and click ‘OK’ to start the DCOM configuration utility.

In the sample screen below, the ‘MXOPC’ and ‘OPC enum’ services are both
visible.

Inqrrlhl ant th ﬂl‘lﬁl‘_]l |r.=n‘|nn Prnrnﬂrn-ﬂr.

B (A-OFC an  kRCEC
| MHFuntime

I netman

| Mathesting

O MEms s

| OffFron0

- | OpcEnum

| Printbarush

" |PDFCreator.clsPDFCrastorOptions

- |FOFEhallinfo Class

. |Femote Delbug Manager for Jawa,

_|Femote Storane Fecall Motification Client

- | SEMS Logon Events

| SEMS Metwork Everts

| SEMS OnMow Evants

| EENMS Subscriber far EvenSyetam EventObjectChange evenls
| SetuplagSenices Class
| Sound Recorder
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Click on the ‘Default properties’ tab to show the window below.

Illr.'rrlhl Itecl « th l"ll'lﬁl:ll |ra'r|nn L-rnpprnp-.

-:The Impersunaﬂun Lewvel specmes whether appllcatn:ms CEhn deterrnlne
"+ whois calling therm, and whemetthe applu::auu:un l::an dn DDErELtII.‘.I['IS S
'-usmg the client's ll:herltrt:-.-r 0 29905 oq, 20 0% LT

Make sure that ‘Enable distributed COM on this computer’ is checked.

The ‘Default authentication level’ should normally be set to ‘Connect’, which
checks the user’s details once when a connection is first made. If there are
problems with the connection, the minimal security option ‘None’ can be used
(Note: this requires that the ‘Anonymous login’ user is given access rights, as
described later).

The ‘Default impersonation level’ should normally be set to ‘Identify’. If you are
having problems connecting, this can be changed to ‘Impersonate’.
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Switch to the ‘Default protocols’ tab. In this dialog (see example picture below),
make sure that the ‘Connection oriented TCP/IP’ protocol appears at the top of
the list. If you are not using the other protocols, remove them.

Dislribuled COM Configurdlion Properlies

Applications | Default Properies | Default Security Defaultprmncnlsl

CCOM Frotocols:

‘% Connzchion arcnted TCE
& Connection-orianted SEX
& Connection-orianted NatBEL

% Connection-oriented Methios ower [Fx

Add | Eemove | owe U : horwee Dovwn 'Ernpenies...

— Deacriptian

The set of networlk protocols available to DCOM on this machine. The

ordering of the protocols reflects the prln:untyln whlch theywﬂl be used, wﬂh
tha tDp FlrI:ltI:ICD| haumg first pru:lrlty

(w4 Cancel fectal sl |

Mitsubishi Electric C-32



MX OPC Server

DCOM configuration

Click on the ‘Default security’ tab. The settings on this page determine the default
access rights that each user is granted to COM objects.

Imlqrrllnljtedt B r.nﬁgl ration L-mpf-rnf--.

“r*n:nu iG=\T) Edltwhu |5 alluwedtn Bu:n:ess appln:aul:nns Ihat dl:n nutprwﬂe_ <

1h|31r|:|wnsethng5 B

‘r*n:nu miay Edltwhu is alluwedtn Iaunu::h appllcatlnnathat dn hot prn:uwde :_ -_:

1hE:|r o sethngs

El:llt Default...

“r’n:nu FiSy Edlt tha Ilst Dfusers that ate El||E|WE|d to madify OLE class L

:anlgurﬂhnn |nf|:|rr'nat||:|n This |n|:Iudes |nstalllng nEwDLE SErers and -l
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In the ‘Default access permissions’ section, click ‘Edit default’ and a dialog similar
to the one below will appear:

The ‘Add’ button can be used to add users to the list.
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When it is clicked, the ‘add users’ dialog appears.

Add Lisars and GRon s 2 il

ListNames Fram: |65 4WPCWINZKDEW -]
Mamas:
EGB Adminiciratore Administrators have complete and unrestric
B Backup Operators Backup Operators can overide sacurity ras
£ Debugger Users Cebugger Users are non administrators wh
@ Everyone &l Users
EG# Guosts Guests havwathe same access as membars
B INTERACTIVE Llsers acceasing this objectlocally
‘_3;,. METWORE Lsers accessing this objectremaotaly
Q Fower Uzers FowerlJsers possess mostadministrative |LI

A Show Users tdembens... Search...
Addd Marmes:
Eweryane :I
Type of Access:  |Allow Access ;I

oK. Cancal | Help

To add a user or group, select it from the list (using the ‘Show users’ button if the
name is not already in the list), click ‘Add’, select ‘Allow access’ as the type of
access, then click ‘OK’.

You may need to add the ‘ANONYMOUS LOGON’ wuser, by typing
‘NT AUTHORITY\ANONYMOUS LOGON'’ into the ‘Add names’ window. This is
sometimes required to allow enumeration of OPC servers by remote PCs, and for
applications where minimal security is being used due to other connection
issues. If you do not need to fetch a list of available OPC servers from other PCs,
you may be able to increase the server’s security by leaving remote access for
‘Anonymous logon’ switched off.
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In the example picture below, the group ‘Everyone’ has been added.

Reyislry Value Permissions

Cwynier:  administrator

FHame:

(_ E.,.-'n;:|-:..-'|_||||;: Al o Avieas

..'T_\.,pr of ACCESS: .|.-"1"\||EIW.-":‘\D:ESS ;I

] Cancel | EBemove Halp |

Click ‘OK’ to return to the ‘Default security’ screen, then click on the ‘Edit
defaults’ button in the ‘Default launch permissions’ section and use the same
method to add the users or groups requiring DCOM access.
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On the server PC, the DCOM server applications must be configured. Return to
the ‘Applications’ tab (below) and find the entries ‘OPCenum’, ‘MXRuntime’ and
‘MXOPC'’ in the list. The properties of these entries will need to be set separately,
but for the following examples the ‘OPCenum’ service will be used.

Distribn ited cord Confign ration Properties

Applications | Default F*rn:npertieal'DefaultSeu::urit:,.f DefauItPrDtDcnlar"

| k=FRuntime
" Inetman

| MNethdesting
o MmsEwe
| OfF o0
| OpcEnum
| Pointbrush
" |PDFCreator.cls PDFCrastorOpaptions

- |POFShellinfo Class

. |Remote Debug Manager far Jawa

_|Femote Storage Recall Motification Client

- |SEMS Logon Events

| SEMS Metwork Events

I EEME OnMow Events

| EEMS Subzcriber for EventSyctam BventObjectChange evenls
| Zetuplog ervices Class
| Sound Fecorder

Select ‘OPCenum’ from the list, then click ‘properties’. In the ‘General’ tab
(below), the authentication setting can either be ‘Default’ or (for a lower security
configuration) ‘None’. The setting ‘None’ may be necessary for OPC server
enumeration to work.
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1 ]r‘.h ‘Fniim K I'ﬂ[')FI'TIFq

Sl 'SEF‘_‘J!EE !'!tl.l'l'_IE;_

Qp:Enurrl ..

“Cancel <A

Switch to the ‘Location’ tab. As in the example picture, this setting should always

be ‘Run application on this computer’.
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1
4

1 :-pu Enum F FU[..'IEFI.IEb

The fu:ull-:uwmg settlngs aIIDw DCOM to locate the e l:l:lmputerfcurthm :

- application. lfyoumake maora than ana salaction, then DCOM uses the flrst
i Z_"_appln:ahle one. Client appllcatnns r'nay nuarrlde ynur gelemu:mg ® 0

o ...... “Ermmmn
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In the ‘Security’ tab (below), the ‘Launch permissions’ and ‘Access permissions’
can both be left as ‘Use default’ to use the default security settings configured
earlier. Alternatively, they can be customized to allow more control over the users
that can start and use each server. To do this, select ‘Use custom access
permissions’ or ‘Use custom launch permissions’, then click the ‘Edit’ button and
add any additional users or groups required. If you are using a lower-security
configuration due to problems connecting, the ‘Everyone’ group can be given
access rights.

Ll .'F[')l i I'f'.I[".IFI'TIF"E

r" LJse default ACCESS permmsu:nns

'.:'-'- f" LJse custam nocess permlssmns

— ["' Llsa nustnm I:Drrfl_gurahnn pEI’r‘ﬂJEEJDHE i
| Mo Py edrt who can change thE.'.' cnnflguraﬂnn |nf|:|rmat||:|n fD

rihls :._ Il

5 Meoae006eaaseaaaaEeaassanoaaneaanssoasnas oK 5 .:-'.'Cancel O

The configuration permissions do not normally need to be changed.

Switch to the ‘Identity’ tab.
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il.

CICEI I I-'I'ﬂ['fn?"l"l'if"-'i

|

* Gieneral | Location | Security f'd.e._”_".t’."_' Endpoints |- 3 a6« s 800 58 By & 00 00 95083

“hhich us er socount do you want to use ta run this application?

v UBrowsel

The options on this screen are:

The interactive user — the user who is currently logged on to the machine. This
can cause problems with DCOM, as there is no guarantee of which user (if any)
will be logged on.

The launching user — the user who accessed the server, causing it to be started.

A named user — the server runs as a specified user, whose name and password
are provided. This option allows the server to be configured independently of the
user that started the server and the user that is logged on, and works well for
unattended computers.

The system account, when the server is configured to run as a service.

Click ‘OK’ to return to the ‘Distributed COM configuration properties’ page. After
changing the properties of any other DCOM objects required (such as ‘MXOPC’
and ‘MXRuntime’) in the same way, this dialog can then be closed.
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C.4.3 Configuring services to use a specific user account

When the OPC server is installed as a service, it can be useful to configure it to
run using a specific user account. The ‘OPC enumeration’ EXE is also installed
as a service. In this section, the ‘OPC enumeration’ EXE will be used as an
example, but the same method applies when the OPC server settings are

changed.

To open the ‘services’ page, select ‘Start’ -> ‘Run’, enter ‘Services.msc’ in the
dialog that appears and click ‘OK’.

i

Oper; | services. ms

Type the name of a program, folder, document, or
Interret resaurce, and Windows will open it for pou,

=l

(4 Cancel | Browse, . |

Find the service to be changed in the list. In the sample screen below, the ‘MX
OPC server 5.0’ and ‘OPC enum’ services are both visible.

- .
T SETVIDES

=1o] x|

| Acton Wew || += = |Z@|m|(F DE| 2| r m 0 =

Tree |

W2 Services (Local)

Mame  / | Diescription

agure]

@ Metwork Connections

S hetwork DDE DSDM
4 T LM Securlty SUpport Frov... Provides securty tor...
B opcEnum

<]

Salet Leogon Supports pass-troug...
S MetMesting Remots Deskiop ... Allows authorized pec..,
Manages objectsin th...
& Metwork DDE Frovides metwork Tam...
Manages shared dyna...

Manual
Manuial
Manial
rlanal
tanuial
ranuial
tanLial

|Startip Type =]

atz
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Right click on the service to be changed, and select ‘Properties’ from the pop-up
menu that appears. The service configuration window is shown below for the
‘OPC enum’ service.

opcEm I Properties (1 ocal Compnirer )

De

Fath to executahle:
: |I::'|,WIN HTeystem 320 pcEnum. exe

. Service stafus: 'Stopped > cemecen S

Stert | Stop FPeause Resume |

oucans
cherg, oo

~Gitart parometers:

Switch to the ‘Log on’ tab, select ‘This account’ and enter the username and
password of the user to run as.
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OPCEM M Propearties (1 ocal Cormp irer )

. Log on as:

- This account:

. Browse... I

i Passward: e

. “Confirm pessward: -

_“ou can enehle ar disahle this sarvice far he hardwara profiles listed bhelow:

_| Hardware Frafile Sendice
| Profile 1 Enabled

e : Enable | Disable

............................................ Ok Cancal | &pph.‘.-'

Finally, select ‘OK’ then close the services window.
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